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Preface

Intended Audience

This document is intended for:

® Network engineers

® Technical support and servicing engineers
® Network administrators

Technical Support

® Ruijie Networks website: https://www.ruijienetworks.com/

® Online support center: https://ruijienetworks.com/support

® Case portal: https://caseportal.ruijienetworks.com

® Community:_https://community.ruijienetworks.com

® Email support: service_ri@ruijienetworks.com

® Live chat: https://www.ruijienetworks.com/rita

® Documentation feedback: doc@ruijie.com.cn

Conventions
1. GUI Symbols

Interface symbol Description Example

1. Button names
1. Click OK.

2. Window names, tab name, field name . .
Boldface 2. Select Config Wizard.
and menu items

3. Click the Download File link.

3. Link
> Multi-level menus items Choose System > Time.
2. Signs
The signs used in this document are described as follows:
@ Danger

An alert that calls attention to safety operation instructions that if not understood or followed when operating
the device can result in physical injury.

© Wwarning
An alert that calls attention to important rules and information that if not understood or followed can result in

data loss or equipment damage.

A\ Caution

An alert that calls attention to essential information that if not understood or followed can result in function

failure or performance degradation.
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@ Note

An alert that contains additional or supplementary information that if not understood or followed will not lead to

serious consequences.

¢ Specification
An alert that contains a description of product or version support.

Note
This manual introduces the features of the product and offers guidance on configuration and testing.
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1.1

Product Overview

Overview

With the emergence of new hot spots such as social networking, cloud computing, and big data, the Internet
has entered a stage of prosperity never experienced in history. However, the information security problems
accompanied have become increasingly complex, bringing huge challenges to the traditional security
construction model. With years of technology accumulation and considering the development trend of next-
generation firewalls, Ruijie Networks promotes the RG-WALL 1600-Z-S series cloud management firewalls

(hereinafter referred to as Z-S series firewalls) to meet the actual needs of the market.

The RG-WALL 1600-Z-S series cloud management firewalls use DPDK-based high-performance network
forwarding service platform to provide active asset discovery, intelligent policy manager, and one-click fault
analysis functions, simplifying product launch and operation and maintenance (O&M). This series of firewalls
have rich security functions, including intrusion prevention, port scan, traffic learning, application control, and
defense against DoS/DDoS attacks. These firewalls also support unified management on the cloud platform,

data synchronization to the cloud for analysis and reporting, and remote monitoring and O&M.

The Z-S series firewalls have performance expansion capabilities, and a single hardware platform supports 3—

10 G performance expansion, which can be realized through a performance license.

The Z-S series firewalls are suitable for network egress, area boundary, and other scenarios of general education,

higher education, government, and enterprise customers.

1.2 Product Characteristics

® Easy configuration

Product Overview

The Z-S series firewall provides a quick onboarding wizard to help users quickly complete basic configurations
for network access. Users only need to select interfaces and a mode and configure the basic connection type
and IP address to bring a device online. The configuration wizard also provides optional functions such as
connectivity test, license import, and policy configuration to help users complete basic operations related to

testing, authorization, and policies.
Intelligent policy manager

Affected by factors such as service accumulation and change of O&M personnel, the configuration complexity
of security policies becomes increasingly high during routine security policy O&M. Major problems are as
follows: Policies are not refined enough. Services are interrupted due to conflicts between new and existing
policies. O&M personnel are concerned about the overall policy health and whether policies are optimal. When
a fault occurs, O&M personnel usually need to trace and analyze the policies that are changed. Complex

policies make O&M even more difficult.

The Z-S series firewall provides functions including port scan, traffic learning, policy simulation space,

intelligent policy sorting, and policy lifecycle management to help users resolve the preceding problems.
App identification and control

The Z-S series firewall can identify over 2000 applications of 36 categories. It can identify more applications

after the rule base is upgraded. App identification and control can implement traffic control and management.
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® Diversified security defense

The Z-S series firewall provides rich security defense functions to defend against various types of traffic flood
attacks including SYN flood, UDP flood, ICMP flood, and IP flood, and large-traffic DDoS attacks. With the
built-in comprehensive IPS signature library, the firewall can perform real-time deep scan on the traffic passing
through it to identify malicious information hidden in the traffic and generate alarms and block the traffic in real
time, protecting users against threats from malicious traffic.

High stability and reliability

The Z-S series firewall uses a stable and reliable hardware design to provide the following functions: Provides
dual-boot instruction to reduce the probability of device start failures caused by boot problems. Actively
monitors the voltage of each circuit on the device motherboard, prompts for voltage exceptions, and applies
power-off protection in case of grid exceptions to protect storage components against damage in case of
abnormal grid fluctuations and abrupt power-off. Uses dual-power supply and area-based power design to
avoid whole device restart caused by short circuit of the optical module.

Flexible expansion

The Z-S series firewall can expand the device performance based on licenses. It also has high hardware

expansion capability, with one expansion slot and an optional hard disk of 1 TB.
Easy cloud-based O&M

The Z-S series firewall supports configuration delivery, upgrade, status monitoring, and hot patch installation
on the cloud to lower the O&M difficulty.

1.3 Hardware Description

1.3.1 RG-WALL 1600-Z3200-S Panels

1.

Front Panel

Figure 1-1 Front Panel
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Table 1-1  Components on the Front Panel

No. Component Description

1 SATA hard disk status LED ®  Steady green: A hard disk is connected.
(SATA) ®  Blinking green: Data is being read or written.
Power module status LED ®  Steady green: The power supply is normal.

(PWR) ®  Off: The power supply is cut off or fails.
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No.

Component

Description

System status LED (SYS)

®  Blinking green: The device is powered on and being
initialized.

®  Steady green: Initialization is complete.

®  Steady red: An alarm is generated.

Reset button

® Restarting the device: Press the button for less than 3
seconds.

® Restoring factory settings: Press the button for more than
5 seconds.

When you perform either of the preceding operations, device
status information is collected. After the device restarts, you
can access the web Ul of the firewall, choose System > One-

Click Collection, and download the information.

Console port

It is used to connect to the console for device maintenance and

diagnosis.
Note:

® \When the console port is used, set the baud rate to
115,200 bps, data bit to 8, and stop bit to 1, and disable
parity check and data flow control.

® The console port is used only in special scenarios. For
details, contact technical support personnel.

USB port

Two USB 2.0 ports can be used to connect USB drives.

MGMT port

It is used to access the device management page upon first

login.

10/100/1000BASE-T ports

Ports 1 to 7, which are used to connect Ethernet cables.

10GE SFP + port LED

®  Steady green: The port is connected.

Blinking green: The port is receiving or sending data.
®  Off: The optical port is incorrectly connected.

10

1GE SFP port LED

®  Steady green: The port is connected.
® Blinking green: The port is receiving or sending data.
®  Off: The optical port is incorrectly connected.

11

1GE SFP port

Port 8F. For details about optical modules that support this port,
see Table 1-5.

12

10GE SFP+ port

Port OF. For details about optical modules that support this port,
see Table 1-5.

13

Link/ACT status LEDs
(square) of
10/100/1000BASE-T ports

®  Steady green: The port is connected.
® Blinking green: The port is receiving or sending data.
® Off: The port is incorrectly connected.




Product Cookbook Product Overview

No. Component Description
1 Speed LEDs (round) of ®  Steady orange: Gbit/s port speed
10/100/1000BASE-T ports e  Off: 100/10 Mbit/s port speed

2. Rear Panel

Figure 1-2 Rear Panel
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Table 1-2 Components on the Rear Panel
No. Component Description
Installation position of a power . ) .
1 ) ) Used to install a power cord retention clip.
cord retention clip
2 Power socket Used to connect an AC power cord.
3 Power switch Used to power on or power off the device.
4 Expansion slot for a hard disk Used to install a hard disk.
5 Grounding terminal Used to ground the device to ensure electrical safety.

1.3.2 RG-WALL 1600-Z5100-S Panels

1. Front Panel

Figure 1-3 Front Panel
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Table 1-3 Components on the Front Panel

No. Component Description
1 MGMT port It is used to access the device management page upon first login.
2 System status LED (SYS) ® Blinking green: The device is powered on and being initialized,

or the system is restoring factory settings.
®  Solid green: Initialization is complete.
®  Solid red: An alarm is generated.

3 Power module status LEDs ® Solid green: The power module is operating normally.

(PWRO0 and PWR1) ® Solid red: The power module is not functioning properly, or the
power module is installed but no power cord is connected.

Off: No power supply is connected.

4 SATA hard disk status LED Solid green: A hard disk is connected.
(SATA) Blinking green: Data is being read or written.
5 Reset button ® Restarting the device: Press the button for less than 5 seconds.
® Restoring factory settings: Press the button for more than 5
seconds.

When you perform either of the preceding operations, device status
information is collected. After the device starts, you can log in to the
web Ul of the firewall, choose System > One-Click Collection, and

download device status information.

6 Console port It is used to connect to the console for maintenance and diagnosis.
Note:

® When the console port is used, set the baud rate to 115,200
bps, data bit to 8, and stop bit to 1, and disable parity check and
data flow control.

® The console port is used only in special scenarios. For details,
contact technical support personnel.

7 USB port Two USB 2.0 ports can be used to connect USB flash drives.

8 Link/ACT status LEDs (square) | ® Solid green: The link on the port is Up.

of 10/100/1000BASE-T ports Blinking green: The port is receiving or sending data.
® Off: No link is established on the port.

9 Speed LEDs (round) of ® Solid orange: Gbps port speed
10/100/1000BASE-T ports ® Off: 100/10 Mbps port speed
10 10/100/1000BASE-T ports Ports 1 to 7, which are used to connect Ethernet cables.
11 1GE SFP port LEDs ® Solid green: The port is connected.
® Blinking green: The port is receiving or sending data.
12 10GE SFP + port LEDs ® Solid green: The port is connected.
® Blinking green: The port is receiving or sending data.
13 10GE SFP+ ports Ports OF to 3F
14 1GE SFP ports Ports 8F and 9F
15 Module slots Expansion module slots
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2. Rear Panel

Product Overview

Figure 1-4 Rear Panel
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Table 1-4 Components on the Rear Panel

No. Item Description

Grounding ) )
1 ) Used to ground the device to ensure electrical safety.

terminal
2 Hard disk slot Used to install a hard disk.
3 Power switch Used to power on or power off the device.
4 Power module Used to connect an AC power cord. Two power modules can be installed.

1.4 Specifications

1.4.1 RG-WALL 1600-Z3200-S Specifications

Table 1-5 Specifications
Model RG-WALL 1600-Z3200-S
Memory 4 GB DDR4 memory
Boot ROM 8 MB
eMMC 8 GB
e T No hard disk is provided in factory delivery. 1 TB HDD or 240 GB/480 GB solid state

drive (SSD) can be installed as required.

Hard Disk Hot
Swapping

Not supported

Fixed Service Port

® 8 x10/100/1000BASE-T ports (10BASE-T/100BASE-TX/1000BASE-TX): support
10/100/1000 Mbps auto-negotiation and auto MDI/MDIX. Port 0 is the default
MGMT port.

® 1 x1GE SFP port (1000Base-SX/LX/ZX): supports 1000BASE-SX/LX/ZX mini
GBIC and GE-SFP-LX20/LH40-BIDI optical transceivers.




Product Cookbook

Product Overview

® 1 x10GE SFP+ port (1000Base-X/10GBase-R): supports XG-SFP-SR-MM850,

XG-SFP-LR-SM1310, and XG-SFP-ER-SM1550 optical transceivers, as well as
BIDI optical transceivers.

Fixed Management 1 x RJ45 MGMT port (reusing Ge0/0)

Port 1 x RJ45 console port (RS-232)

USB Port 2 x USB 2.0 ports

Bypass Port Not supported

Expansion Module Not supported

Dimensions

(W x D x H)

440 mm x 200 mm x 43.6 mm (17.32 in. x 7.87 in. x 1.72 in.; without rubber pads)

Rated Input Voltage

100 V AC to 240 V AC, 50 Hz to 60 Hz

Rated Input Current

0.65A

Maximum Power

Consumption

25W

Temperature

Operating temperature: 0°C to 45°C (32°F to 113°F)
Storage temperature: -40°C to +45°C (-40°F to +113°F)

Humidity

Operating humidity: 10% RH to 90% RH (non-condensing)
Storage humidity: 5% RH to 95% RH (non-condensing)

1.4.2 RG-WALL 1600-Z5100-S Specifications

Table 1-6  Specifications
Model RG-WALL 1600-25100-S
Memory 4 GB DDR4 memory (ECC supported)
eMMC 8 GB
Hard Disk No hard disk for factory delivery. A 1 TB hard disk drive (HDD) can be added.
:::dS\I;v;iping of Not supported.
e Sl ® 38 x 10/100/1000BASE-T ports (10BASE-T/100BASE-TX/1000BASE-TX)

B ® 2 x 1GE SFP ports (1000BASE-SX/LX/ZX)

® 4 x 10GE SFP+ ports (1000BASE-X/10GBASE-R)
Fixed ® 1 xRJ45 MGMT port (reusing Ge0/0)
Management Port | e 1 x RJ45 console port (RS-232)

USB Port

2 x USB 2.0 ports
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Bypass Port Not supported

2 x expansion module slots (expansion modules not supported)
Module Slot 2 x power module slots.

1 x hard disk slot.

Power Module 2 x pluggable power modules (RG-NSEC-PA70I), one power module for factory delivery.

Hot Swapping of ]
The two power modules support hot swapping.
Power Module

Dimensions
440 mm x 300 mm x 43.6 mm (17.32in. x 11.81 in. x 1.72 in.)
(W x D x H)
Rated Input
100 V AC to 240 V AC, 50 Hz to 60 Hz
Voltage
Rated Input
2 A (maximum)
Current
Power
Consumption <6ow
Temperature ®  Operating temperature: 0°C to 45°C (32°F to 113°F)
®  Storage temperature: —40°C to +70 °C (—40°F to +158°F)
Humidity ®  Operating humidity: 40% to 65% RH (non-condensing)
®  Storage humidity: 10% to 90% RH (non-condensing)
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2 Device Management

2.1 Logging In to the Device

2.1.1 Logging In to the Device from the Web

Application Scenario
The web management page provides a visualized graphical management page for efficient configuration and
management.

You can configure and manage the firewall on the visualized web Ul and configure the management functions of
Ge0/1.

Network Topology

Ge0/0 (port 0/MGMT)

192.168.1.200/24 :E*

PC Firewall
192.168.1.1/24

Prerequisites

® The Z-S series firewall provides the default web configurations as listed in Table 2-1. You can log in to the

management page with the default values through HTTPS.

Table 2-1  Default Web Configurations

Function Item Default Value

Web service Enabled

Device IP 192.168.1.200 (port 0/MGMT)
Username/Password admin/firewall

Default user permission Super Admin (with all the permissions)
& Note

® |f the address of port 0/MGMT on the firewall is modified but you forget the address, you can access the
Command Line Interface (CLI) to view the current configuration. For details, see 2.1.2 Logging In to the
Device from the Console.

® |f you change the password and forget it, restore the initial password. For details, see 2.6 Password
Restoration.

® The management PC and firewall have been connected and can communicate with each other.

o Port 0/MGMT on the firewall is connected to the management PC through a network cable.
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0/MGMT

o The default IP address of port O/MGMT is 192.168.1.200. To ensure that the management PC can
communicate with the firewall, the IP address of the local NIC on the management PC must be changed

to one in the same network segment as that of port 0/MGMT, for example, 192.168.1.100/24.
® The management PC meets relevant requirements on the browser and resolution.

o Browsers: Internet Explorer 11.0, Google Chrome, Firefox, and some Internet Explorer kernel-based
browsers are supported. If you log in to the web management system using other browsers, exceptions

such as garbled characters or formatting errors may occur.

o Resolution: The recommended resolution is 1440 x 900. In case of other resolution, scroll bars may
appear on the Ul, affecting the use experience.

Configuration Points

(1) Set the IP address of the management PC to one in the same network segment as the IP address of port
0/MGMT.

(2) Log in to the web management page.

(3) Configure the Ge0/1 port and enable the management functions on the port. By default, IP addresses or
access management functions such as HTTPS are not configured for other ports except 0/MGMT.

Procedure
(1) Configure an IP address for the management PC.

The default IP address of port 0/MGMT on the firewall is 192.168.1.200. On the management PC, set IP address
to 192.168.1.1 and Default gateway to 192.168.1.200.

10
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Internet HHYRRE 4 (TCP/IPv4) Properties >
General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(C) Obtain an IP address automatically
(®) Use the following IP address:

IP address: [192 168 . 1 . 1 |
Subnet mask: | 255 .255 .255 . 0 |
Default gateway: [192 .168 . 1 .200 | |

Obtain DMS server address automatically

(®) Use the following DNS server addresses:

Preferred DNS server: | 114 .114 . 114 . 114 |

Alternate DNS server: | . . . |

[Jvalidate settings upon exit
Cancel

(2) Log in to the web management page.

) Note

It takes a certain period of time to complete system initialization after the device is powered on and started. You
are advised to wait for 5 to 6 minutes before accessing the web page.

a Open a browser on the management PC.
b  Enter https://192.168.1.200 in the address bar and press Enter.
The login page is displayed.

¢ Enter the username (admin), password (default: firewall), and verification code. Read the statement,
select | have read and agree to Terms and Condition & User Data Processing Policy, and click Log
In.

11
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RUGIE | 2 seies Fuews

Ruijie | z

(4) (Optional) If you log in to the web management page for the first time, the system forces you to change the

default password of the Super Admin.
(5) Setthe IP address of the Ge0/1 port to 192.168.0.200/24 and enable the management functions on the Ge0/1.
a Choose Network > Interface > Physical Interface.

Ruie | Z s

I Physical Interface

. Network Intarface . § .
Interfaca Name  Dascription S Mode. Zone Connaction Type » Aggragation Mode  MTU Oparation

Routing trust Pud: Static IP 2.168.1.200/24

SR f.." =

b Select Ge0/1 and click Edit.

¢ Configure attributes of Ge0/1.

12
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< Back
Basic Info

Interface Name
Description
Connection Status
Mode

* Zone

Interface Type
Address

IP Type

Connection Type

# |P/Mask

* Next-Hop Address

Default Route

Line Bandwidth
Uplink

Downlink

Access Management

Permit

Advanced

ISP Address Library
O MTU

MAC

Link Detection

Edit Physical Interface

© Enable
© Routing Mode
untrust

© WAN Interface

IPv4 IPv6

O Static Address

192.168.0.200/24

192.168.0.254

«©

@ HTTPS

1500

00:d0:f8:22:37:0a

Disable

@ PING

Transparent Mode Off-Path Mode

® Add Security Zone

LAN Interface

DHCP PPPoE

@ SSH

Restore Default MAC

Device Management

Item

Description

Remarks

IP/Mask

IP address of the physical interface.

[Example]
192.168.0.200/24

13
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Item Description Remarks
Whether the interface supports HTTPS, ping, and
SSH.
® HTTPS: Allows users to access the device The configuration takes effect
using https://Interface IP address, such as .
https://192.168.0.200. when local defense is enabled
Access .
® PING: Allows users to ping the interface on the device.
Management address. If this option is not selected, ping E |
fails even if there is a reachable route. [Example]
® SSH: Allows users to access the device by Select HTTPS.
creating an SSH connection with the
interface IP address that is used as the
destination address, such as ssh
192.168.0.200.
d Click Save.

Follow-up Procedure

® Enter https://192.168.0.200 in the browser and log in to the system for management.

® Figure 2-1 shows the web management page layout of the firewall Figure 2-1.

Figure 2-1 Web Management Page Layout

RUGIE | £ Seres e

1 Admin List

Rale 1Pvd Host 1Pyt Trusted Host Description

Operation
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Area Description

® This area displays the company logo, device name, and function panel.

® This area supports new network discovery, network-wide management, quick
onboarding, policy configuration wizard, and customer service, helping
area users quickly complete deployment operations.

Mark and panel

® This area displays the current login user and allows you to change the
password and log out.

Navigat This area displays the web function menus of the device in the tree structure. You can
avigation
g click a function menu in the navigation bar to access the corresponding function
pane . ) . . . .
configuration page. The configured items are displayed in the operation area.

) In this area, you can perform configuration operations and view information and the
Operation area )
operation results.

2.1.2 Logging In to the Device from the Console

Application Scenario

To access the CLI for configuration management, connect a console cable to the console port of the device and
start the terminal simulation software such as Super Terminal or SecureCRT. By default, the firewall supports

console management.

Network Topology

Console cable connection

Baud rate: 115200
- ol
\ Firewall

COM port Console port

Tool Preparation
® Console cable

o Model 1: Connect one end of the cable to the 9-hole DB9 connector and the other end to the RJ45

connector.

15
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o Model 2: Connect one end of the cable to the RJ45 connector and the other end to the USB connector.

® PC with a COM port: The COM port of the PC is usually located near the display interface on the rear panel
of the chassis. The COM port has nine pins, as shown in Figure 2-2.

If your PC does not have a COM port (such as the laptop), the USB-to-COM cable (as shown in Figure 2-3)
must be connected to the USB port to convert it into the COM port. You can also use the USB-to-console
(RJ45) cable of Model 2 directly.

Figure 2-2 COM port

16
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Figure 2-3 USB-to-COM Cable

® Install SecureCRT, Super Terminal, or another terminal simulation software on the PC.

o A PC running the Windows XP operating system is usually delivered with Super Terminal in the
accessories. For a PC running Windows 7 or a later version, you need to download Super Terminal
independently.

o Super Terminal is not installed in Windows Server 2003 by default. To install Super Terminal, choose

Control Panel > Add/Remove Programs.
Configuration Points

(1) Prepare a configuration cable and a PC that can be connected to a configuration cable. (For details, see Tool

Preparation.)
(2) Connect the configuration cable.

Connect the RJ45 connector of the configuration cable to the console port of the device and the other end to
the COM port of the PC.

(3) Run the terminal simulation software to log in to the device.
Procedure
(1) Connect the configuration cable.

a Insertthe RJ45 connector of the console cable to the console port of the device (as shown in the following

figure).

b Insert the DB9 connector on the other end of the console cable to the 9-pin COM port of the PC.

——— e oRoEos;
Friesiiiemisisoninis =32 -l pH*“"“m» *m’#mm
L :

MH,NHuco-:-,

f‘* -"w_,:w::w_hmmm'

| —

17



Product Cookbook

Device Management

(2) Run the terminal simulation software after the configuration cable is connected.

) Note

This section uses SecureCRT as an example. For details about other programs, see the corresponding

operation manual.

a View identified COM ports on the PC.

) Note

If a PC has only one COM port, it is displayed as COM1 by default. In this case, skip this step.

Right-click This PC, choose Manage > Device Manager, and view COM ports under Ports (COM & LPT).

2] Shared Folders
&% Local Users and Groups
@ Performance
& Device Manager
v g Storage
= Disk Management
:ﬂej Services and Applications

A Computer Management = O x
File  Action View Help
=7 m HE =
A Computer Management (Local | » :.'.-_ R12775 Actions
5 .
~ [/} System Tools iy Audio inputs and outputs Device Ma . .
® Task Scheduler E Computer i
2] Event Viewer o Disk drives More Actions »

[Gd Display adapters

Human Interface Devices

= IDE ATA/ATAP| controllers

Keyboards

8 Mice and other pointing devices

[ Menitors

!! Multifunction adapters

F Network adapters

v [ Ports (COM & LPT)

@ sunixcom porficoms)]
& SUNIXLPT Port (LPT3)
& USB-SERIAL CH340 (COME)
& BERO com)

= Print queues

™= Printers

b  Run the SecureCRT software. The Quick Connect dialog box is displayed automatically. (If the dialog

box is not displayed, click @ in the menu bar.) In the dialog box, set the connection parameters and

click Connect. The following table describes the connection parameters that you need to set.

Parameter Value

Protocol Serial

Port COM port of the PC identified in the previous
step

Baud rate 115200

RTC/CTS Deselect

18



Product Cookbook Device Management

Quick Connect b4

Brotocol: Serial e

Port: ComM3 " Flow Control
OTR/DSR
Baud rate: 115200 - [IomR/D

[IRTS/CTS
Data bits:
= 8 ] %ON/XOFF
Parity: Mone W
Stop bits: i e
[]Show quick connect on startup Save session

Openina tab

Configuration Verification

Press Enter and enter the username admin and password firewall as prompted. (If you change the password

and forget it, restore the initial password. For details, see 2.6 Password Restoration.)

& Note

It takes a certain period of time to complete system initialization after the device is powered on and started. You
are advised to wait until the system is ready before running CLI commands.

A\ Caution

If you fail to access the CLI, check the configurations as follows:

® Check whether the configuration cable is connected to the console port.

®  Check whether the baud rate is set to 115200 for the terminal simulation connection.

® If the preceding configurations are correct, replace the PC, configuration cable, and terminal login
software.

Sent SIGKILL to all processes
switching rootfs

welcome to NTOS "f#ff
z5100-01 login: admin

Password:
Please wait a moment while the system is initializing

Z5100-01 login:

2.1.3 Logging In to the Device Using SSH

Application Scenario
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When you want to configure the device or collect information in CLI management mode, but you do not have a

configuration cable or you are far away from the device, you can remotely log in to the device using SSH.

Network Topology
Ge0/0 {port 0/MGMT)
192.168.1.200/24 L &
I-
od
PC Firewall

192.168.1.1/24

Configuration Points

To use the SSH login method, the connectivity between the management PC and the management interface
address of the device must be ensured. After the ping function is enabled on the interface, the management PC

must be able to ping the management interface.

(1) Enable the SSH function on the interface.

(2) Manage the device using SSH.

Procedure

(1) Enable the SSH management function on the interface.

a Choose Network > Interface > Physical Interface and edit Ge0/0 (port 0/MGMT), as shown in the

following figure.

< Back Edit Physical Interface

Basic Info
Interface Name
Description
Connection Status @ Enable Disable
Mode @ Routing Mode Transparent Mode Off-Path Mode
* Zone trust @ Add Security Zone

Interface Type WAN Interface © LAN Interface

Address
IP Type IPv4 IPvE
Connection Type @ Static Address DHCP PPPoE

*IP/Mask  192.168.1.200/24

Line Bandwidth
Uplink

Downlink

Access Management

Permit HTTPS PING SSH

Advanced
@© MTU 1500

MAC  00:d0:f8:22:37:09 Restore Default MAC

Save
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b In the Access Management area, select SSH (ping function disabled on the interface by default) and
click Save.
(2) Manage the device using SSH.

Create an SSH connection using the terminal simulation software (such as SecureCRT), and enter the username

and password (for login to the web management page) to manage the device.
The following uses the SecureCRT software as an example.

a Start the SecureCRT software and choose File > Quick Connect.

not connected - SecureCRT

File | Edit View Options Transfer Script Tools Window Help

id Connect... Al+C || By 0 38 | [a Ba o | 505§ | i@ | B
%] Quick Connect... Alt+Q ‘

Connect in Tab/Tile... Alt+B
zc-g Reconnect Enter

Reconnect All

b In the Quick Connect dialog box, set Protocol to SSH2, Hostname to the management address
192.168.1.200 of the device (that is, IP address of Ge0/0), and Port to 22, retain the default values for

other parameters, and click Connect.

Quick Connect o
Protocol: S5H2 w
Hostname: | 192.168.1.200) |
Port: Firewall: | None w
Username: | |
Authentication

[+]Password a~ Properties

[+]Publickey

[«]keyboard Interactive

[+]GS5APT
|:| Showe quick connect on startup Save session

Open in a tiled window

¢ Enter the username and password (admin and firewall by default) as prompted to log in to the CLI for

configuration management.
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2.2 Modifying the Web Login Configuration

Application Scenario

To improve the login security, the administrator can set web login parameters, for example, locking the
administrator account if the number of incorrect password attempts exceeds the specified number. These
parameters improve the login security and reduce the data leakage risks caused by password leakage.

Procedure

(1) Choose System > System Config > Service Parameters and click the Web tab.

(2) Customize the web service configuration.

Web SSH Advanced Settings
Device Name =~ 73200-s

% HTTPS Port = 442 Auto Redirection for HTTP
* Login Timeout Period (min) 1440
* Allowed Consecutive Login Failures 6
* Lockout Period (min) =~ 3

Verification Code Enable © Disable

Save Restore Defaults
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Item Description Remarks
Name of the device. In integrated
deployment on Ruijie Cloud, you can view
) the modified device name on the Ruijie
Device . [Example]
N Cloud platform and master device. For
ame ) . RG-WALL
details about integrated deployment on G
Ruijie Cloud, see 7.1 Integrated
Deployment on Ruijie Cloud.
Port number used by the web service. The
device supports automatic HTTP The default value is 443.
redirection. When users access the
HTTPS Port [Example]
management address through HTTP, they
are automatically redirected to the HTTPS 443
address.
Period of time within which if no operation is
. ® Enter an integer in the range of 0
Login performed after login to the web . to 1440, in minutes.
Timeout management page. The system displays a ®  The default value is 30 minutes.
) prompt of login timeout when the [Example]
Period
administrator tries to log in to the web 30
management page again.
Number of consecutive incorrect password ®  Enter an integer in the range of 0
Allowed to 10
c i attempts. If a user enters an incorrect o 10.
onsecutive .
Logi password for a number of times exceeding ®  The default value is 6.
ogin o . E |
. gl the value specified by this parameter, the [Example]
ailures
system automatically locks the user. 3
® Enter an integer in the range of 0
kot Period of time within which the to 30, in minutes.
ockou i
) automatically locked user is not allowed to ®  The default value is 3.
Period . [Example]
log in to the web management page.
30
By default, the value is Enable.
Verification Whether a verification code is required for
) [Example]
Code login to the web management page.
Enable

(3) Click Save.

23




Product Cookbook Device Management
2.3 Account Permission Settings

2.3.1 Administrator Permission Overview

Upon factory delivery, the system provides the following default administrator roles: Super Admin, Security

Admin, Auditor, and User Admin. The permissions of the default roles are described in Table 2-2.

Table 2-2 Permissions of the Default Roles

Role Type Permission Default Account

) Read-write permissions on all menus of the web )
Super Admin admin
page

No permission on Admin menus under System
Security Admin securityadmin
Read-write permissions on other menus

Read permission on Home menus
Auditor Read permission on Monitor menus auditadmin

No permissions on other menus

Read permission on Home menus

Read-write permissions on Admin menus under
User Admin useradmin
System

No permissions on other menus

2.3.2 Enabling Default Accounts

Application Scenario

The system default administrator accounts securityadmin, auditadmin, and useradmin take effect after they

are enabled and passwords are set for them.

& Note

The account admin can be used immediately after factory delivery, without the need for the following operations.

Procedure
(1) Choose System > Admin.
The system displays the default accounts.
(2) Select a default account to be enabled and set its status to Enable.

The Change Password dialog box is displayed.
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Change Password

Account useradmin

*(D New

Password

* Confirm

Password

(3) Set a new password for the account and enter the password again for confirmation.

Password description:

A password must contain at least three character categories, including uppercase and lowercase letters,
digits, and special characters.

A password cannot contain any Chinese character, space, or full-width character.
Password length range: 8—15 characters

A password cannot be the same as the username or the username in reverse order.

(4) Click Confirm.

Follow-up Procedure

In the administrator list, find the target account and click Edit. On the Edit Admin Account page, modify the

default account and description to that can be easily identified.

< gack Edit Admin Account

Basic Info
*Account | auditadmin
* Enabled State @ Enable (O Disable
* Role

Description

Advanced
To ensure account security, change the password when you enable the default administrator for the first time.
* (D) Password

* Confirm Password

The default administrator account cannot be deleted.

2.3.3 Creating an Administrator

1.

Creating an Administrator Role

Application Scenario
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The user scenario grants different permissions to different roles to implement level- and rights-based
management. You can customize administrator roles and grant permissions to the roles as required.

Procedure
(1) Choose System > Admin Role.
(2) In the operation area, click Create.

1 Admin Role

U Delete & Refresh

Admin Role Name Description Operation

Super Admin - Edit
Security Admin - Edit
User Admin - Edit
Auditor - Edit

(3) Set a new role and grant permissions to the role.

< Back Add Admin Role

Basic Info

* Admin Role Name

Description
2
Permission Settings
Permission O Read-Write Read-Cnly None
> Monitor o
> Network [-]
> Object (-]
> Policy -]
> System (-]
> Quick Onboarding [-]
> Policy Wizard [-]
Item Description Remarks
Admin Role o . . [Example]
Name of the role, which is used to identify the role.
Name Security Admin
[Example]
Description Description of the role, which distinguishes role permissions.
New
Permission Settings
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Item Description Remarks
o Web page functions that can be operated by the new [Example]
Permission o
administrator role. Monitor
Different modules have different permissions, including:
Permission Read-Write: View, add, delete, and edit permissions [Example]
Settings Read-Only: View permission only Read-Only
None: No permission at all

(4) Click Save. Arole is created.

2. Creating an Administrator Account

Application Scenario

With the increase of device administrators, the Super Admin can create a new administrator account and specify

a role for the account.

After the new administrator logs in to the device, the administrator can only view or manage modules of the

corresponding role.

Procedure

(1) Choose System > Admin.

(2) Above the operation area, click Create.

I Admin List

Tl Delete | @ Enable | Disable | & Password Policy =& Refresh

Account

admin

securityadmin

useradmin

auditadmin

Verify Trusted H

Role - IPv4 Host IPv6 Trusted Host Description
Super Admin Disabled
Security Admin Disabled
User Admin Disabled
Auditor Disabled
Audito Disabled

(3) Set parameters for the new administrator.
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¢ Back Add Admin Account
Basic Info
* Account
* Enabled State @ Enable Disable
* Role
Description
#
Advanced
* (D) Password
* Confirm Password
Configure Trusted Host
Restrict Trusted Host Login ()
(D IPv4 Trusted Host 1 P @ Delete
@ Add IPv4 Trusted Host
(D IPv6 Trusted Host 1 P 0 Delete
@® Add IPv6 Trusted Host
(D MAC Trusted Host 1 [ Delete
® Add MAC Trusted Host
Item Description Remarks
Basic Info
® The username can contain letters,
digits, and underscores (_), and must
start with a letter.
Account Username of the created ®  The value cannot be the same as an

administrator.

existing administrator username.
[Example]

Admin_security

Enabled State

Whether to enable the new

administrator account.

[Example]

Enable
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Item Description Remarks
Role of the new administrator, which
[Example]
Role specifies the operation permissions of ' '
the administrator. Security Admin
[Example]
Description Description of the new administrator.
With the security monitor permission
Advanced
® Apassword must contain at least three
character categories, including
uppercase and lowercase letters, digits,
and special characters.
® Chinese characters, spaces, and full-
width characters are not allowed.
Password Password used by the new ® The password is a string of 8 to 15
administrator to log in to the web UI. characters.
® The password cannot be the same as
the username or the username in
reverse order.
[Example]
admin@123
The value of Confirm Password must be the
Confirm same as that of Password.
Enter the login password again.
Password [Example]
admin@123
Configure Trusted Host
Restrict If this function is enabled, the account
[Example]
Trusted Host can only log in to the firewall using a
Login specified IP address (trusted host). Enable
IPv4 Trusted IPv4 address or IPv4 address plus [Example]
Host MAC address of a trusted host. 192.168.1.1
IPv6 Trusted IPv6 address or IPv6 address plus [Example]
Host MAC address of a trusted host. 333:444:0:1::1
MAC Trusted [Example]
Host MAC address of a trusted host.
0s

aa:aa:bb:aa:bb:bb

(4) Click Save. An administrator account is created.
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2.3.4 Changing the Password

1. Modifying the Administrator Password Security Policy

Application Scenario

To ensure the security of an administrator password, the account and password must be modified periodically.
You can set a validity period for a password. After a password expires, the system forces the user to change the

password.

Procedure

(1) Access the Password Policy page.
a Choose System > Admin.

b  Above the operation area, click Password Policy.

Password Policy D)

Password description:

A password must contain at least three character categories,
including uppercase and lowercase letters, digits, and special
characters.

A password cannot contain any Chinese character, space, or full-
width character.

Password length range: 8-15 characters

A password cannot be the same as the username or the username

in reverse order.

Mandatory Password (i)

Change

* Maximum Password 100 Day

Age

(2) Enable Mandatory Password Change.
(3) Set Maximum Password Age.

(4) Click Submit.

Follow-up Procedure

When a password is used for a period of time longer than that limited by the system, the system forces you to
change the administrator password.
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2. Changing the Default User Password of the Super Admin

Application Scenario

Upon factory delivery, the default password of the Super Admin account admin is firewall. To ensure the account

security, you must change the default password of the account admin in time.
Procedure

(5) In the title and panel area, click the name of the login user and choose Change Password from the short-

cut menu.

Change Password

(6) In the Change Password dialog box, enter the old password, new password, and confirm password.

Change Password )

* Old Passwaord
(1) New Password

* Confirm Password

Confirm Cancel

Item Description Remarks
Old Password used by the login You need to obtain the password of the login user in
Password user. advance.
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The new password must meet the following
requirements:
Ne ® Contain 8 to 15 characters.
W
Password after change. ® Contain at least three types of the following:
Password uppercase letters, lowercase letters, digits, and
special characters, and cannot contain Chinese
characters, spaces, or full-width characters.
® Cannot be the same as the username or the
username in reverse order.
Confirm Password after change that is The value of Confirm Password must be the same
Password entered again. as that of New Password.

(7) Click Confirm.

3. Changing the Password of Administrators Except the Super Admin
Application Scenario

When other administrators forget their passwords or want to change their passwords to improve the security,
the Super Admin can change the password for them.

Procedure
(1) Choose System > Admin.

(2) Select the administrator whose password needs to be changed and click Change Password in the
Operation column.

The Change Password dialog box is displayed.

Change Password )

* Old Password
(1) New Password

* Confirm Password

(3) Set a new password for the administrator.
The new password must meet the following requirements:
o Contain 8 to 15 characters.

o Contain at least three types of the following: uppercase letters, lowercase letters, digits, and special
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characters, and cannot contain Chinese characters, spaces, or full-width characters.

o Cannot be the same as the username or the username in reverse order.

(4) Click Confirm.

2.4 Configuration Backup and Restoration

2.4.1 Exporting the Configuration

Application Scenario

An administrator can use the configuration backup function to manually back up the current configuration or

export the current system configuration file to facilitate subsequent restoration or batch configuration.

Procedure
(1) Choose System > System Maintenance > Config Backup.
(2) Back up the configuration using either of the following methods:

o Click Export Current Config to download the configuration file.
I Config Backup

Back Up Config

) Manually Back Up [] Export Current Config

Restoration Config

Restoration Mode: © Overwrite Current Config Merge Current Config

Mode 1: Restore from a backup file on the device.

running-cfg-20240123163318.targz
Mode 2: Restore from a local backup file.

o Click Manually Back Up to save the current configuration file to the firewall.
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I Config Backup

Back Up Config

A Manually Back Up [?] Export Current Config

Restoration Config
Restoration Mode: @ Overwrite Current Config Merge Current Config

Maode 1: Restore from a backup file on the device.

running-cfg-20240123163318.targz

Maode 2: Restore from a local backup file.

2.4.2 Importing the Configuration

Application Scenario

You can import the backup configuration file in the following scenarios to implement quick restoration and
deployment.

® After a device restores from a fault, import the backup configuration file to facilitate quick restoration and
deployment.

® When you deploy a new device in the same network environment, import the configuration file of another
device to implement quick deployment.

The device supports two restoration modes:

® Overwrite Current Config: After the backup configuration file is imported, the entire configuration file of the

device is replaced, and the original configuration is overwritten.

® Merge Current Config: After the backup configuration file is imported, the current configuration file and the
backup configuration file are merged. (Unique configurations in the two configuration files are retained. For

conflicting configurations, configuration in the backup configuration file overwrites the original configuration).

Procedure
(1) Choose System > System Maintenance > Config Backup.
(2) In the Restoration Config area, configure parameters as required.

o Select a restoration mode.
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I Config Backup
Back Up Config

1 Manually Back Up [?) Export Current Config

Restoration Config

Restoration Mode: © Overwrite Current Config Merge Current Config

Mode 1: Restore from a backup file on the device.

running-cfg-20240123163318.tar.gz

Mode 2: Restore from a local backup file.

o You can restore from a backup file on the device or click Browse to select a local backup file.

I Config Backup
Back Up Config

£ Manually Back Up [*) Export Current Config

Restoration Config

Restoration Mode: © Overwrite Current Config Merge Current Config

Mode 1: Restore from a backup file on the device.

running-cfg-20240123163318.tar.gz

Mode 2: Restore from a local backup file.

(3) Click Restore to import the backup configuration to the current device.

Follow-up Procedure

After a configuration file is imported, the device automatically restarts to make the configuration take effect.

2.5 Defaults Restoration

You can perform the defaults restoration operation when you want to delete all configurations of the device. The

Z-S series firewall supports web-based one-click restoration and restoration by pressing the Reset button.
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2.51

25.2

A\ Caution
The defaults restoration operation clears all the configurations. Before you perform this operation, back up the

configurations in time.

Web-based One-Click Restoration

Application Scenario

When you are unable to operate the hardware directly in the equipment room, you can perform the defaults

restoration operation on the web management page.
Procedure
(1) Choose System > System Maintenance > Defaults Restoration.

(2) Click Restore Defaults.

I Defaults Restoration

(D) When factory settings are restored, all existing configurations will be deleted. To retain existing configurations, clickExport Current Config first and then restore

factory settings.

Restore Defaults

Follow-up Procedure

The device automatically restarts. After the restart, all configurations of the device are restored to factory defaults.
Restoration by Pressing the Reset Button

Application Scenario

When you can maintain the device in the equipment room, press the Reset button on the device to restore

factory defaults.
Procedure

Press and hold the Reset button on the device (for over 5s). The Reset button is located on the front panel of

the device, as shown in_Figure 2-4.

Figure 2-4 Reset Button on the Front Panel

o R ) ) e e e ) I 1

Follow-up Procedure

The device automatically restarts. After the restart, all configurations of the device are restored to factory defaults.

& Note

The Reset button provides the following functions:

® Device restart: Press and hold for less than 3s.
®  Defaults restoration: Press and hold for over 5s.
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Both of the preceding two operations will initiate one-click collection. After the restart, you can log in to the web
management page and choose System > Fault Diagnosis > One-Click Collection to download the device
status information.

2.6 Password Restoration

Application Scenario
When the administrator forgets the login password, you can restore the current password to the default password.
Procedure

(1) Access the User Login page of the web management platform.

Ruwe £ Series Firewall

User Login

have read and agree toTerms and Conditions &

User Data Processing Policy

f3 Customer Service Center Forgot Password?

(2) Click Forgot Password?.

(3) Perform the operation as instructed on the page.
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Perform the Following Procedure ®

1. Hold down the Reset button for over 5s.

2. Log in to 192.168.1.200 through port 0/MGMT using the default account and
password: admin and firewall.

3. After login, click Restore Backup File. Then, the system prompts you to restart
the device. After the device restarts, the Web login account and password are
restored to admin and firewall, and the other configurations are retained. Please
note that you need to use the original port and IP address for login.

a Hold down the Reset button for over 5s until the device is restored to the factory mode.

b  Connect the management PC to port 0/MGMT on the device panel through a network cable and set the
IP address of the PC to one in the same network segment as that of port 0/MGMT (default address:
192.168.1.200), such as 192.168.1.201. Log in to https://192.168.1.200 and enter the default username

and password (admin and firewall).

c After login, click Restore Backup File. Then, the system prompts you to restart the device. After the
device restarts, the web login account and password are restored to admin and firewall, and the other

configurations are retained.

Restore Backup File

@ Backup files exist on the device. Select a handling method.

© Restore configuration from backup files. Device configuration before reset will be restored. (During restoration, the device will restart.)

Restore factory settings. (Backup files will be cleared.)

Restore Backup Config

Restoring... Refresh the page if it is not responding
for a long time.
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Tip
@ Restored successfully.
After the device restarts, use the default

account and password admin and firewall to
log in to the web page.

Confirm and Restart

@ Restored successfully.

After the device restarts, use the default
account and password admin and firewall to
log in to the web page.

Confirm and Restart

@Restart succeeded.
Restart succeeded. Please log in again.
Refresh the page and try again later if the server does
not respond.

Got It
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d Log in to the device using the default account and password (admin and firewall) and change the

password as required.

Change Password

To ensure system security, change your password upon login.

* MNew Password

A password must contain at least three character categories
including uppercase and lowercase letters, digits, and special
characters.

A password cannot contain any Chinese character, space, or
full-width character.

Password length range: 8-15 characters

A password cannot be the same as the username or the

username in reverse order.

# Confirm Password

2.7 SNMP Management

2.7.1 Overview

Simple Network Management Protocol (SNMP) is a protocol used for network monitoring and management.
SNMP allows the network administrators to perform information query, network configuration, fault locating, and

capacity planning for nodes on the network for efficient and batch management of network devices.

The firewall supports basic SNMP functions, allows administrators to manage devices on the third-party platform

using SNMP, and enables devices to actively report alarms to the network management system (NMS) server.
The firewall supports the following SNMP versions:
® SNMPv1

SNMPv1 is the first officially released SNMP version, which is defined in RFC 1157. SNMPv1 performs
authentication based on the community name. The serial management interface (SMI) and Management

Information Base (MIB) of SNMPv1 are simple, with low security.
® SNMPv2c

SNMPv2c is a community-based management architecture, which is defined in RFC 1901. SNMPv2c is
compatible with SNMPv1 and provides two more protocol operations (GetBulk and Inform) to support more

data types and error codes.

® SNMPv3

40



Product Cookbook Device Management

SNMPvV3 defines extended security capabilities and provides the following security features through data

identification and encryption:
o Ensures that data is not tampered during the transmission.
o Ensures that data is sent by a valid data source.

o Encrypts packets to ensure data confidentiality.
2.7.2 Configuring SNMP

(1) Access the SNMP configuration page.
Choose System > System Config > SNMP.

RUIfIe | Z sedes Firewal ) System

1 SNMP

Basic Config
SNMP

SNMP Version

SNMP Read-Only

Community String

SNMP Read-Write

Community String
Device Location
Contact Info

Trap Receiver

Trap Receiver] Port Security ®

Type Username

(2) Enable SNMP.

I SNMP

Basic Config

SNMP

SNMP Version v3

SNMP Read-Only

Community String

SNMP Read-Write

Community String
Device Location

Contact Info

(3) Configure parameters for interconnecting the firewall and NMS server.
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Item Description Remarks
The selected version must match that of
Version number of SNMP. The options the NMS server.
SNMP Version

are v1/v2c and v3.

[Example]
v3

SNMP Version: vi1/v2c

SNMP Read-Only

Community name used for
authentication between the managed

device and NMS server.

If the NMS user uses a read-only

The value must be the same as the read-
only community name on the NMS.
Otherwise, access from the NMS to the

device may fail.

String

Write Community

Community String Characters such as "~1#%"&*+\|{};:"/<>?
community name for authentication, the and spaces are not allowed
user possesses the read-only
o o ) [Example]
permission to query device information.
public
The value must be the same as the read-
Community name used for write community name on the NMS.
authentication between the managed Otherwise, access from the NMS to the
SNMP Read- device and NMS server.

If the NMS user uses a read-write
community name for authentication, the
user possesses the read-write

permission on device configuration.

device may fail.

Characters such as "~1#%"&*+\|{};:""/<>?

and spaces are not allowed.
[Example]

private

SNMP Version: v3

The value must be the same as that on
the NMS.

Security Username used by the NMS user to Characters such as "~#%"& +\[{};:"/<>?
Username access the managed device. and spaces are not allowed.
[Example]
user1
The value must be the same as that on
Authentication algorithm used to verif
Authentication B 9 Y the NMS.
the user identity. MD5 and SHA
Algorithm [Example]
algorithms are supported.
MD5
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Item Description Remarks
The value must be the same as the
authentication password configured on
Authentication Password used to verify whether the the NMS.
Key NMS user is valid.
[Example]
authkey
The value must be the same as that on
Encryption algorithm used to encrypt the
Encryption P g P the NMS.
transmitted data. AES and DES
Algorithm ) [Example]
algorithms are supported.
AES

Encryption Key

Password used to encrypt the

transmitted data.

The value must be the same as the
encryption password configured on the
NMS.

[Example]

prikey

Device Location

Physical location of the managed
device. This information allows the
administrator to quickly locate a faulty

device.

Contact Info

Contact information of the maintenance
engineer of the managed device. This
information allows the administrator to
easily get in touch with the device-

related personnel.

Trap Receiver

Click Create to add a trap receiver.

Trap Receiver

Destination host address that receives

the Trap message.

[Example]
1.1.1.2

Port

Number of the port used by the
managed device to send a Trap
message to the destination host. The
default value is 162.

[Example]
162
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Item Description Remarks
The type is TRAP2 in most cases.
Trap type. The options are TRAP,
Type TRAP2, and INFORM. [Example]
TRAP2
The value must be the same as that on
Security Credential used by the device to report the NMS server.
Username alarm information to the NMS server. [Example]
user1

(4) Click Save.
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3 License Activation

License Activation

3.1 Authorization Service Overview

After purchasing a device, you can use the basic functions of the device. To use value-added functions or expand

device resources due to service expansion, you can purchase the corresponding function or resource licenses.

License-based authorization can effectively lower costs. You can import licenses based on actual needs to obtain

custom functions.

License

Description

RG-WALL 1600-23200-S-1G-LIC

Performance expansion license for the RG-WALL 1600-Z3200-S cloud-
managed firewall: One license provides expansion of 1 Gbps network
throughput. For each device, up to two licenses can be added to
achieve 3 Gbps network throughput.

RG-WALL 1600-23200-S-LIS-M-1Y

Four-in-one license for the RG-WALL 1600-Z23200-S cloud-managed
firewall: One license provides one-year upgrade services for intrusion
prevention (IPS), antivirus (AV), app identification (APP), and URL

signature libraries.

RG-WALL 1600-Z3200-S-LIS-E-1Y

Five-in-one license for the RG-WALL 1600-Z3200-S cloud-managed
firewall: One license provides one-year upgrade services for IPS, AV,
APP, and URL signature libraries and one-year threat intelligence

services.

RG-WALL 1600-Z25100-S-1G-LIC

Performance expansion license for the RG-WALL 1600-Z5100-S cloud-
managed firewall: One license provides expansion of 1 Gbps network
throughput. For each device, up to two licenses can be added to

achieve 10 Gbps network throughput.

RG-WALL 1600-21500-S-LIS-E-1Y

Five-in-one license for the firewall: One license provides one-year
upgrade services for IPS, AV, APP, and URL signature libraries and one-

year threat intelligence services.

3.2 Ruijie Secure Cloud Platform

3.2.1 Overview

As the supporting platform for the Z-S series firewall, Ruijie Secure Cloud Platform provides the following

functions: license activation, license change, version upgrade, patch installation, and security signature library

upgrade.
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3.2.2 Operations on Ruijie Secure Cloud Platform

1. User Registration and Login

(1) Register a user.

o Note

When registering a user, you need to bind the user to a device SN. Ensure that the device SN exists in the order

system (that is, the device has been properly delivered).

a Enter https://secloud1.ruijie.com.cn in the browser and press Enter.

b  Click Register to access the registration page.

¢ Enter the required user information to complete registration.

Tips

Secure Cloud Platform account is used for device license activation, license change, and other
operations. One account can be bound to multiple devices and must be kept confidential. If
device management personnel change, the account and password must be transferred
accordingly .

Register

* Country or region Country or region v
* Time Zone Time Zone v

* Email Address Email Address

*Password  Epier fhe password. °

* Verification Code iz (ification Code Send Code

I have read and agree to Terms and ConditionsandPrivacy Policy.

(2) Log in to the platform.

Visit https://secloud1.ruijie.com.cn to access the login page.

Click Login on the home page.
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Welcome to Ruijie Security Cloud Platform!

) License Activation @ Validity Period Query [} Authorization Status Query

21 SSLVPN Clients KA Device Upgrade

I_(’Uy"Té Secure Cloud Platform

Account login

| have read and agree to

Forgot password? | Sign up

(3) Modify personal information.
a Change the password.

Click the login username in the upper right corner of the page and select Personal Center from the drop-

down list box. Click Revise to change the login password of the current user.
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RuijiescP @ Home @ Devic ions [@ Authorization Management

My account

Personal Information

e Account : 1"@qg.com &

e B
Regularly change io a high-strength password to protect the account

Email

Emai 1'@gq.com B

Terms and Conditions And Privacy Palicy

Privacy Policy

b  Modify the email address.

Click the login username in the upper right corner of the page and select Personal Center from the drop-
down list box to view the bound email address. Click Revise to modify the email address bound to the current

user.

RuifiescP  # Home

My account

Personal Information G Log Out

e Account : 1°@qq.com &

Password

Regularty change 1o a high-sirength password to protect the account

Terms and Conditions And Privacy Policy

Privacy Policy

2. App Ildentification Signature Library Upgrade

Prerequisites

The App ldentification (APP) license has been activated for the firewall and the license is within the validity

period.

Procedure

® Offline upgrade

(1) Download a version file for the app identification signature library.

a Log in to Ruijie Secure Cloud Platform using an account with permission on the Version Management

menu.

b Choose Version Management > Signature Library Version > App ldentification Signature Library,
find the applicable version, and click Download in the Operation column to download the version file to

the local device.
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Mods!

toasaTimo Filo Sizo (MB) MD5 Operation

Saftware Version Ma... ~

(2) After the version file is downloaded, choose System > Signature Library Upgrade on the firewall web Ul to

upgrade the app identification signature library in offline mode (local upgrade).

I Signature Library Upgrade

Enable Auto Upgrade

Upgrade Time:Daily | 1¢ Hour 22 Minute

wvention Signature Library

Signature Library Type

[(Upgrade all signature libraries online simultaneously)

App Identification Signature Library Virus Protection Signature Library (Deep Scan) Virus Protection Signature Library (Quick Sean)

® Online upgrade

& Note

® The firewall must be connected to the Internet.

® When the current version information about the app identification signature library of the firewall exists on
Ruijie Secure Cloud Platform and a new version is available, online upgrade of the app identification
signature library can be performed on the firewall web Ul.

On the firewall web Ul, choose System > Signature Library Upgrade, On the firewall, find App Identification
Signature Library, and upgrade the app identification signature library in online mode.
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I Signature Library Upgrade

Enable Auto Upgrade
Upgrade Time:Daily 16 Hour 22 Minute

Signature Library: @ Select All
App Identification Signature Library Virus Protection Signature Library (Deep Scan) Virus Protection Signature Library (Quick Scan) Intrusion Prevention Signature Library
ISP Address Library Threat Intelligence Signature Library URL Signature Library Behavior Analysis Signature Library

Save

Signature Library Type

(Upgrade all signature libraries online simultaneously)

App Identification Signature Library Virus Protection Signature Library (Deep Scan) Virus Protection Signature Library (Quick Scan)

Current Ve 20230610.0232

Las

par:

Latest Version:Unable to obtain the latest version. No SN record is found. Latest Version:Unable to obtain the lat: ble to obtain the latest version. No SN record is found.

on. No SN record is found,

Version Statei- Versian St

Activation State:Not Activated

Activation State:Not Activated

Activation State:Not A

3. Behavior Analysis Signature Library Upgrade

Procedure
® Offline upgrade
(1) Download a version file for the behavior analysis signature library.

a Log in to Ruijie Secure Cloud Platform using an account with permission on the Version Management
menu.

b Choose Version Management > Signature Library Version > Behavior Analysis Signature Library,

find the applicable version, and click Download in the Operation column to download the upgrade file

to the local device.

Product Type Mode! Software Version o Version Number Reset
No.  FiloNamo Vorsion umber Version Doscription  Model Software Version  releaseTimo Fils Size (MB) wos Operation

0.00MB

content_signak

Theaatinssipancs Signat

Saftware Version Ma...

(2) After the version file is downloaded, choose System > Signature Library Upgrade on the firewall to upgrade

the behavior analysis signature library in offline mode (local upgrade).
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Signature Library: B Select All

B App Identification Signature Library [ Virus Pratection Signature Library (Deep Scan)
B URL Signature Library [ Behavior Analysis Signature Library

Signature Library Type

[T svorse s ssnatrs s onfn simutansaly)

App Identification Signature Library

Current Version:20240106.1446.
Last Upgrade Time2024.01-11 16:06:51

Latest Version:Unable to obtain the lstest version.
Version State:-

Activation State:Activated

Onine Upgrade Local Upgrade Rol

Intrusion Prevention Signature Library

Current Version: 202312121655
Lest Upgrade Time:2023-12-19 185518

Latest Version:Unable to obtain the lstest version.
Version State:-

Activation Stateshctivated

Oniine Upgrade Local Upgrade Rol

URL Signature Library

Current Version:20231107.1551
Last Upgrads Time:2023.12-19 185105

Latest Version:Unable to obtain the lstest version.
Varsion State-

Activation State:Activated

® Online upgrade

8 Virus Protection Signature Library (Quick Scan)

Virus Protection Signature Library (Deep Scan)

Current Version:20;

030522
Last Upgrade Tima2024-01.03 145309
Latest Version-Unable to btain the latest version.
Version State:-

Activation State:Activated
Online Upgrade Local Upgrade

15P Address Library

Current Version:202212021005
Last Upgrade Time-
Latest Version:Unable to obtain the latest version.

Version State:-

Oniine Upgrade Local Upgrade

‘Current Version-20231221.000

Last Upgrade Time:
Latest Version:Unable to obtain the latest version.

ersion State:-

Online Upgrade: Local Upgrade:

B intrusion Prevention Signature Library

License Activation

[ ISP Address Library B Threat Intelligence Signature Library

Virus Protection Signature Library (Quick Scan)

Current Version20231219.1034
Last Upgrade Time:2023.12-19 185614

Latest Version:Unable to cbtsin the latest version
Version State:-

Actiation StateiActivated
Online Upgrade Local Upgrade

Threat Intelligence Signature Library.

Current Version20231219.0716
Last Upgrade Time2023-12-19 185222

Latest Version:Unable to obtain the latest version.
Version State:-

Actiation Stateictiated

Onine Upgrade Local Upgrade

o Note

® The firewall must be connected to the Internet.
® When the current version information about the signature library of the firewall exists on the cloud
platform and a new version is available, online upgrade of the behavior analysis signature library can be

performed on the firewall.

Choose System > Signature Library Upgrade on the firewall, find Behavior Analysis Signature Library, and

upgrade the behavior analysis signature library in online mode.

Signature Library. @ seisct All
B App dentification Signature Librar
B URLSigrature Library @ Behavior Analysis Signature Library

Signature Library Type

(TR s st ssmatar raie i simtanasusy

‘Ape identification Signature Library

e e

Intrusicn Prevention Signature Library

I e

URL Signature Library

B Virus Protection Signature Library (Deep Scan) B Virus Protection Signature Libr

Wirus Protection Signature Library (Deep Scan)

Last Upgrad Tianar20

i abtain tha

| onsns uporace [l coca usorsoe

15P Address Library

o 202212021005
Last Upgrade Tiene:

bl ok the lstest versicn,
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4. IPS Signature Library Upgrade

Prerequisites

The Intrusion Prevention (IPS) license has been activated for the firewall and the license is within the validity

period.

Procedure

® Offline upgrade

(1) Download a version file for the IPS signature library.

a Log in to Ruijie Secure Cloud Platform using an account with permission on the Version Management
menu.

b Choose Version Management > Signature Library Version > Intrusion Prevention Signature
Library, find the applicable version, and click Download in the Operation column to download the

version file to the local device.

Ruijie scp

Signature Library Ve .. ~

Product Type Maodel Software Version | all Version Number Resat
Agp 1Sentcanon SN
Behavior Analysis Sgnal MNo. File Name Version Number Version Description Model Saftware Version releaseTime. File Size (MB) MD5 Operation
Inision Prevention Sgn. 1 jps_full_sign v20240102 1136zp 202401021135 The upgrade package .. Universal >=RS 20240102 122M8 1094762323369 E
Vinus Prolection Signaur 2 ips_full_sign_v20231229 1416 zip 202312251416 The upgrade packags. Universal >=R5 20231229 1.22M8 oddB5i56e13147.

Virus Profection Signstur

ips_full_sign_v20231218.1502 zip

The upgrade package Universal RS 20231218

URL Sgnatuse Library

The upgrade pack Universal >=RS 20231212

Threat nieligence Signat

The upgrade Universal =RS 20231205 1.19M8
Softwars Version Ma... ~
3 jps_full_sign_v20231128.1702.zip The upgrade package .. Universal >=R5 20231128 1.18M8
ips_full_sign v2023111416312ip  20231114.1631 The upgrada package .. Universal RS 2231145 1.16M8 6adfdSb30ealddf
8 ips_full_sign_v20231107.1530.p  20231107.1530 The upgrads package...  Universal =RS 2231108 1.15M8 b7124756
s ips_full_sign V202310311607 2ip  20231031.1507 The upgrade package. . Universal NGFW_NTOS 1 202340-31 114M8 2669167006964
10 ips_full_sign_v20231024.14042p  20231024.1404 The upgrade packags. . Universal NGFW_NTOS 1 20231024 1.13M8 480cicd210a83b,

(2) After the version file is downloaded, choose System > Signature Library Upgrade on the firewall to upgrade

the IPS signature library in offline mode (local upgrade).

I Signature Library Upgrade
Enable Auto Upgrade
Upgrade Time:Daily 16 Hour| 22 Minute

Signature Library: B8 Select All
B App ldentification Signature Library [ Virus Protection Signature Library (Deep Scan) B Virus Protection Signature Library (Quick Scan) B Intrusion Prevention Signature Library B ISP Address Library
Threat Intelligence Signature Library URL Signature Library Behavior Analysis Signature Library

Save

Signature Library Type

(Upgrads all signature libraries online simultancously,)

App Identification Signature Library Virus Protection Signature Library (Deep Scan) Virus Protection Signature Library (Quick Scan)

Current Version:20231222.1615 Current Version:- Current Version:20230619.0232

La: ade Time: Last Upgrade Time:- Last Upgrade Time:-

Latest VersionUnable to obtain the latest version. No SN record is found. Latest Version:Unable to obtain the latest version. No SN record is found Latest Version:Unable to obtain the latest versian. No SN record is found

Version State: Version StateThe on State:-

Activation State:Not Activated Activation State:Not Activate

Activation State:Not Activated

Rolling back

l Intrusion Prevention Signature Library ] ISP Address Library Threat Intelligence Signature Library
Current Version:20231212.1655 Current Version:20221202.1005 Current Version:
La: ade Time: Last Upgrade Time:- Last Upgrade Time:2024-01-05 17:39:36
Latest Version:Unable to obtain the latest version. No SN record is found. Latest Version:Unable to obtain the latest version. No SN record is found. st Version:Unable to obtain the latest version. No SN record is found.

Version State: Version State:- on State:-

Activation State:Not Activated Activation State:Not Activated

: Lozl Bs
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® Online upgrade

) Note

® The firewall must be connected to the Internet.

® \When the current version information about the signature library of the firewall exists on Ruijie Secure

Cloud Platform and a new version is available, online upgrade of the IPS signature library can be performed
on the firewall web Ul.

On the firewall web Ul, choose System > Signature Library Upgrade, On the firewall, find Intrusion

Prevention Signature Library, and upgrade the IPS signature library in online mode.

I Signature Library Upgrade

5.

Enable Auto Upgrade
Upgrade Time:Daily 16~ Hour 22 Minute

Signature Library: B Select All
B App Identification Signature Library 8 Virus Protection Signature Library (Deep Scan) @ Virus Protection Signature Library (Quick Scan) 8 Intrusion Prevention Signature Library [ ISP Address Library
B Threat Intelligence Signature Library URL Signature Library B Behavior Analysis Signature Library

Save

Signature Library Type

(Upgrade all signature libraries nline simultaneously.)

App Identification Signature Library Virus Protection Signature Library (Deep Scan) Virus Protection Signature Library (Quick Scan)

Current Version:202

Last U

le to obtain the latest version. No SN record is found. Version:Unable to obtain the latest version. No SN record is found.

State:Not Activated

Rolling back
I Intrusion Prevention Signature Library ] ISP Address Library Threat Intelligence Signature Library
< ss Current Version:20221202.1005 Current Version;
de Time:2023-12-28 18:47:25 Last Upgrade Time:- Last Upgrade Time:2024-01-05 17:39:36

fonUnable to obtain the latest version. No SN record s found. n:Unable to obtain the latest version. No SN record is found. Version:Unable to obtain the latest version. No SN record is found.

e

Activation State:Not Activate

Virus Protection Signature Library (Quick Scan) Upgrade

Prerequisites

The Antivirus (AV) license has been activated for the firewall and the license is within the validity period.

Procedure

(1

Offline upgrade
) Download the version file for the virus protection signature library (quick scan).

a Log in to Ruijie Secure Cloud Platform using an account with permission on the Version Management

menu.

b Choose Version Management > Signature Library Version > Virus Protection Signature Library
(Quick Scan), find the applicable version, and click Download in the Operation column to download

the version file to the local device.
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Ruijie scp

License Activation

Signature Library Ve~

Product Type Madel
2pp idersfcation Signat
Behavie dnalysis Signal No.  FileName Version Number
Intrusian Prevention Sign. 1 @Dhash_20240112.1530_h
Vinss Protection Signats... | 2 @Dhash_20240112.0403 ful_sig2y 20240
Vi Prociion Signak
. 3 @Dhash 202401120316 il sigzi 202401120316
URL Signature Litcary
4 @D hash_20240111.1502_ful_sig 40111 1
Trreat Inteigonca Signat
5 @ hash_ 20240111 1403 _full_sigzi 2024011.1403
Softwars Version Ma...
] @hash 21
@
] @ e
1

Software Version  al

Version Description Model Software Version
202401121530 Universal
Universal
ash_21 732005 ersal
ash 20240111 1502 00- ersal
ash_20240111.14 ZB620.25660 Universal
ersal
versal
Universal

Version Number

releaseTime

File Size (MB) Operation

B 98MB 5081449436503
IMB 5i2630c03701a51
438 ccbdB2Tc54

9.04MB De51827ieBidada

76 40M8 271debThetab3s

9.11MB

(2) After the version file is downloaded, choose System > Signature Library Upgrade on the firewall, find Virus

Protection Signature Library (Quick Scan), and click Local Upgrade to perform offline upgrade.

Signature Library Type

(Upgrade all signature libraries online simultaneously.)

App Identification Signature Library

rsion:20231222.1615

Time:
Latest Version:Unable to obtain the latest version. No SN record is found.
Version State:-

Activation State:Not Activated
Rolling back

Intrusion Prevention Signature Library

Current Version:20231212.1655

2-28 16:47:25

Time:
Latest Version:Unable to obtain the latest version. No SN record is found.
Version State:-

Activation State:Not Activated

URL Signature Library

Current Version-

Time:2024-01-04 04:29:17

Latest Version:Unable to obtain the latest version. No SN record is found.
Version State:-

Activation State:Not Activated

® Online upgrade

Virus Protection Signature Library (Deep Scan)

Current Version:-
Last Upgrade Time:-

Latest Version:Unable to obtain the latest version. No SN record is found

Version State:T!

Activation State:Not A

ISP Address Library

Current Version:20221202.1005
Last Upgrade Time:-
Latest Version:Unable to obtain the latest version. No SN record is found

Version State:-

Local Upgrade

Behavior Analysis Signature Library

Current Version:20231221.0001

Last Upgrade Time:-

Latest Version:Unable to obtain the latest version. No SN record is found

Version State:-

—

Virus Protection Signature Library (Quick Scan) ]

Current Version:20230619.0232
Last Upgrade Time:-

Latest Version-Unable to obtain the latest version. No SN record is found
Version State:

Activation State:Not Activate

Threat Intelligence Signature Library

Current Version:-
Last Upgrade Time:2024-01-05 17:39:36

Latest Version-Unable to obtain the latest version. No SN record is found
Version State:-

Activation State:Not Activate

Note

i

The firewall must be connected to the Internet.
When the current version information about the signature library of the firewall exists on Ruijie Secure

Cloud Platform and a new version is available, online upgrade of the virus protection signature library
(quick scan) can be performed on the firewall.

On the firewall web Ul, choose System > Signature Library Upgrade. On the firewall, find Virus Protection

Signature Library (Quick Scan), and click Online Upgrade to perform online upgrade.
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I Signature Library Upgrade

Enable Auto Upgrade
Upgrade Time:Daily 16 Hour| 22 Minute

Signature Library: @ Select All
App Identification Signature Library Virus Protection Signature Library (Deep Scan) Virus Protection Signature Library (Quick Scan) Intrusion Prevention Signature Library ISP Address Library
Threat Intelligence Signature Library URL Signature Library Behavior Analysis Signature Library

Save

Signature Library Type

(Upgrade all signature libraries online simultaneously)

App Identification Signature Library

Current Vers 312221615

atest Version:Unable o obtain the latest version. No SN record is found,

Virus Protection Signature Library (Deep Scan)

Current Version:-

ast Upgi

iable to obtain the latest version. No SN record is found

[ Virus Protection Signature Library (Quick Scan) ]

Current Ver

Last Uj
Latest Version:Unable to obtain the latest version. No SN record s found

Version State:-

Activation StatelNot Activate,

[ oo oo

Rolling back

6. Virus Protection Signature Library (Deep Scan) Upgrade

Prerequisites
The Antivirus (AV) license has been activated for the firewall and the license is within the validity period.
Procedure
® Offline upgrade
(1) Download the version file for the virus protection signature library (deep scan).
a Log in to Ruijie Secure Cloud Platform using an account with permission on the Version Management
menu.

b Choose Version Management > Signature Library Version > Virus Protection Signature Library

(Deep Scan), find the applicable version, and click Download in the Operation column to download the

version file to the local device.

Ruiie scp

Signature Library Ve... ~

Version Number Reser

File Sizs (MB) MD5 Operation

Product Type Model Software Version  all

z
z
5
z

202401121119

zip 202401121059 232005 Universal 0240112 36 86MB

k_2024011 2220_ful_sigzip 20240111 2220 sdk 202401112220 (. ZB620 78580 Universaf 2024011

580000608

1 20240111.2234_full_sigzip 20240 1 MB
Theeatinteligence Signat
0111100 1 5 81MB
Software Version Ma. v
240111 M8
dk_20240110 2142_ful_sigzip  20240110.2142 1 B
20240110 2109 _full_sigzip  20240110.2109 10 o

8

8

(2) After the version file is downloaded, choose System > Signature Library Upgrade on the firewall, find Virus

Protection Signature Library (Deep Scan), and click Local Upgrade to perform offline upgrade.
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Signature Library Type

(Upgrade all signature libraries online simultaneously)

App Identification Signature Library

ent v

Upgrade
Latest VersionUnable to obtain the Iatest version. No SN record is found.
Version state:-

Activation State:Not Activated

Intrusion Prevention Signature Library

Current Version:20231212.1655

Last Upgrade Time:2023-12-28 15:47:25
Latest Version:Unable to obtain the latest version. No SN record is found.
Version State:

Activation State:Not Activated

URL Signature Library

Current Version:-

Online upgrade

I Virus Protection Signature Library (Deep Scan) ]

Current Version:-
Last Upgrade Time:-
Latest Version:Unable to obtain the latest version.

Version State:T

signature

Activation Stat

ISP Address Library

Current Version:20221202.1005
Last Upgrade Time:-

Unable to obtain the latest version. No SN record is found.

cal Upgrade

Behavior Analysis Signature Library

Current Version:20231221.0001

License Activation

Virus Protection Signature Library (Quick Scan)

Current Version:2
Last Upgrade Time:-

Version:Unable to obtain the latest version. No SN record is found.

n State:-

Activation State:Not Ac

Threat Intelligence Signature Library

Current Versior:
Last Upgrade Time:2024-01-05 17:39:36

Lat

Version:Unable to obtain the latest version. No SN record is found,

sion State:-

Activation State:Not A

) Note

The firewall must be connected to the Internet.

When the current version information about the signature library of the firewall exists on Ruijie Secure
Cloud Platform and a new version is available, online upgrade of the virus protection signature library

(deep scan) can be performed on the firewall.

On the firewall web Ul, choose System > Signature Library Upgrade. On the firewall, find Virus Protection

Signature Library (Deep Scan), and click Online Upgrade to perform online upgrade.

Signature Library Type

(Upgrade all signature libraries online simultaneously)

App Identification Signature Library

Current Version:20231222.1615
Last Upgrade Time:-

Latest Version:Unable to obtain the latest version. No SN record is found.
Version Statex-

Activation State:Not Activated

Rolling back

Intrusion Prevention Signature Library

Current Version:20231

Last Upgrade Time:2023-12-28 18:47:25
Latest Version:Unable to obtain the latest version. Na SN record is found.
Version State:

Activation State:No

URL Signature Library

Current Version:»

Last Upgrade Time:2024-01-04 04:20:17
Latest Version:Unable to obtain the latest version. No SN record is found.
Version State:

Activation State:Not Acti

rus Protection Signature Library (Deep Scan) ]

Current Version:-

Last Upgrade Time:-

Latest

version:Unable to obtain the latest version. No SN record is found,

Version StateTh,

signature

Activation State:

ISP Address Library

Current Version:20221202.1005

Last Upgrade Time:-

Latest Version:Unable to obtain the latest version. No SN record is found.

Version State:-

Local Upgrade

Behavior Analysis Signature Library

Current Version:20231221.0001
Last Upgrade Time:-
Latest Version:Unable to obtain the latest version. No SN record is found.

Version State:-

7. URL Signature Library Upgrade

Prerequisites

Virus Protection Signature Library (Quick Scan)

Current Version:20230619.0232
Last Upgrade Time:

Latest Version:Unable to obtain the latest version. No SN record s found.

Version State:-

Activation State:Not Ac

Threat Intelligence Signature Library

Current Version:-

Last Upgrade Time:2024-01-05

Latest Version:Unable to obtain the latest version. No SN recard is found.

Version State:-

Activation State:Not Ac

The URL filtering license has been activated for the firewall and the license is within the validity period.

56



Product Cookbook License Activation

Procedure
® Offline upgrade
(1) Download the version file for the URL signature library.
a Log in to Ruijie Secure Cloud Platform using an account with permission on the Version Management
menu.

b Choose Version Management > Signature Library Version > URL Signature Library, find the

applicable version, and click Download in the Operation column to download the version file to the local

device.

Ruijie scp

Signature Library Ve
Product Type Model Software Version Version Number

No, Filo Name Version Number Version Description Model Software Version  releaseTime File Size (MB)

(2) After the version file is downloaded, choose System > Signature Library Upgrade on the firewall, find URL

Signature Library, and click Local Upgrade to perform offline upgrade.

Signature Library Type

(Uparade al signature libraries online simultaneousiy)

App Identification Signature Library Virus Protection Signature Library (Deep Scan) Virus Protection Signature Library (Quick Scan)

Rolling back

Intrusion Prevention Signature Library Threat Intelligence Signature Library

¢

Local Upgrade
URL Signature Library Behavior Analysis Signature Library

Local Upgrade

® Online upgrade

& Note

® The firewall must be connected to the Internet.

® When the current version information about the signature library of the firewall exists on Ruijie Secure
Cloud Platform and a new version is available, online upgrade of the URL signature library can be
performed on the firewall.
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On the firewall web Ul, choose System > Signature Library Upgrade. On the firewall, find URL Signature
Library, and click Online Upgrade to perform online upgrade.

Signature Library Type

(Upgrade all signature libraries online simultaneousiy)

App Identification Signature Library Virus Protection Signature Library (Deep Scan) Virus Protection Signature Library (Quick Scan)

Rolling back

Intrusion Prevention Signature Library ISP Address Library Threat Intelligence Signature Library

G 21655

Local Upgrade
URL Signature Library Behavior Analysis Signature Library

Local Upgrade

8. Threat Intelligence Library Upgrade

Prerequisites
The Threat Intelligence (Tl) license has been activated for the firewall and the license is within the validity period.
Procedure
® Offline upgrade
(1) Download a version file for the threat intelligence library.
a Log in to Ruijie Secure Cloud Platform using an account with permission on the Version Management
menu.

b Choose Version Management > Signature Library Version > Threat Intelligence Signature Library,

find the applicable version, and click Download in the Operation column to download the version file to

the local device.

oo mer VronDescpion ol I Oerion
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(2) After the version file is downloaded, choose System > Signature Library Upgrade on the firewall, find

Threat Intelligence Signature Library, and click Local Upgrade to upload the version file for the upgrade.

Signature Library Type

(Upgrade all signature libraries online simultancously)

App Identification Signature Library

Current Version:20231222.1615

Last

Jpgrade Time:

Latest Version:Unable to obtain the latest version. No SN record is found.
Version State;

Activation State:Not Activated

Rolling back

Intrusion Prevention Signature Library

Current Version: 55

Last de Time:2023-12-28 18:47:25

Latest VersionUnable to obtain the Iatest version. No SN record is found
Version State:

Activation State:Not Activated

® Online upgrade

Virus Protection Signature Library (Deep Scan)

Current Version:-
Last Upgrade Time:-

Latest Version:Unable to obtain the latest version. No SN recard is found

Activation State:Not A

ISP Address Library

Current Version:20221202.1005
Last Upgrade Time=
Latest Version:Unable to obtain the latest version. No SN record is found

Version State:-

Local Upgrade

Virus Protection Signature Library (Quick Scan)

Current Version:20230619.0232
Last Upgrade Time:-

Latest Version:Unable to obtain the latest version. No SN record is found

Version State:-

Activation State:Not Activated

Threat Intelligence Signature Lib
Current Version:

Last Upgrade Time:2024-01-05 17:39:36

Latest Version:Unable to obtain the latest version. No SN record is found.
Version State:-

Activation State:Not Activated

=]

) Note

® The firewall must be connected to the Internet.
® When the current version information about the signature library of the firewall exists on Ruijie Secure
Cloud Platform and a new version is available, online upgrade of the threat intelligence library can be

performed on the firewall.

On the firewall web Ul, choose System > Signature Library Upgrade. On the firewall, find Threat Intelligence

Signature Library, and click Online Upgrade to perform online upgrade.

Signature Library Type

(Upgrade all signature libraries online simultaneously)

App Identification Signature Library

Current Version:20231222.1615

Time=

Latest Version:Unable to obtain the latest version. No SN record is found.
Version State:-

Activation State:Not Activated
Rolling back

Intrusion Prevention Signature Library

Current Versi 21655

Tim, 12-28 18:47:25

Latest Version:Unable to obtain the Iatest version. No SN record is found.
Version State:-

Activation State:Not Activated

9. System Upgrade

® Offline upgrade

(1) Download a version file.

Virus Protection Signature Library (Deep Scan)

Current Version:-
Last Upgrade Time:-

Latest Versior e to obtain the latest version. No SN record is found

Version State:The

Activation State:Not

ISP Address Library

Current Version:20221202.1005
Last Upgrade Time:-
Latest Version:Unable to obtain the latest version. No SN record is found

Version State:-

Local Upgrade

Virus Protection Signature Library (Quick Scan)

Current Version:20230619.0252
Last Upgrade Time:-
Latest Version:Unable to obtain the latest version. No SN record is found.

on State:-

Activation State:Not Activated

Threat Intelligence Signature Library

Current Version:
Last Upgrade Time:2024-01-05 17:39:36

Latest Version:Unable to obtain the latest version. No SN record is found.

on State:-

Activation State:Not Activated

=

a Confirm that the current user possesses the permission on the Version Management menu.
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b Log in to Ruijie Secure Cloud Platform. Choose Version Management > Software Version

Management > Version Info, find the applicable version, and click Download in the Operation column

to download the version file to the local device.

ProductTpe Mol ‘ " =3 -
oo Vorson ..~
el
W FilaMamo e Veson Doscrtion. oo R ool Softonrs st ters Verkon Oerstion
WGRUL TS 0RSP1 22 KW NTOS 1085P1 w3100 - ebetchdens.. 7008 - [

VB 2-NGFW_NTOS10RS. NGFW_NTOS 1.0RS 2023061 164,64M8 573653178301 232005 Universal 0,1.01,1.02,1.03

(2) After the version file is downloaded, choose System > System Maintenance > System Upgrade on the

firewall, upload the version file, and perform offline upgrade (local upgrade) of the device system.
RUIJI€ | Z Series Firews £ System
I System Upgrade

) You can perform an upgrade online or visit Ruifie Secure Cloud Platform at https://secloud

system upgrade file. Then, perform the upgrade locally. Do not close or refresh this pag
Note: The file name cannot contain any Chinese or full-width character. Before the upgrade, verify that the target version malches the device model,
Version Info

Current Version NGFW NTOS 1.0RS, Rele:

Version Rollback You can roll back to

Version Rollback

Online Upgrade
Recommended Version
Local Upgrade

Download Download Link:httpsy//secloud?.ruljie 4

Impart S Upgrade Now

® Online upgrade

) Note

® The firewall must be connected to the Internet.

® When the current version information about the firewall exists on Ruijie Secure Cloud Platform and a new
version is available, online upgrade of the device system can be performed on the firewall.

On the firewall web Ul, choose System > System Maintenance > System Upgrade. On the page that is

displayed, click Upgrade Now to perform online upgrade.
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Ruifie

I System Upgrade

(D You can perform an upgrade online o visit Ruijie Secure Cloud Platform at hitps://secloud1.ruijie.com.cn On the platform, access the Software
Version page and download the latest system upgrade file. Then, perform the upgrade locally. Do not clase o refresh this page during the upgrade
process. Otherwise, the upgrade may fail
Note: The file name cannot contzin any Chinese or full-width character. Before the upgrade, verify that the target version matches the device model.

Version Info

Current Version NGFW_NTOS 1.0RS, Release(03151320)

Version Rollback You can roll ba GFW_NTOS 1.0R4, Release(D3151401)

Online Upgrade
Recommended Version
Local Upgrade

Download Download Link:hitps:

Import BV  Upgrade Now

10. Patch Installation
When a patch in the system is not installed, an alarm is displayed on the home page. When more than 20 patch
packages need to be installed, you are advised to upgrade the software version.
® Online patch installation
a Login to the firewall web Ul and choose System > System Maintenance > Patch Installation.

b  Toggle on Auto Upgrade under Online Upgrade. The system automatically installs the patch packages.

A\ Caution

Online upgrade is successful only when the firewall can properly communicate with Ruijie Secure Cloud

Platform.

I Patch Installation

(@D You can perform an upgrade online or visit Rujjie Secure Cloud Platform at https://secloud1.rujjie.com.cn On the platform, access the Version Upgrade page and download
the latest patch file. Then, install the patch locally to complete the upgrade. Do not close or refresh this page during the upgrade process. Otherwise, the upgrade may fail.
Note: The file name cannot contain any Chinese or full-width character. Before the upgrade, verify that the target version matches the device model.

Online Upgrade (New patches will be installed at the specific time point. Some patches do not support automatic upgrade and reguire manual upgrade.)
Patch Info Sync Daily 05 Hour | 37 Minute

Auto Upgrade DA&er this function is enabled, new patches that support automatic upgrade are automatically installed)

Local Upgrade

Download Download Link:https://secloud1.ruijie.com.cn

Import Browse Upgrade

& Refresh

Descript
No. Patch Name system.upgradeType Release Date ion b Source Status Installation Time

No Data

® Offline patch installation

a Log in to Ruijie Secure Cloud Platform, choose Version Management > Software Version

Management > Patch Info, and download the latest patch upgrade file to the local device.
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Product Type Made! Softwre Version Version Number Query
Software Version Ma... ! -

MD5 Model Sohwa

b Log in to the firewall and choose System > System Maintenance > Patch Installation.
¢ Inthe Local Upgrade area, click Browse and select a patch file.

I Patch Installation

(D You can perform an upgrade online or visit Ruijie Secure Cloud Platform at https://secloud1.ruijie.com.cn On the platform, access the Version Upgrade page and
download the latest patch file. Then, install the patch locally to complete the upgrade. Do not close or refresh this page during the upgrade process. Otherwise, the
upgrade may fail. Note: The file name cannot contain any Chinese or full-width character. Before the upgrade, verify that the target version matches the device model.

Online Upgrade (New patches will be installed at the specific time point. Some patches do not support automatic upgrade and require manual upgrade.)
Patch Info Sync Daily 05 Hour | 37 Minute

Auto Upgrade (After this function is enabled, new patches that support automatic upgrade are automatically installed.)

Local Upgrade

Download Download Link:https://secloud.ruijie.com.cn

Import Upgrade

Q Refresh

Descript

No. Patch Name system.upgradeType Release Date ion Source Status Installation Time

No Data

d Click Upgrade to start system upgrade.

) Note

Device restart is not required after successful hot patch installation, but is required for successful cold patch

installation. Select whether to restart the device based on actual needs.

11. License Activation

® License binding
(1) Confirm that the current user possesses the permission on the Authorization Management menu.

(2) Log in to Ruijie Secure Cloud Platform. Choose Authorization Management > Authorization Activation.
On the page that is displayed, click License Activation. In the License Generation dialog box that is

displayed, bind licenses using one of the following methods:
o Manually add the device SN and license code.

Click Manual Input, enter the device SN and license code, and click Generate License File.
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License Activation

License Generation

@ Onoe alicense file i generated. the validity panod begins Adiwate the kcanse on the devica as soon as possible.

Batch Import

Device SN

“ License Code

@ Add Devica SN and Authorization Code

o Batch import device SNs and license codes.

Click Batch Import, download a template, enter the device SNs and license codes in the template file in
the correct format, upload the file, and click Generate License File.

License Generation

@ Onee @ liense e s generated, he validiy period begins. Actvale the license
onthe device as so0n as possible.

Manual Input | @ Batch Import

Download Template

Import | Select afile Browse

Generate License File Cancel

® Offline activation

(1) Log in to Ruijie Secure Cloud Platform and bind the device SN to the license code. On the Authorization

Management page, find the desired item in the license list, and click Download in the Operation column to

download the license file.

Device Authorization

° License Activation

License List

+ Batch Download

If 2 submitted license code is not shown in the list Refresh the page

No.  License Code License Name Device SN

License Name

License Status  Select a license License Type  Sele

nse type.
Enter a device SN or license name

License Status License Type License Validity Period  Activation Time Operation

No Data

(2) On the firewall, choose System > System Config > Authorization Management and click Activate
Manually to upload the license file for offline license activation. For details, see 3.2.3 2. Manual Activation.
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FRUifie | Z seres Firewal £ System
I Authorization Management
License Config

andmust be kept confidential.
stus.For threat intelligence, only online activation is supported.

Activate Online You can choos erform manual activation.

Activate Now

Device SN:MACC932672666 Copy

License Info How to Obtain License

Bl Performance License

3636
\
B SSLVPN License
B Security Capability License
No. Security Capabllity Name Description License Type Status
1 provides upgrade services for app id Expiry Time:2024-03-
1 App Identification (APP) P g P Formal License ] y
entification signature libraries 07)
It provides upgrade services for PS si red NExpiry Time:2024-03-
2 Intrusion Prevention (IPS) v P ¢ Formal License ] - !
nature libraries 07

® Online activation

After the firewall is connected to the Internet, choose System > System Config > Authorization Management

on the firewall to perform online activation. For details, see 3.2.3 1. Automatic Activation.

Ruifie | Z sere al & System
I Authorization Management
License Config

device dmust be kept confidential
stus For threat intelligence, only enline activation is supported

Activate Online You can choose to perform manual activation.
| Activate Now I Activate Manually

Device SN:MACC932672666 Copy

License Info How to Obtain License

E1 Performance License

B SSLVPN License

3.2.3 License Activation Methods

Two license activation methods are available: automatic activation and manual activation.

A\ Caution

The threat intelligence function supports online license activation only.

1. Automatic Activation

Application Scenario

When the device is connected to the Internet, you can use the automatic activation method to perform online

activation in real time.
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Prerequisites

® Automatic activation is supported only when the license code is within the validity period. If the license code
has expired (obtaining the validity period in the license file), contact the technical support personnel.

® You have performed the following operations: Log in to Ruijie Secure Cloud Platform

(https://secloud1.ruijie.com.cn) and choose Authorization Management > Authorization Activation. On

the page that is displayed, click License Activation and generate a license file.

License Generation

@ nce a icsnse T is peneraled, e valioy periog Dagins. ACTvale T KConse on INe BOVICS 35 $06n 35 PESSIE

Batch Impost

No.1 Davice SN
5]

License Code

Procedure
(1) Log in to the firewall web Ul and choose System > System Config > Authorization Management.

(2) Click Activate Now.

I Authorization Management

License Config

igence, only online activs

Activate Online You can choose to perform manual activation.

Activate Manually
Device SN:MACC932672666 Copy

License Info How ta Obtain License

B Performance License
3G/36

Available Performance:3G(Basic Performance:1G +Added New Performance:2G Performance to Be Added:0G

SSL VPN License

O Note

NTOS1.0R1P1 and later versions support automatic license activation after the device is connected to the
Internet. After the device SN and license code are bound on Ruijie Secure Cloud Platform, you do not need to
click Activate Now on the firewall web Ul.

2. Manual Activation

Application Scenario
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When the device is not connected to the Internet, you can use the manual activation method to manually upload
a license file for activation.
Prerequisites

You have performed the following operations: Log in to Ruijie Secure Cloud Platform

(https://secloud1.ruijie.com.cn) and choose Authorization Management > Authorization Activation. On the

page that is displayed, click License Activation, and generate a license file.

License Generation

© Once a iicense fie is generaled, Ihe valialty period begin. ACtvale The ECense on e Gevice as S00n as possibie.

Batch Impost
o

* Davice SN

Click Download License File to save the license file to the local device.

Generation succeeded. X

°Generatinn succeeded.
A license file is generated. Activate the licenses on the
device as soon as possible. (For threat intelligence, only
online activation is supported.)

Download License File Got It

Procedure
(1) Log in to the firewall web Ul and choose System > System Config > Authorization Management.
(2) Click Activate Manually.

The Manual License Activation Procedure dialog box is displayed.
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3.3

Manual License Activation Procedure ®

1. Obtain Device Info

Click Copy to obtain the device SN and use it on the cloud platform to generate a license file.

Device SN:MACC93 Copy

2. Export License File

Visit Ruijie Secure Cloud Platform athttps://secloud1.ruijie.com.cnOn the platform, access the Device
Authorization page, and click Activate License. Then, enter the device SN obtained in step 1 and the license code
you have purchased, and export the license file.

Ruijie Secure Cloud Platform

3. Import License File

Import the license file obtained in step 2 and click Activate to complete the authorization.
Upload Browse

Disable

(3) Copy the device SN and log in to Ruijie Secure Cloud Platform to export the license file.
(4) Click Browse, under Import License File and import the downloaded license file.

(5) Click Activate to activate the license.

Follow-up Procedure

After license activation, check the the license activation status on the page.

Precautions for License Activation

Before using the license activation function, pay attention to the following points:

® After license activation, ensure that DNS is correctly configured for the firewall and the firewall is properly
connected to the Internet.

® Before license activation, log in to Ruijie Secure Cloud Platform (https://secloud1.ruijie.com.cn) and choose

Authorization Management > Authorization Activation. On the page that is displayed, click License
Activation, and generate a license file. (The account of Ruijie Secure Cloud Platform is used to activate and

change licenses. Please properly keep the account information.)
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Register a cloud
platform user

l

Generate a
license
i The cloud platform automatically generates an
industry license.
ACIt.iVBtE the Signature library and performance licenses can
icense

be generated after the device SN and license

Ne:dded on the cloud platform.

Online activation Offline activation
Log in to the firewall and click Activate Now Log in to the firewall, click Activate Manually on
on the Authorization Management page to the Authorization Management page, and
complete device authorization. import the license file to complete device

authorization.

® Automatic activation is supported only when the license code is within the validity period. If the license code

has expired (obtaining the validity period in the license file), contact the technical support personnel.
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Configuring the Syslog Server

4 Configuring the Syslog Server

Application Scenario

If the firewall is not installed with a hard disk upon factory delivery, logs can only be stored in the memory (for

no longer than 1 day) and all the logs in the memory will be lost after device restart. To ensure that more log

information can be obtained, the system logs and security logs of the firewall can be transmitted to a third-party

log platform through Syslog for storage and analysis.

Procedure

(1) Choose System > System Config > Syslog Server.

(2) Set parameters for the Syslog server.

I SYSLOG Server

(D) The syslog protocol can be used to send firewall logs to a third-party log analysis platform for unified storage, analysis, and processing. DHCP logs can be displayed only after a DHCP server is configured and

enabled. Note:When the fast syslog forwarding feature is enabled, it will occupy bandwidth and affect existing network services. Please operate with caution.

Fast Syslog Forwarding

Syslog Serverl Syslog Server2

Server IP
Port 514

Standard Protocol Version rfc3164 O rfcs5424

* Logs to Be Sent to Syslog Server

System Log Edit Template
Create
Session Lc

1Log Edit Template
scurity Log

Item Description Remarks
Set this parameter to the IP address of the Syslog
Server IP IP address of the Syslog server.

server.

Port number for receiving the log

The default value is 514.

Port . . The value must be the same as that configured on
notifications.
the Syslog server.
Select a protocol version supported by the Syslog
Standard _ Server.
) Protocol used for formatting logs.
Protocol Version [Example]
RFC5424
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Select specific log types to be forwarded to the

Logs to Be Sent | Types of logs to be sent to the Server.
to Syslog Server Syslog server. [Example]
System Log

(3) Click Save.
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5.1

Signature Library Upgrade

Signature Library Upgrade

Some security defense functions of the firewall need to filter data packets based on the signatures contained in

the signature libraries. Periodical signature library upgrade enables the firewall to classify and detect data flows

based on the latest features of programs and threats that are updated continuously, so that the firewall can

identify and defend against various types of attacks to protect internal networks. You are advised to upgrade

signature libraries periodically. An upgraded signature library takes effect in security policies immediately, without

the need for software upgrade or firewall configuration modification.

All signature library versions become valid only after they are released on the cloud platform. The cloud platform

is associated with the order shipping system for you to add device SNs.

Configuring Automatic Upgrade

Application Scenario

The system automatically downloads or updates the latest signature library versions from the cloud based on

the specified schedule. Automatic upgrade eliminates the need for human intervention and improves the

operation efficiency.

Procedure

(1) Choose System > Signature Library Upgrade.

I Signature Library Upgrade

Enable Auto Upgrade

Upgrade Time:Daily 23 Hour 52 Minute

Signature Library: @ Select All
App Identification Signature Library
ISP Address Library

Save

Signature Library Type
oYU e Ml (Upgrade all signature libraries online simultaneously)

App Identification Signature Library

Current Version:20231118.1428
Last Upgrade Time:2023-12-08 20:06:22

Latest Version:Unable to obtain the latest version
Version State:-

Activation State:Activated

Local Upgrade Rolling back

Intrusion Prevention Signature Library

Current Version:20231024.1404
Last Upgrade Time:2023-11-11 04:46:16
Latest Version:20231024.1404

Version StateiThe latest version is installed. @

Virus Protection Signature Library (Deep Scan)

Threat Intelligence Signature Library URL Signature Library

Virus Protection Signature Library (Quick Scan)
Behavior Analysis Signature Library

Virus Protection Signature Library (Deep Scan)

Current Version:20231101.0604

Version StaterThe |atest version is installed. @

Activation State:Activated

Local Upgrade

ISP Address Library

Current Version:20221202:1005
Last Upgrade Time:-
Latest Version:Unable to obtain the latest version

Version State:-

The system displays information about the current signature libraries:

Intrusion Prevention Signature Library

Virus Protection Signature Library (Quick Scan)

Current Version:20231027.0201

Last Upgrade Time:2023-10-27 11:46:55

Latest Version:Unable to obtain the latest version.
Versiol
Activation State:Activated

Local Upgrade

Threat Intelligence Signature Library

Current Version:20231101.0350
Last Upgrade Time:2023-11-11 04:47:27
Latest Version:20231101.0250

Version State:The latest version is installed. @

® Last Upgrade Time: displays the last time when a signature library is upgraded.

® Latest Version: displays the latest version information and functions and instructs you to upgrade a signature

library.

(2) In the Enable Auto Upgrade area, configure an automatic upgrade policy for signature libraries.
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The system automatically downloads or updates the latest signature library versions from the cloud based on
the specified schedule.

I Signature Library Upgrade

Enable Auto Upgrade
Upgrade Time:Daily 23 Hour 52 Minute

Signature Library: @ Select All

App Identification Signature Library Virus Protection Signature Library (Deep Scan) Virus Protection Signature Library (Quick Scan) Intrusion Prevention Signature Library
ISP Address Library Threat Intelligence Signature Library URL Signature Library Behavior Analysis Signature Library

a Set the time for automatic upgrade.
You are advised to configure an off-peak period.

b  Select the type of signature library to be upgraded.
(3) Click Save.

5.2 Local Manual Upgrade

Application Scenario

When the device cannot connect to the Internet or the version server, the system cannot automatically detect

whether latest signature library versions are available. In this case, you can complete upgrade in offline manual
mode.

Procedure

(1) Choose System > Signature Library Upgrade.

TRUITE | seres s

1 signature Library Upgrade

Enable Auto Upgrade

Signature Library Type

Upgrade all signature libraries orine sirultanecus!

Deep ture Library (Qui
e
s Upgrode | ortemserionitimc E

The system displays information about the current signature libraries:
® Last Upgrade Time: displays the last time when a signature library is upgraded.

® Latest Version: displays the latest version information and functions and instructs you to upgrade a signature
library.

(2) Perform local manual upgrade.
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a Inthe area of a signature library to be upgraded, click Local Upgrade.

Signature Library Type

(Upgrade all signature libraries online simultaneously.)

App Identification Signature Library Virus Protection Signature Library (Deep Scan)
Current Version:20230217.1245 Current Version:-

Last Upgrade Time:- Last Upgrade Time:-

Latest Version:Unable to obtain the latest version. Latest Version:Unable to obtain the latest version

Version State-

Activation State:Activated

Local Upgrade system.versionRollback d

Intrusion Prevention Signature Library ISP Address Library

Current Version:20221026.1141 Current Version:20221202.1005

Last Upgrade Time:

23-03-13 11:53:03 Last Upgrade Time:-

Latest Version:Unable to obtain the latest version Latest Viersion:Unable to obtain the latest version

Version State:- Version State:-

Activation State:Activated

Local Upgrade system.versionRollback Local Upgrade

b  (Optional) If no upgrade file is obtained in advance, click the link next to Download Link to download

the signature library upgrade file from the Secure Cloud Platform.

Local Upgrade )

@ You can visit Ruijie Secure Cloud Platform at https://SeCloud1.ruijie.com.cn.On the platform, access the Signature Library Upgrade
page and download the latest upgrade file. Then, perform the upgrade locally. Do not close or refresh this page during the upgrade
process. Otherwise, the upgrade may fail. Note: The file name cannot contain any Chinese or full-width character. Before the upgrade,
verify that the target version matches the device model.

Download I Download Link:https://secloud1.ruijie.com.cn l

Import Browse

Upgrade Now Disable

¢ Click Browse to import the upgrade file.

d Click Upgrade Now.

5.3 Online Automatic Upgrade

Application Scenario

When the device is connected to the network and can properly communicate with the version server, if the

system automatically detects that latest signature library versions are available, you can complete the upgrade
in online automatic mode.

Procedure

73



Product Cookbook Signature Library Upgrade

(1) Choose System > Signature Library Upgrade.

1 Signature Library Upgrade

Enable Auto Upgrade

Upgrade Time Hour 4 Mirit
B s o
Bl Virus Protection Signature Library (Deep Sean) [ Virus Protlection Signature Library (Quick Scan) B Intrusion Prevention Signature Library (B 1S Addvess Libear
Signature Library Type
pp Identificat ture Library ion Signature Library (Deep Sear] Virus Protection Signature Lisrary (Quick Sean)

Local Upgrade [l systemersionRollosck

5P Address Library Theat Intelligence Signature Library

Local Upgrade. systemversionfaliback Local Upgrade. i

The system displays information about the current signature libraries:
® Last Upgrade Time: displays the last time when a signature library is upgraded.

® Latest Version: displays the latest version information and functions and instructs you to upgrade a signature
library.

(2) In the area of a signature library to be upgraded, click Online Upgrade.

Signature Library Type

gnature Library

Virus Protection Signature Library (Deep Scan)

ture Library (Quick Sean)

|:| Loca Upgade [l srstemversionfoltck Loca Upgrade

Intrusion Frevention Signature Library ISP Address Library Threat Intelligence Signature Library

Local Upgrade systemwersionRallback Local Upgrade

& Note

When all signature libraries need to be upgraded, click Upgrade All.
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6 Version Upgrade

6.1 Overview

To use the latest functions of the device, you must upgrade the device software version periodically.
Description of firewall software version:

® The software version of the Z-S series firewall is NTOS1.0RX (X ranges from 1 to 99). The first main version
is named R1, and the subsequent versions are named R2, R3... in turn. If the version number contains
Release, such as NGFW_NTOS1.0R2, Release(02131401), the number next to Release represents the

internal version built-up number, which is used to quickly locate version information.

® The product version number remains unchanged in different development stages of a project, while the
release number may change. When the product version number changes, the release version changes too.

To use the latest functions of the device, you must upgrade the device software version periodically.

® The software version of the firewall is released and updated from time to time. You need to download the
latest software version from the official website or based on the pushed information on the web page of the
firewall.

The following describes information of a sample release version.

& Note

The file name, MD5 value, and screenshots in this section are for reference only. The file name and MD5 value
actually obtained prevail.

File Name NGFW_NTOS1.0R7_Z3200-S_04130623_install.bin
File Description System upgrade installation package, universal version
File Size 168,187,952 bytes
Applicable

RG-WALL-1600-Z23200-S
Product
MD5 Value 7¢c2025e9642b3de1d09643e0d314675f

Software Version | NGFW_NTOS1.0R7, Release(04130623)

You can upgrade the software version on the site only after upgrade is verified in the lab environment.
Before upgrade on the site, configurations of the customer must be backed up.

If a prompt message for restart forbidden is displayed during the upgrade process, do not power off the
firewall, reset the system, or remove and insert modules.

A\ Caution
°
°
°
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6.2

6.2.1

Upgrade Operations

@ Note

The version information in the screenshots in the procedure is for reference only. The version information

obtained from the release note of the product prevails.

Offline Upgrade

Application Scenario

When a network exception occurs, the system cannot automatically obtain the latest software version. You can

upgrade or roll back the software version in offline mode.
Prerequisites

An upgrade file is obtained in advance.

Procedure

(1) Choose System > System Maintenance > System Upgrade.
The System Upgrade page is displayed.

RUIJIE | Z Series Firews & System

I System Upgrade

(1) You can perform an upgrade online or visit Ruijie Secure Cloud Platform at hitps://se d1.ruijie.com.cn On the platform, access the Softwa rsion page and download the latest

e file. Then, perform the upgrade locally. Do not close o refresh this page during the uj

system up

rocess
Note: The file name cannot contain any Chinese or full-width character. Before the upgrade, verify that the target version maiches the device model.
Varsion Info
Current Version V5.2-NGFW_NTOS 1.0RS, Release(03152203)
Version Rollback You can roll back to NGFW_NTOS 1.0R4, Release(03151401)
Version Rollback.
Online Upgrade
Recommended Version
Local Upgrade

Download Download Link: hitpsy//secloud1.ruijie.com.cr

l Import S Upgrade Now

(2) (Optional) If no upgrade file is obtained in advance, click the link next to Download Link to download the

upgrade file.
(3) Inthe Local Upgrade area, click Browse and select an applicable upgrade file.
(4) Click Upgrade Now to start system upgrade.

After successful upgrade, you can choose to make the upgrade take effect immediately or upon next restart as
prompted.

Follow-up Procedure

Choose System > System Maintenance > Device Info to view the software version information and confirm

whether the upgrade is successful.
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A\ Caution
If the version information after the upgrade differs from the target upgrade version, perform the upgrade

operation again. If the upgrade fails again, contact the technical support personnel.

6.2.2 Online Upgrade

Application Scenario

When the network communication is normal and the system displays a recommended version, you can upgrade

the software version in online mode.
Procedure
(1) Choose System > System Maintenance > System Upgrade.
The System Upgrade page is displayed.
(2) In the Online Upgrade area, click Upgrade Now.
Ruijie | 2 & Home fonitor @ Network & Object @ Policy | &) System D i

I System Upgrade

( You can perform an upgrade online or visit Ruijie Secure Cloud Platform at https://secloud!.ruijie.com.cn On the platform, access
the Software Version page and download the latest system upgrade file. Then, perform the upgrade locally. Do not close or refresh
this page during the upgrade process. Otherwise, the upgrade may fail.

Note: The file name cannot contain any Chinese or full-width character. Before the upgrade, verify that the target version matches
the device model.

Version Info
Current Version NGFW_NTOS 1.0R4, Release(03152203)

Version Rollback You can roll back to NGFW_ NTOS 1.0R3

Version Rollback

Online Upgrade

Recommended Version  V5.2-NGFW_NTOS 1.0R5, Release(03152203) Details

Upgrade Now

Local Upgrade

Download Download Link:https://secloud.ruijie.com.cn

Import S  Upgrade Now

(3) Read the prompt information and click Confirm.
The system starts system upgrade automatically.
Follow-up Procedure

Choose System > System Maintenance > Device Info to view the software version information and confirm

whether the upgrade is successful.

A\ Caution
If the version information after the upgrade differs from the target upgrade version, perform the upgrade

operation again. If the upgrade fails again, contact the technical support personnel.

6.2.3 Version Rollback

Application Scenario
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When an upgrade file of a previous version exists on the device, the system automatically displays the
information about the version to which the system can be rolled back.

Procedure
(1) Choose System > System Maintenance > System Upgrade.

I System Upgrade

@ You can perform an upgrade online or visit Ruijie Secure Cloud Platform at ( https://secloud].ruijie.com.cn On the platform,
access the Software Version page and download the latest system upgrade file. Then, perform the upgrade locally. Do not
close or refresh this page during the upgrade process. Otherwise, the upgrade may fail.

Note: The file name cannot contain any Chinese or full-width character. Before the upgrade, verify that the target version
matches the device model.

Version Info

Current Version V5.2-NGFW_NTOS 1.0R5, Release(03152203)

Version Rollback You can roll back to NGFW_NTOS 1.0R4, Release(03170303)

Version Rollback

Online Upgrade

Recommended Version Failed to connect to the server or obtain the version.

Local Upgrade

Download Download Link:https://secloud1.ruijie.com.cn

Import Browse Upgrade Now

(2) In the Version Info area, click Version Rollback.

(3) In the dialog box that is displayed, click OK. The system is rolled back to the specified version.

Version Rollback

Do you want to perform version rollback now?
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7 Configuration Examples for Typical Scenarios

7.1 Integrated Deployment on Ruijie Cloud

As the firewall has complex functions, technical personnel may be unable to or fail to configure some functions
during actual network deployment. Therefore, the firewall provides the quick deployment function (with new
network discovery, network-wide management, and cloud management capabilities) to add the firewall to the
current network through new network discovery, helping you quickly deploy the firewall on the site. If you cannot
configure complex services, you can contact Ruijie engineers to perform remote configuration using the Ruijie
Cloud platform.

7.1.1 Firewall Deployment (Routing Mode)

1. Application Scenario

The firewall functions as an egress router and it is uplinked to the Internet and downlinked to a switch. You are
advised to deploy the firewall in routing mode. The uplink interface is configured to work in routing mode to

access the Internet and the downlink interface is configured to work in routing mode.

Ge0/1: routing mode

-

Firewall -

Ge0/0: routing mode

Switch

(@)

AP1

2. Procedure

(1) Click Network Discovery. The current networking information is displayed.

Ruijie

Memory Hard Disk
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Ruijie

Unmanaged switches are not displayed & discovered In the real topology phase. For detalls, see

3 devices are discovered in total.

I New Device (3)

Device Model

(2) Click Start. Enter the network project name and configure a port IP address as prompted.

& Note

® The DHCP server function is enabled on the firewall by default, and the default DHCP address pool is

configured on the management port.

® Intrusion prevention and virus protection are enabled on the firewall by default. You can choose to
disable these functions based on actual needs. The virus protection function takes effect only after a
license is uploaded. For details about license activation, click How to activate a license? and scan the
QR code to view the license activation video.

ruge

To properly manage the network, create a project so that you can n

network in this project

Configure the ¢

tr ptical 1 WO Se onfigur
[ [ ]
etn
o -
LANO/MGM:
HCP Address Poo
Create Project and Connect o Network
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ces on the entire network in this project

Configure the co

Hlectrical [10ptical | WOn 1% Selected v Configured

type of the part

intranet Interface

LANO/MGMT 2.168.1.201 /| 255255255

DHEP Address Poo 2.168. - | 152168125

Create Project and Connect to Network

Item Description Remarks
Connects the firewall to the Internet. Generally, the WAN interface is
directly connected to the fiber to the home (FTTH) Optical Network Unit
(ONU) of the ISP.
Three methods are available for a WAN interface to obtain an IP address:
[Example]
® Dynamic IP (DHCP): Applicable when no professional network
WAN administrator is available. The user terminal automatically obtains an Ge0/1
Interface IP address to access the Internet after the terminal is connected to )
the firewall. Dynamic IP
® PPPoE: Applicable for dialup access to the ISP network. The (DHCP)
username and password of the dialup user must be configured.
® Static Address: Applicable when the network administrator specifies
an IP address for the device based on the predefined IP address
planning. This connection type requires the network administrator to
possess certain network knowledge. The IP address/mask and next-
hop address must be configured.
LAN Connects to the LAN. The LAN interface IP address must be configured [Example]
Interface based on the predefined IP address planning. 192.168.1.1/24

(3) Click Create Project and Connect to Network. The system delivers configuration information.
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(4) Check the system prompt. A prompt indicating successful configuration is displayed after the configurations
are completed. You can scan the username and password to log in to Ruijie Cloud and migrate the firewall

to the cloud.

o Note

After successful configuration, the firewall automatically adds the IP address of the DHCP server in the

networking to the allowlist and generates a security policy (with the name trust-untrust and enabled with

intrusion prevention).

Login Select the project type Prepare for configuration Configure VLANs

Please enter your Ruijie Cloud account to log in.

ﬂ Note

If the firewall has been bound to the Ruijie Cloud platform, the following dialog box is displayed. Click Go to
Ruijie Cloud for Network Management to go to the Ruijie Cloud platform and manage the device. Click Return
to EWEB Homepage to return to the home page of the firewall.

82



Configuration Examples for Typical Scenarios

Product Cookbook

(5) After successful login, select a project type based on the actual networking scenario and click Next. The

initial configuration delivered varies by the project type, so the project type must be set based on the actual

service scenario.

RUFIC | Z seres Frews

Project Type: Office

(6) Wait until preparations before configuration are complete and then configure the service network.

(7) After all devices go online, click Go to the cloud platform for management and perform service

configuration on the Ruijie Cloud platform.

Ruijic | zs

eady. Verify that the number of devices in the project is correct, and then click Go to Ruijie Cloud to proceed with service network configuration,

3devices are re nu ices i
Go ta Ruijie Cloud

MAC

Name {4 name the device Progress
5.4 Ready

Model
Ready
Ready

(8) (Optional) After service configuration is complete, click Network Mgmt on the firewall to switch to the web

management page of the master device. You can view the current network topology and device information

in the networking on the master device and manage network-wide devices.
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Ruijie | wall £ Home

Memory Hard Disk

English - ©Remote O&M & Network Configuration @ Network Check i Alert  [FLog Out

L)
Aik

7.1.2 NBR Deployment (Transparent Mode)
1. Application Scenario

When the firewall is uplinked to a router and downlinked to a switch, the transparent mode is recommended.
You can configure the uplink and downlink ports of the firewall to work in transparent mode. In this example, the
router refers to RG-NBR6210-E (hereinafter referred to as the NBR). You can select a router of another model
based on needs in the actual service scenario.

Router @

Ge0/2: transparent mode

-

Firewall 7

=

Ge0/1: transparent mode

Switch

(@)

AP
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2. Procedure

(1) After a network is deployed according to the preceding figure, connect the PC to the management interface
of the NBR and set the IP addresses of the PC and the management interface of the NBR to be on the same

network segment to ensure that the PC can access the web page of the NBR.

& Note

The IP address of the management interface Gi0/0 of RG-NBR6210-E is set to 192.168.1.1/24 upon factory
delivery, and the default login username and password are admin and admin.

(2) Log in to the web page of the NBR. The following page is displayed by default. Click Start.

(]

5 devices are detected. 1 devices should be added manually.

Please check ihe device quanilty and cable conmneciin before confguralion, Nofe: Un-managed swiich willnol be disglayed In fhe st (® Canitfind device?
— M R — e — -
1 i i
e Gateway Frewal Swilch AP Add Manually
| My Network(4)
Wooe! N 3 Mac
neRsz10E (D WACCHIOE21001 19218811 00D1FB8229359
732005 MACCHJQZ32531 152.166.15 0060782236 ce
RAP2261(G) GIRUT0S00083 192.168.1.2 2000F5F590.08
NESI200-48GTAXS-P G1GH1ADO0DSST 192.168.1.3 COBSEGBSABCE
Show No.[10_~| Total Count 4 1 1
| Add Manuait

Detect again

(3) Select the WAN interface (interface connected to the gateway, Ge0/2 in this example) of the firewall based

on the actual networking and click Next.

Ruijie | iReyce

Firewall Port Canfig

.
Sefect anuplink port  Sedect a downlink porl
Uplink port SEHCIO ComE0Rd DSCOMMACIe)
octing to gateway
OMGMT 1 2 3

s s 1 oE w
——— WO

Intrusion Prevention

I checked, the LAN-10-WAM securlly defense Is enabied by defaull
NNECHoN IS SIoW, YU C2N Cisabie SECUMy defense on the frewall polcy CoNfguration page.

(4) Select the LAN interface (interface connected to the switch, Ge0/1 in this example) of the firewall based on

the actual networking and click NBR Port Config.
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Ruijie | Reyce

Firewall Port Config

.
Setect an uplink port

Seect a downink part
Uplink port
Fort fo

for cannecting to gateway

9 ‘Y LT LI LT
Downlink port

Port for connecting ta switch

SEecO Conmeed DSCOMMActed

& innrusion Prevention
8 virus Protection

After this aptian s checked, The LAN-1o-WAN Securly defense is enabled by defaun

Hihe network connection Is- siow, you can disable securly defense on the firewall policy configuralion page:

2000202 Ruie Networks Ca..Lid | Online Servics

Firewall Port Config

Delverng consguration. . Please wal

(5) After successful configuration delivery, the following page is displayed. On this page, enter the project name
and management password and click Create Project and Connect to Network.

Ruijie | Reyce

© Flease create a project for he net wices on the project

ProjectName: | nbr_web

Management Password

oue
[ERT—"

wam BFSFF)  OF(SFF)

WANOIGIOT): @ DHCP

PPPOE Static IP Address
s W W i W
LANDMGMT(GIOWD) 192 168,11 i/ 255 2552550

@2000-2023 Rujfe Networks Ce. L34 | Online Servics

(6) Check the system prompt. A prompt indicating successful configuration is displayed after the configurations

are completed. You can scan the username and password to log in to Ruijie Cloud and migrate the firewall
to the cloud.
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Ruijie | Reyce Log Out

Login Select the project type Prepare for configuration Configure VLANS

Please enter your Ruijie Cloud account to log in.

("]
a e

Slanup

ave read and agreed to

Local Configuration

@2000-2023 Rl Netwarks Co., Lid | Oniins Semvice

(7) After successful login, select a project type based on the actual networking scenario (Other in this example)
and click Next. The initial configuration delivered varies by the project type, so the project type must be set

based on the actual service scenario.

Ruifie | iReyce Log Out

Login Select the project type Prepare for configuration Configure VLANs

Project Type: Office

Hote VilaHome FactonyWarehouse

Restaurant Sehool Retail/Shof Residence

Customize

Local Connguration

20002023 Rube Natwaks Co., Lt | Onins Snwce

(8) Wait until preparations before configuration are complete and then configure the service network.

(9) After all devices go online, click Go to the cloud platform for management and perform service

configuration (such as interfaces and routes) on the Ruijie Cloud platform.
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Ruijie | iReyce woou [§

Login Select the project type Prepare for configuration Configure VLANS

4devicesare ready. Verify that the number of devices in the project is correct, and then click Go to Ruljie Cloud to proceed with service network configuration.

Go to Ruijie Cloud

MAC

1 Progress

Firewall
11

Switch
171

AP

mn
Adevice is
missing? Click
here.

Local Configuration

@2000-2023 Rl Netwarks Co., Lid | Oniins Semvice

Ruffie IRcyce 7y Home Project huangiq1997.. } ®an=Eeae
nbr_wels
gl nbr web - Customize Up time: 0 day(s) 0 hour(s), Time Zone: Asis/Shanghs
@ Worksp
Al Networking Topology & View Topology
@ Smart Canfig B Device g
Interet
@ Al Diagnostics o |
Confguration (0 v i )
3 NBRE210-E
T

@ Network-Wide

@ Auth & Accounts

Monitering
& Network-Wide NBS2200. I'Rl’w‘Tdii v
B Devices
@l Clients
RAP226110)
T

E toos
2= Delivery Center VLAN List @ VLAN Configuratior {2

Wired VLANS (1) &

e}

VLAN 1
VLANT

‘Wireless VLANS (1)
[l

O Note

Log in to the web page of the firewall from the Ruijie Cloud platform in EWEB mode and configure relevant
policies.

After the firewall is migrated to the cloud, the firewall automatically adds the WAN interface and LAN interface to
security zones untrust and trust respectively, generates a security policy that permits packets from the security

zone trust to untrust, and enables IPS detection.
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1 Security Policy £ Simulation Space
Policy Group = @cCreste| @ Delete @ FEnable | Dissble | O Refresh | More v Type A

Priority  Meme Type Sre.Security Zone  Src. Address  Dest Security Zone  Dest Address  Service App Tit Operation

Default Policy Group

2

/ Page Total2 Goto < >

7.1.3 Deployment Using Ruijie Cloud App (Routing Mode)
1. Application Scenario

The firewall functions as a router and it is uplinked to the Internet and downlinked to a switch. You are advised

to deploy the firewall in routing mode. The uplink and downlink interfaces are configured to work in routing mode.

) Note

You do not need to connect the firewall to the PC in Wi-Fi deployment using the Ruijie Cloud app.

A

S (7 1
_A/\_,, e & J
4 -/./ l\‘
m ‘P
Ge0/0 Switch AP Mobile phone

routing mode
- .
-i” Firewall

Ge0/2
routing mode

N

-
v

ISP network

2. Procedure

(1) After the network environment is established according to the preceding figure, start the Ruijie Cloud app

and choose Project > Add a project.
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14140

Ruijie | Reyce

iy |
I_-_l
Scan

My 0 Received1

-

DEMO

a1l 56 E8

2aq

Toolkit

Filter' Y

@ Add a project

@ ®

SaleForce Product

(2) Select Connect to Wi-Fi and add a project.

a © &

Project

Community My
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@ Create a project X

Have Reyee APs?

= S GRulie-mx
Yes

S Connect to Wi-Fi

Mg E‘E‘E_]
i No
L‘i Scan or enter SN

(3) Tap Connect to connect to the Wi-Fi signal of the Reyee AP.
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14159 ol 56 14159 ol 56
< Create Project < Create Project
Preparation Before Configuration Connect to Wi-Fi
L e 1.Please connect to the Wi-Fi starting with "@Ruijie-m".
completed.
WLAN Wireless Bridge WLAN

-
1. Finish cable connections, power on all devices, and - —
wait for 3 mins. @RUlJle-mXXXX =

~ o g
O qNait for 3 mins

2 Wait until & appears, and return to Ruijie Cloud to

2. After Wi-Fi "@Ruijie-m" is sent, a self-organizing ST

network (SON) is completed. \I/

—~— 12:539 o T .
Wi-Fi
V Tips:

* If there is only one AP in the network, please
connect to the Wi-Fi starting with "@Ruijie-s".

& WLAN

WLAN

View help ()
Network acceleration Oon >
More settings >

AVAILABLE NETWORKS

@Ruijie-m89A5 =
Connected (no Internet access) .
@Ruijie-s0848 =

Saved

(4) Wait for about 30s until the system automatically generates the network topology. Then, tap Start Config.
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14:220) Jll T € 14:22 9 - F &
< Detect Device < Detect Device

Detect 3 Devices
The devices that support SON are displayed below.

&
PTTIR
—

{
\ 23200-5 /

&E .
/ 11 \
f / \
[ =
Detecting... \kNassma— ./
Please wait. I
N
f ! \
| e
\ RAP1200(E) /

Topo is incomplete? v

Detect Again Start Config

(5) Enter the project name and password and tap Next.
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14:23 74 all T
< Basic Config

® —O0 ——0O
Project Config Internet Config Wi-Fi Config

Project Name

test

Management Password
P

To ensure project security, ensure that the password
meets the following requirements:
(©) Has at least eight characters.
(2 Contains three of the following items:
+ Lowercase letters: abc...
- Uppercase letters: ABC...
+ Numerals: 123...
+ Special characters: <=>[]!@#$*()
(2 Does not allow "admin”

@ Does not allow spaces or question marks

Select Project Scenario h ¢

Scenario * Office

Factory/
Warehouse

Next

(6) Select the firewall interface (WAN interface) connected to the Internet, set an Internet access method, and

tap Next.
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14:23 ol F

< Basic Config

e —@® —O
Project Config Internet Config Wi-Fi Config

Port Icon

Powered-on ports Selected: Not optional

Select an interface on the firewall for connecting to
the ISP network. *

0/MGMT 1 2 3 a

Internet Connection*

DHCP

Network parameters are automatically
assigned. You do not need to configure

them.

Enable intrusion prevention ()

(7) Set the Wi-Fi name and password and tap Save.
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< Basic Config

e ————eo —80
Project Config Internet Config Wi-Fi Config

Radio Country/Region Code
China

2.4G[5G Smart Connect ()

2.4G+5G

SSID/Wi-Fi Name *
Please enter the SSID

Encryption Mode ° Do Not Encrypt O Encrypt

Encryption Type OPEN

Save

Configuration Examples for Typical Scenarios

14:24 4 ol 7
< Basic Config

e ————eo —80
Project Config Internet Config Wi-Fi Config

Radio Country/Region Code
China

2.4G[5G Smart Connect ()

2.4G+5G

SSID/Wi-Fi Name *
test

Encryption Mode ° Do Not Encrypt O Encrypt

Encryption Type

Delivering..

Save

(8) After successful configuration delivery, connect to the new Wi-Fi.
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14:24 all ¥ € 14:24 4 wil 56 €1
< Added Successfully < Added Successfully
2s
Please wait. Succeeded in delivering the

configuration. Please connect to

Configuring Wi-Fi... thﬁ new Wi-Fi after returning t'o
Ruijie Reyee App for connectivity

test.
Configuring Device... = test

7] No Password

Configuring Network...

(9) Access the project management page and tap the firewall icon in the topology to view the interface status or

modify the device name.
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14:26 4 all T &
{ test o ~
£ Office(BYOD) = Online devices 3
(@ Uptime 0d Oh

@ Network oy
S
/ " \
| -
\ Z3200-S5
/ 1n \'
| -
\ NBS5100- /
V o 3
| & )
KRAPTZOU[E]/
® Client List 2 'Q
Detect
(® Workspace Q

Basic Advanced Scenario

oon-s“e =Cland
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Device Information

firewall 2
Model: Z3200-S

IP: 192.168.1.200
MAC: 00:d0:f8:22:36:af
SN:

MACCMMMZ32008

Firmware Version: NGFW_NTOS
1.0R5, Release(03180701)
CPU 25% Memory 33.8%

Port

0/MGMT 1 2

_fef

All ports

Port

1 Ge0/O

192.168.1.200/24

Ge0/1
192.168.3.4/24

i Ge0/2

il Ge0/3

@

3 4 5 6

Speed Mode

1000M Routed Port
1000M Routed Port
Disabled Transparent
Disabled Transparent

7.1.4 Deployment Using Ruijie Cloud App (Transparent Mode)

1. Application Scenario

When the firewall is uplinked to a router and downlinked to a switch, the transparent mode is recommended.

The uplink and downlink interfaces are configured to work in transparent mode.

) Note

You do not need to connect the firewall to the PC in Wi-Fi deployment using the Ruijie Cloud app.
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1
— 4/
Switch AP Mobile phone
Ge0/1
transparent mode
:- Firewall
Ge0/2
transparent mode

Router ISP network

2. Procedure

(1) After the network environment is established according to the preceding figure, start the Ruijie Cloud app
and choose Project > Add a project.

14:370 & 2O @Sl
Ruijie | Reyce d Q
sy
8, &
Scan DEMO Toolkit
My0 Received] Filter Y

7 Clipboard-read permission is required. To x
~ open

© Add a project

A © & @@ &

SaleForce Product Project Community My
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(2) Select Connect to Wi-Fi and add a project.

@ Create a project X

Have Reyee APs?

D)

Yes
Connect to Wi-Fi

i

rg_@
(84 No
P Scan or enter SN

(3) Tap Connect to connect to the Wi-Fi signal of the Reyee AP.
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14:15¢ il 56

< Create Project

Preparation Before Configuration

Ensure that the following preparations are
completed.

WLAN Wireless Bridge

1. Finish cable connections, power on all devices, and
wait for 3 mins.

~ o g
O qNait for 3 mins

2. After Wi-Fi "@Ruijie-m" is sent, a self-organizing
network (SON) is completed.

Wi-Fi
J— : V

& WLAN

WLAN
View help

Network acceleration

More settings

AVAILABLE NETWORKS

Configuration Examples for Typical Scenarios

14:15 4 ol 56

< Create Project

Connect to Wi-Fi

1.Please connect to the Wi-Fi starting with "@Ruijie-m".

WLAN

9)

@Ruijie-mxxxx

2 Wait until & appears, and return to Ruijie Cloud to

continue.

12:53 9 all T @)

Tips:
* If there is only one AP in the network, please
connect to the Wi-Fi starting with "@Ruijie-s".

On >

@Ruijie-m89A5
Connected (no Internet access)

D

{@Ruijie-s0848
Saved

(4) Wait for about 30s until the system automatically generates the network topology. Then, tap Start Config.

o

—
0
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14:22Q

ol = €1

Detect Device

(=)

Detecting...
Please wait.
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143900 > POl B G

< Detect Device

Detect 6 Devices
The devices that support SON are displayed below.

Add Manually

NBS3200.
( "
\ RAP2261(G) /

Topo is incomplete?~

Detect Again Start Config

(5) Enter the project name and password and tap Next.
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14398 0 > p 3o R B ]
< Basic Config
e (@] (o] o]

Project Config Internet Config Caif‘irg:raattlion Wi-Fi Config

Project Name

nbr_app

Management Password

ruijie@123

To ensure project security, ensure that the password
meets the following requirements:
() Has at least eight characters.
(@) Contains three of the following items:
» Lowercase letters: abc...
» Uppercase letters: ABC...
= Numerals: 123...
- Special characters: <=>[1I@#%$*()
(© Does not allow "admin”
(©) Does not allow spaces or question marks

Scenaric *

Configuration Examples for Typical Scenarios

(6) Select the firewall interfaces connected to the router and switch, and tap Next.
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14:408 0 » BTl B @
< Basic Config
L ] [ ] [ ] (o]

Project Config Internet Config Co:f‘irg:lr?tlinn Wi-Fi Config

Port lcon

Powered-on ports Selected: Not optional

Select an interface on the firewall connecting to the

uplink gateway.*

0/MGMT 1 2 3 4 5

Select an interface on the firewall connected to
downlink switch.*

0/MGMT 1 2 &; 4 5

@

Enable intrusion prevention

Enable virus prevention c

(You must activate the license to enable the virus
protection feature.)

The security policy is defined to allow packets from the LAN to
the WAN of the firewall to pass through by default.

If the network freezes during use, you can disable the Security
Guard feature on the firewall policy configuration page

(7) Set the Wi-Fi name and password and tap Save.
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14:408 O > B O Sl .l B &
< Basic Config
[ [ ] L] o
Firewall

Project Config Internet Config Configuration Wi-Fi Config

Radio Country/Region Code
United States

24G/5G Smart Connect ()

2.4G+5G

SSID/Wi-Fi Name *

nbr_app

Encryption Mode ° Do Not Encrypt O Encrypt

Encryption Type OPEN >

Save

(8) After successful configuration delivery, connect to the new Wi-Fi.
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14:42 $ @ @il G

< Added Successfully

Succeeded in delivering the
configuration. Please connect to the
new Wi-Fi after returning to Ruijie
Reyee App for connectivity test.

=

nbr_app
%1 No Password

Configuration Examples for Typical Scenarios

14:26 94 ol 7 €&

< Added Successfully

©

Configuration succeeded. You can access the
Internet now.

%

Start

Speed Test

(9) Access the project management page and tap the firewall icon in the topology to view the interface status or

modify the device name.
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14:50 > 3O @Sl

< nbr_app o -~
fh Office(BYOD) = Online devices 4
© Uptime 0d Oh

NBS3200..

RAP2261(G)

* Client List 0 =
Detect
® Workspace Q
Basic Advanced Scenario
If you are at the project site, connect to nbr app to
7.2 Transparent Mode

7.2.1 Preparations

(]

Configuration Examples for Typical Scenarios

Device Information

J

eWeb

Port

firewallZ

Model: Z3200-S

IP: 192.168.5.19

MAC: 00d0.f822.36cd

SN: MACCHJQZ32S31

Firmware Version: NGFW_NTOS 1.0R5,
Release(03181418)

CPU 6.4% Memory 32.6%

O r

Reboot Remove

@

0 1 2 3 4 5 L] 7
ol ol ol el

All ports

Port

il Ge0/0

i Ge0/1

Ge0/2

olls Coniz

Speed

Disabled Routed Port
1000M Transparent
1000M Transparent

Nicahlad Tranenarant

Confirm the following information before performing the configuration:

® [f you deploy the firewall in transparent mode, you need to confirm the network scale and port type (GE

electrical port, GE optical port, or 10GE optical port). As out-of-band management is used in bridge mode,

an independent cable is required to connect the management interface to the network. You need to plan the

IP address and next hop of the management interface and ensure that the management interface of the

firewall can be connected to the Internet and managed on the cloud.

® |[f a service system is involved, check whether servers are deployed and whether the servers permit access

from external users.

® Software version obtaining methods

Method Path

https://www.ruijienetworks.com/

Official website Choose Support > Download > Reyee and find the latest version of the Z-S
series firewall under RG-WALL 1600-Z-S series cloud management firewalls.
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7.2.2

Configuration Examples for Typical Scenarios

Method

Path

Web management
page of the firewall

Choose System > System Maintenance > System Upgrade > Online
Upgrade > Recommended Version to upgrade to the latest version
(recommended) in online mode.

Ruijie Cloud

After the device goes online on the Ruijie Cloud, you can remotely upgrade the
device in online mode on the Ruijie Cloud (without the need for local upgrade).

Choose Monitoring > Device > Firewall, select a device, select a version, and
click Upgrade.

A\ Caution

If the quick onboarding wizard is not used for the deployment, you must adjust the system time in advance.

Otherwise, the time clock is inaccurate, which may affect reports and logs. To set the system time, choose

System > System Config > System Time.

Deployment in Transparent Mode (Quick Deployment)

Network Requirements

In transparent mode, the firewall is used as a network cable with the filtering function and is deployed between

the existing gateway and the LAN terminal, without the need to change the network topology and the

configurations of other network devices. In transparent bridge mode, the firewall provides only transparent data

forwarding and security protection functions but not the route-based forwarding function, as shown in the

following figure.

The LAN in this topology can be a Layer 2 network or a Layer 3 network. You can select a structure model for

the LAN based on the network scale and requirements of the customer. The configurations of the egress router

and core switch are the same as those in the networking without a firewall. As a result, this section describes

only the firewall configuration and ignores the configurations of the egress router and core switch.

Network Topology

@ Router

Port MGMT

i = Firewall

4
51

Switch

Router

—&)

Networking on the left: The firewall Fort MGMT

is managed through port MGMT.

¥4
[

= Firewall

Networking on the right: Multiple
interfaces of the switch are
connected to the transparent
interface of the firewall and the
interfaces are located on the same
Layer 2 network, causing a loop.

Switch

L —

PC
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In this example, the firewall connects to the egress router through the WAN interface and connects to the core
switch through the LAN interface. Port 0/MGMT (Ge0/0) of the firewall is used as the management interface to
connect to the core switch (with management interface address set to 192.168.200.199 in this example) and the
next-hop address 192.168.200.1 is the management address of the switch (successful ping to the Internet). The

addresses can be set according to the actual needs during deployment.
Configuration Points

(1) Implement quick onboarding. Select a deployment mode (transparent mode) and configure a WAN interface
and a LAN interface to complete Internet access. Configure an IP address and the next hop for the

management interface (0/MGMT) to ensure successful connection to the Internet.

® WAN interface: Applicable to connect to the egress device. The WAN interface directly connects the firewall

to an egress router or another device.
® LAN interface: Applicable for connection to LAN devices, such as servers, PCs, switches, and printers.

(2) (Optional) Check the connectivity. The system automatically checks whether the firewall is connected to the

Internet.
(3) Complete the quick onboarding configuration.
(4) (Optional) Implement remote O&M on the cloud.
Procedure
(1) Implement quick onboarding.

a Configure interfaces.

o Configure an IP address and next hop for the 0/MGMT management interface (Ge0/0) and connect it to
the network using an independent network cable to ensure that the management interface can access
the Internet. (The IP addresses in this example are for reference only.)

o Configure a WAN interface and a LAN interface to complete Internet access. In this example, the LAN
interface is Ge0/1 and the WAN interface is Ge0/6.

Select an interface. Electrical [ Optical | [l Or Configured I} Selected

Ruijie aaucur i e S o
z3200-5 m @

Selecta
mode. i - o

© Routing Mode Transparent Mode @ Off-Path Mode @

In e, a firewal P v in switching mode 3 P w e P

e @
0 == OO0 = 0 &=

nterface Name Ge0/0

Interface Type @ WAN Interface LAN Interface

1P Type m

Connection Type @ St

1P/Mask 192.168.200.199/24

Next-Hop Address 92.168.200.1

b  Configure the WAN interface and LAN interface and set the mode to transparent mode.

) Note

The management interface cannot be set to the transparent mode.
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Select an interface.

Ruijie

23200

0/MGMT

Selecta

mode.
Routing Mode
In routing mode, a firewall
works at Layer 3 and is
deployed at the edge of

anintranet, extranet, or
DMZ.

Interface Name  Ge0/1

* Interface Type () WAN Interface

* Bridge Interface

Member Interface

* Connection Type () Static Address
Select an interface.
Ruijie 0/MGMT 1
Z3200-S ﬂ
Selecta
mode.

Routing Mode

In routing mode, 2 firewall
works at Layer 3 and is
deployed at the edge of
an intranet, extranet, or
DMZ.

Interface Name Ge0/6

* Interface Type @ WAN Interface

*Bridge Interface  br0
Member Interface

# Connection Type () Static Address

Internet

-

(uarpiel Ge: 192168

(- -

© LAN Interface

© DHCP
2 3 4
e

L4

-

LAN Interface

© DHCP

OF 8F

Configuration Examples for Typical Scenarios

© Transparent Mode

In switching mode, a
firewall works at Layer 2
and the network structure
does not need to be
changed.

L-X I

L

P> 0D =
@ Add Bridge Interface
oF oF
@
© Transparent Mode @
In switching mode, a P w

firewall works at Layer 2
2nd the network structure
does not need to be
changed.

e

Transparent frewall

00 e=

® Add Bridge Interface

(2) (Optional) Check the connectivity.
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1 Electrical [ Optical

Off-Path Mode

In off-path mode, both
uplink and downlink traffic
on switch interfaces to be
monitored is mirrored to
the off-path interface of
the firewall without
changing the network
structure.

) Electrical [ Optical

Off-Path Mode

In off-path mode, both
uplink and downlink traffic
on switch interfaces to be
monitored is mirrored to
the off-path interface of
the firewall without
changing the network
structure.

M On

+ Configured

(CXS

0o =

W On - Configured

0 =

Selected

Selected
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Ruifie | z

Mgmt  Quick Onboarding

Quick Onboarding Wizard

© Quick Onboarding ®c ivity Check

Network connectivity is normal.

Please 0o to the next step

(3) Complete the quick onboarding configuration and bind the firewall to the Ruijie Cloud to implement remote
O&M.

Quick Onboarding Wizard

(<) Device Cloudification

Enable Ruijie Cloud-based Management

Ruijie Cloud-based Management

® You can also use Ruijie Reyee App to scan the QR
code and quickly connect to the cloud for remate
management

@ scanthe QR code

@ connect to Ruijie Cloud.

. Check whether a comect DNS server

£t. Otherwise, the configuration cannot take effect. (1f the outbound interface is configured with DHCP or PPPOE, the DNS serves

ned, check the upper-layer DHCP address p

=3
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Ruijie | Z seri

Mgmt  Quick Onboarding  Policy Wizard  Customer Service  admin

Quick Onboarding Wizard Exit

(@ Quick ONDOAIING - —--w-mr e reom e mmomrem e emee o emeeee () CONNECEVIY CRECK —rmermmmeme oo oo oo oeoeeeowe- () Device Cloudification - weoreeeeoree e (&) Finis

h

Quick onboarding is configured successfully.

Policy Config Wizard @l do not configure poli

Configuration Verification
In transparent mode, the firewall can access the Internet without the need to modify the network environment,
including the client IP address and gateway IP address.
7.2.3 Out-of-Band Management in Transparent Mode (Custom Deployment)
Network Requirements
Out-of-band management needs to be implemented when the firewall is deployed in transparent mode.

® An IP address must be configured for the management interface of the firewall to ensure connectivity to the

management PC.

® The local route generated by the added management IP address does not cause conflicts such as

asynchronous route that affects normal service data transmission.

® After all firewall interfaces (except the management interface) are converted to the transparent mode, they

(WAN interface and LAN interface) must be in the same transparent bridge. Pay attention to prevent loops.
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@ Router @ Router
Port MGMT l Port MGMT ’
o ".. Firewall  Networking on the left: The firewall or MM | "E.. Firewall
- ->
L is managed through port MGMT. L
Networking on the right: Multiple
interfaces of the switch are
Switch connected to the transparent Switch
interface of the firewall and the
interfaces are located on the same
Layer 2 network, causing a loop.
PC PC
Network Topology
Port MGMT

192.168.3.1/24 192.168.3.2/24

QE 192.168.1.2/24 . -
q-%-» B -
192,168.1,1/24 192.168.2.1/24 g 192.168.2,2/24

PC Switch Firewall Router

Configuration Points
® Configure a management IP address and an access method for the management interface.
® Ensure network connectivity between the PC and the management interface.
Procedure
(1) Configure the management interface Ge0/0.
a Choose Network > Interface > Physical Interface.
b  Select Ge0/0 and click Edit.

¢ Configure attributes of Ge0/0 and click Save.
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< Back Edit Physical Interface

Basic Info
Interface Name
Description
Connection Status @ Enable Disable
Mode @ Routing Mode Transparent Mode Off-Path Mode
* Zone untrust ® Add Security Zone

Interface Type @ WAN Interface LAN Interface

Address
IP Type 1Pvd IPvE

Connection Type @ Static Address DHCP PPPoE

* IP/Mask 192.168.3.2/24

* Next-Hop Address 192.168.3.1

Default Route ()

Line Bandwidth

Uplink
Downlink
Item Description
Type of the Ge0/0 interface. As a management interface, Ge0/0 needs
Interface Type to connect to the Internet. As a result, you need to set the interface type
to WAN interface.
Set a valid IP address without conflicts that complies with requirements.
IP/Mask
192.168.3.2/24
Next-Hop Address 192.168.3.1
A\ Caution

The management interface cannot be converted to the transparent mode.

(2) Convert other interfaces to the transparent mode.

a Choose Network > Interface > Physical Interface.
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b  Select the corresponding interface and click Edit.
< Back Edit Physical Interface

Basic Info

Interface Name

Description
Connection Status @ Enable Disable
Mode Routing Mode I © Transparent Mode l Off-Path Mode
* Bridge Interface br0 ® Add Bridge Interface
* Zone trust ‘ @ Add Security Zone

Interface Type WAN Interface © LAN Interface

Advanced
@ MTU 1500

MAC

¢ Configure attributes of Ge0/2 and click Save.

Item Description

Mode In out-of-band management, set all interfaces except the management
interface to transparent mode.

Bridge Interface Set to the default bridge interface br0.

Zone Set to trust.

Interface Type Set to LAN Interface.

d Repeat steps a and b to set Ge0/3.
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< Back Edit Physical Interface

Basic Info

Interface Name

Description
Connection Status @ Enable Disable
Maode Routing Mode © Transparent Mode Off-Path Mode
* Bridge Interface br0 @ Add Bridge Interface
* Zone untrust @ Add Security Zone
Interface Type @ WAN Interface LAN Interface
Advanced
®MTU 1500
MAC

The following figure shows the configuration result.

FRUIFE | Z seres Firews ® Network

1 Physical Interface

able (3 Disable | O Refresh

Network Interfa

Interface Nome  Description Mode Zone Connaction Type P AggregotionMo iy Operation
e Status. de

- Routing trust 1Pvd: Static (P 192.168.3.2/24 - 1500 it

- Routing trust IBv4: DHCP - - 1500 it
Transparent  trust - - - 1500 it

Transparent  untrust - - - 1500 i

Transparent - - - - 1500 i

- Transparent - - - - 1500 dit

- Transparent - - - - 1500 dit

n Routing untrust 1Pvd: DHCP 172203712424 - 1500 dit
Transparent - - - - 1500 it

Transparent - - - - 1500 it

(3) Configure a permit policy for traffic from zone trust to untrust.
a Choose Policy > Security Policy > Security Policy.

b  Click Create.
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Ruijie a © Home

< Back

Security Policy

* A

Configuration Examples for Typical Scenarios

onito & Network A=0Object = 2 Policy System

Create Security Policy
Basic Info
*Name | all_trust_to_untrust

Enabled State @ Enable Disable

* Policy Group Default Policy Group @ Add Group

djacent Policy  allow_all Before

Description

*Sre.

Src. and Dest.

Security Zone  trust
* Src. Address any

Dest. Security untrust

Zone

Dest. Address  any

Service

Service

App

App

(4) Configure parameters for the new security policy and click Save.

Item

Description

Policy Group

Set to the default policy group.

Src. Security Zone

Set to trust.

Src. Address

Set to any. This policy is applicable to all IP addresses in the source security

zone after it takes effect.

Dest. Security Zone

Set to untrust.

Dest. Address

Set to any. This policy is applicable to all IP addresses in the destination

security zone after it takes effect.

The following figure sh

ows the configuration result.
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RUIIC | Z sedes Firewall & & Policy

1 Security Policy €5 Simulation Space

Policy Groug = ® © Di o .
! @ Create | W Delete () Enable ) Disable & Refresh | More ~ yoe ANl

@ Add oup B Src. Security Z  Src. Addres  Dest. Security  Dest. Addr Time Rang
Priority  Name Type ice
e s Zone ess .

Default Policy Group

8 (4) Defauit 1 t scar Pud any any any PortScan_...  service 2 any any

2 :] st any untrst any any ay any «©:
3 any any any any any any any

A\ Caution

®  Access from the Internet to the firewall through NAT mapping may fail because the security policy permits
only traffic from the security zone trust to untrust. To ensure successful access from the Internet to the
firewall through NAT, you need to permit traffic from the security zone untrust to trust in a security policy.

® All firewall interfaces except the management interface can be switched to transparent mode. Interfaces in
transparent mode cannot be configured with an IP address. When all the other interfaces are switched to
transparent mode, the firewall can only be managed through the IP address of the bridge interface or the
management interface.

Configuration Verification

Set the IP address of the PC to 192.168.1.2/24. Visit https://192.168.3.1 to access the web management page

of the firewall.
® You can successfully log in to the web management page to configure and manage the firewall.

® The PC on the same network segment as the management IP address can normally access the network.
7.2.4 Multi-bridge Deployment Mode

Application Scenario

Two groups of bridges need to be configured in the customer site: bridge 1: WAN 1 interface + LAN 1 interface;
bridge 2: WAN 2 interface + LAN 2 interface.

Network Topology
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Router @ @ Router

192.168.1.20 192.168.2.1

Ge0/5 Ge0/7
= [ .
_'E-» Firewall

Gel0/4 Ge0/6

Switch

[+

192.168.1.1 192.168.2.10

Configuration Points
® Create four security zones trust1, untrust1, trust2, and untrust2.
® Create two groups of bridge interfaces br1 and br2.

® Create two pairs of transparent interfaces and add them to different bridge interfaces and security zones. For
example, add WAN 1 and LAN 1 to br1, with WAN 1 to security zone untrust1 and LAN 1 to security zone
trust1; add WAN 2 and LAN 2 to br2, with WAN 2 to security zone untrust2 and LAN 2 to security zone
trust2.

® Create two security policies to permit traffic between the specified zones.

A\ Caution
The multi-bridge function is supported from NTOS1.0R4. If your version is lower than NTOS1.0R4, upgrade it to
NTOS1.0R4 or higher.

Procedure
(1) Create security zones.

a Choose Network > Zone.

Ruijie | Z sedesFire & Network

Operation

Description Interface List
Trust Zone. Ge0/D,GeD/1,Ge0/2 4 View

Untrust Zone. Ge0f3,Gel

Demilitarized Zone.

b  Click Create and create security zone trust1.
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< Back Add Security Zone

* Name trust1

Description

P

Interface 15 pe selected (6) Select All Selected (0) Clear

Interface
MName
Ge0/4
Ge0/5
Gel/6
Ge0/8
TenGeQ/0

Save

¢ Configure parameters for the security zone trust1 and click Save.

d Repeat the preceding steps to create other security zones.
A\ Caution
The security zone name must be unique.
(2) Create bridge interfaces.

a Choose Network > Interface > Bridge Interface.

Ruifie | Z sedes Firewa B Network

I Bridge Interface
(1) Member interfaces are interfaces configured with the transparent mode.
O Refresh @ Enable  © Disable
Bridge Interface Member Interface Connection Type P Next-Hop Address Operation

TenGe0/0

b  Click Create and create bridge interface br1.
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< Back Add Bridge Interface

Basic Info

* Interface Name bri

Connection Status @ Enable Disable

Member Interface

Address

Connection Type Static Address © DHCP

Src. MAC Consistency
Check

(@ Src. MAC Consistency
Check

Access Management

Permit HTTPS PING SSH

Save
¢ Configure parameters for the bridge br1 and click Save.
d Repeat the preceding steps to create bridge interface br2.
I Bridge Interface
(1) Member interfaces are interfaces configured with the transparent mode.
@ Creste| [ Delete | O Refresh @ Enable ) Disable
Bridge Interface Member Interface Connection Type P Next-Hop Address Operation

TenGe0/0

(3) Convert two pairs of interfaces to transparent mode and add them to the corresponding bridge interfaces and

zones.
a Choose Network > Interface > Physical Interface.

b  Select the corresponding interface and click Edit.
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< Back Edit Physical Interface

Basic Info

Interface Name

Description
Connection Status @ Enable Disable
Made Routing Mode © Transparent Mode| Off-Path Mode
* Bridge Interface bri ® Add Bridge Interface
* Zone trusti @ Add Security Zone

Interface Type WAN Interface © LAN Interface

Advanced
O MTU 1500

MAC

¢ Configure parameters for the interface and click Save.
Set Mode to Transparent Mode, Bridge Interface to br1, and Zone to trust1.

d Repeat the preceding steps to convert Ge0/5 to transparent mode and add it br1 and untrust1; convert
Ge0/6 to transparent mode and add it br2 and trust2; convert Ge0/7 to transparent mode and add it to

br2 and untrust2.
The following figure shows the configuration result.

& Network

I Physical Interface

@ Enable | © Disable | O Refresh
Interface Name  Description Network Interf Mode Zone I [ Asgregation M ery Operation
ace Status . ade

L] Routing trust IPvd: Static IP 92.168.3.2/24 - 500 Edit

Gel) - L] Routing trust IPwd: DHCP 500 Edi
Transparent  trust 500 dit

Transparent  untrust - - - 1500 Edit
Transparent  trust1 - - 1500 Edit
- Transparent untrustl - - 1500 Edit
- Transparent  trust2 - - 1500 Edit
» Routing untrust2 - - 1500 Edit
TenGe0/0 Transparent 1500 Edit
Transparent 1500 Edit

A\ Caution

When all interfaces except Ge0/0 are set to transparent mode, the management interface must be configured

with an IP address and the next hop to ensure device access through the management interface.
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Choose Network > Interface > Bridge Interface. On the page that is displayed, you can find members of a

bridge interface.

Ruijie | £

rlaces configured with the transparent mode.

Refresh @ Enable  © Disable

Member Interface Connection Type P Next-Hop Address Operation

Ged/f2, Gel/3, Ge0/8
TenGe0/0

DHCP

Ge0/4, Gel/s DHCP - Edit Delete

Ge0/s, Ge0/7 DHCP - - Edit Delete

(4) Create security policies 1 and 2 and associate zones trust1 and untrust1 with security policy 1 and zones

trust2 and untrust2 with security policy 2.
a Choose Policy > Security Policy.

b  Click Create and create security policy 1.

< Back Create Security Policy

Basic Info

*Name sec 1

Enabled State @ Enable Disable
* Policy Group Default Policy Group @ Add Group
* Adjacent Palicy | allow _all Befare
Description

Src. and Dest.

* Src. Security Zone trusti

*Src. Address  any

* Dest. Security untrusti

Zane

* Dest. Address  any

¢ Configure parameters for security policy 1 and click Save.
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Item Description
Name sec_1
Policy Group Set to the default policy group.

Src. Security Zone

Set to trust1.

Src. Address

Set to any. This policy is applicable to all IP addresses in the source security

zone after it takes effect.

Dest. Security Zone

Set to untrust1.

Dest. Address

Set to any. This policy is applicable to all IP addresses in the destination

security zone after it takes effect.

d Repeat the preceding steps to create security policy 2 and associate it with zones trust2 and untrust2.

I Security Policy

@ Add Policy Group

Configuration Verification

Policy Group =

£ Simulation Space

@® Create [ Delete @ Enable (D Disable | O Refresh  More v Type Al

priort N Sre.SecurityZ Src.Addres Dest Security Dest Addr Time .
riority ame Type one . P - rice App Oparation

Default Policy Group

trust2 any untrust2 any any any a

2 sec - trust! any untrust any any any H

(1) Deploy two PCs in LAN 1 and LAN 2 respectively. Confirm that the PCs can normally access the Internet

over the uplink gateways.

The following figure shows the number of hits of each security policy.
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7.2.5

7.2.6

Ruijie | Zs al N r @ ik  Policy tem ) ] 3}

Policy Group = o —

i Addr Time Rang :
Priority  Name Sarvice App Action

. Hit Session Operation

Default Policy Group

(2) PC1 can normally access 192.168.2.1.
(3) PC2 can normally access 192.168.1.20.

Precautions for Deploying Transparent Bridge Mode

Suggestions
Configure security policies to permit traffic between interfaces working in transparent mode.
Precautions

Run commands as shown in the following figure to view MAC addresses learned by the firewall.

firewall running

Function Restrictions

® [Psec VPN and SSL VPN cannot be configured in transparent mode, which does not support dynamic routes,
policy-based routing, or DHCP.

® The management interface Ge0/0 cannot be converted to transparent mode.
Configuring a Bridge Interface

Application Scenario
Bridge interfaces are applicable to firewall deployment in transparent mode.

A bridge interface is a logical virtual interface composed of physical interfaces in transparent mode. You need

to correctly configure an IP address and gateway to enable the firewall to forward traffic at Layer 3 through the
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bridge interface. The firewall supports multiple groups of bridge interfaces, and traffic of the bridge groups is
isolated from one another.
In actual networking, you do not need to separately connect port 0/MGMT to devices such as switch. Remote

O&M can be implemented through the bridge interface, which is easy to implement.

‘ X

Port O/MGMT
a—@F
LAN port ®#  WAN port Internet
PC Switch Firewall

Procedure
(1) Choose Network > Interface > Bridge Interface.

The system displays the bridge interface configured in the current system. The firewall has a default bridge

interface named br0, which cannot be deleted.

I Bridge Interface

(@ Member interfaces are interfaces configured with the transparent mode.

® Create | [ Delete = & Refresh | @ Enable | © Disable

Bridge Interface Member Interface Connection Type P Next-Hop Address Operation

Ge0/2, Ge0/3, Ge0/8
bro DHCP - - Edit
TenGe0/0, Ge0/5

& Note

Members of a bridge interface are interfaces working in transparent mode.

(2) Perform the corresponding operation on the bridge interface based on service requirements.

® |f a new physical interface works in transparent mode, click Refresh to obtain the latest member interface

information.
® Click to enable or disable the bridge interface.
® Click Delete to delete the bridge interface.
A\ Caution
® The default bridge interface br0 of the firewall cannot be deleted.
® The bridge interface with a member interface cannot be deleted. You need to remove the member

interfaces before you delete a bridge interface.

® Click Edit and configure the bridge interface. Click Create and create a new bridge interface.

Configure parameters for the bridge interface on the Edit Bridge Interface or Add Bridge Interface page

and click Save.
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< Back Add Bridge Interface

Basic Info
* Interface Name
Connection Status @ Enable Disable

Member Interface

Address

Connection Type Static Address O DHCP

Src. MAC Consistency
Check

(@ Src. MAC Consistency
Check

Access Management

Permit HTTPS PING SSH
Item Description Remarks
® Characters such as
~#HY%N&*H\[{};:"/<>? and spaces are
not allowed.
Interface ® The name is specified when you
Name of a bridge interface. create a bridge interface and cannot
Name be modified in later steps.
[Example]
br1
Connection Whether to enable the bridge [Example]
Status interface. Enable
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Item Description Remarks
Member interface in the bridge To add a member to the bridge interface,
interface. set Bridge Interface to the current bridge
Member interfaces set to transparent mode. corresponding member interface (such as
Interface One bridge interface can contain physical interface or aggregate interface).
multiple transparent interfaces, but [Example]
each transparent interface can belong
. . Ge0/2
to only one bridge interface.
Address
Connection type of the bridge
interface. The options are as follows:
® Static Address: Applicable when
the network administrator
specifies an IP address for the
device based on the predefined
IP address planning. This
Connection connection typg requires the [Example]
network administrator to possess
Type certain network knowledge. Static Address
When this option is selected, you
need to set IP/Mask and Next-
Hop Address.
® DHCP: Applicable when the
network administrator is not
professional. The bridge interface
automatically obtains an IP
address from the upper-layer
DHCP server for Internet access.
You need to set this parameter when
Connection Type is set to Static Address.
IP/Mask IP address and mask of the interface.
[Example]
192.168.20.1/24
You need to set this parameter when
Next-Hop Next router address to reach the Connection Type is set to Static Address.
Address router with the destination address. [Example]
192.168.20.2/24
Default [Example]
Whether to enable the default route.
Route Enable
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Item Description Remarks
Whether to enable source MAC
address consistency check. If you
select Enable, the firewall checks the
source MAC address of the packet
Src. MAC
. with the source MAC address in the [Example]
Consistency . .
session. If they are different, the Enable
Check . )
firewall does not check the session
status of the packet but transparently
forwards the packet over the bridge
network directly.
The configuration takes effect when local
Access Whether the bridge interface supports | defense is enabled on the device.
Management | HTTPS, ping, and SSH. [Example]
Select HTTPS.

7.3 Routing Mode

7.3.1 Preparations

Confirm the following information before performing the configuration:

® |f you deploy the firewall in routing mode, you need to confirm the network scale, the number of users who

want to access the Internet, access mode (static address, ADSL dialup, or dynamic address obtaining through

DHCP), port type (GE electrical port, GE optical port, or 10GE optical port), access bandwidth, and IP address

planning.

® |[f a service system is involved, check whether servers are deployed and whether the servers permit access

from external users.

® Check whether users need to use applications such as video conference.

) Note

In the current version, the NAT mode does not support applications such as video and conference.

® Software version obtaining methods
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Method Path

https://www.ruijienetworks.com/

> > I i -
Official website Choose Support > Download > Reyee and find the latest version of the Z

S series firewall under RG-WALL 1600-Z-S series cloud management

firewalls.

Choose System > System Maintenance > System Upgrade > Online
Web management page . )
Upgrade > Recommended Version to upgrade to the latest version
of the firewall ) )
(recommended) in online mode.

After the device goes online on the Ruijie Cloud, you can remotely upgrade
the device in online mode on the Ruijie Cloud (without the need for local
Ruijie Cloud upgrade).

Choose Monitoring > Device > Firewall, select a device, select a version,

and click Upgrade.

A\ Caution

If the quick onboarding wizard is not used for the deployment, you must adjust the system time in advance.
Otherwise, the time clock is inaccurate, which may affect reports and logs. To set the system time, choose

System > System Config > System Time.

7.3.2 Single-Line Onboarding (Quick Deployment)

Network Requirements

As shown in the following figure, the firewall functions as an ONU directly connected to the network egress. In
this networking, the firewall is similar to a router that participates in routing topology building. The WAN interface
can use a static IP address or an address dynamically allocated through DHCP or dial up using ADSL to
communicate with terminals in the LAN network segment 192.168.1.0/24.

& Note
DHCP is disabled on firewall interfaces by default. Any interface on the firewall can be used as a LAN interface
or a WAN interface.

Network Topology
Trusted LAN port WAN port Untrusted
192.168.1.1/24 | & ADSL
:j -g” Internet
192.168.1.10/24 Firewall

Assume that the username and password allocated by the ISP are admin and ruijie@123.
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Configuration Points
(1) Implement quick onboarding. Select a deployment mode (routing mode) and configure a WAN interface and

a LAN interface to complete Internet access.

® WAN interface: Applicable to Internet access to connect the firewall to the Internet. Generally, the WAN
interface is directly connected to the FTTH ONU of the ISP. The following connection types are supported
based on the interface type:

o Static address: Applicable when the network administrator specifies an IP address for the device based
on the predefined IP address planning. This connection type requires the network administrator to

possess certain network knowledge. The IP address/mask and next-hop address must be configured.

o DHCP: Applicable when no professional network administrator is available. The user terminal

automatically obtains an IP address to access the Internet after the terminal is connected to the firewall.

o ADSL dialup: Applicable for dialup access to the ISP network. The account and password of the dialup

user must be configured.
® LAN interface: Applicable for connection to LAN devices, such as PCs, switches, and printers.

(2) (Optional) Check the connectivity. The system automatically checks whether the firewall is connected to the

Internet.
(3) Complete the quick onboarding configuration.
(4) (Optional) Implement remote O&M on the cloud.

Procedure
(1) Implement quick onboarding.

a Configure the IP addresses of the PC and the 0/MGMT management interface to be on the same network
segment. Visit https://192.168.1.200 (default address) to log in to the device using the default account
and password (admin and firewall).

b  Configure a WAN interface and a LAN interface to complete Internet access.

a In this example, Ge0/0 (port O/MGMT by default) is used as the LAN interface and Ge0/1 (enabled with
DHCP for dynamic address allocation) is used as the WAN interface.

¢ Set the mode to routing.

Select an interface. ) Electrical [ Optical | W On v Configured I Selected

Ruijie OMEMT 1 2 3 4 5 6 7 OF  &F
Z3200-S
Selecta
mode. 7] [ @
© Routing Mode xompie] GeO/1: 201101023 Transparent Mode ‘ Off-Path Mode >}
e
In routing mode, a firewall @ (¥} n switching mode, a ¥ In ofi-path made, both
wol B G129 Layer 2 . w ‘ u traffic e w
structure o be e
@ e tobe w .
O w= 00 e= o
prodob

Interface Name  Ge0/0

* Interface Type () WAN Interface | @ LAN Interface

1P Type [NEVERM iPv6

Connection Type @ Static Address

*IP/Mask | 192.168.1.200/24

* DHCP Address Pool 192.168.1.1 - 192.168.1.254
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Select an interface.

Ruijie

Enw
B~

232005

Selecta

mode.

© Routing Mode Transparent Mode

In routing mode, a firewall @ [¥] In switching mode, a
works at Layer 3 and is ] G018 1 firewall works at Layer 2
deployed at the edge of and the network structure
anintranet, extranet, or e does ot need to be
DMz, changed.

0D e=

Interface Name  Ge0/1

*Interface Typ§ @ WAN Interface

IP Type

LAN Interface

1Pv4

Static Address. © DHCP

IPVE

Connection Type PPPOE

Configuration Examples for Typical Scenarios

1 Electrical [ Optical | M On  Configured Selected

Off-Path Mode

In off-path mode, both
uplnk and downlink traffic
o switch interfaces to be

@ menitored is mirrored o

the off-path interface f

| - the firewall without
chanaing the netuork
structure.

- Y5
P!

| -

A\ Caution

Each interface can be separately configured to work in routing or bridge mode.

(2) (Optional) Check the connectivity.

Ruijie

i Mgt Quick Onboarding ~ Po

Quick Onboarding Wizard Exit
(© Quick Onboarding ®c Check
LN
&
w
@ &
=]
aan w5
&5
W
Network connectivity is normal.
Please go to the next step.
Detect Again
Next

Previous

(3) Complete the quick onboarding configuration and bind the firewall to the Ruijie Cloud to implement remote

O&M.
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Quick Onboarding Wizard (2 Device Cloudification it Wizare

Enable Ruijie Cloud-based Management

Ruifie Cloud-based Management

wijie Reyee App to scan the QR
ud for remate

Bl @ oven vutic rey
@) scan the O code

@ connect 1o Ruijie Cloud.

ise. the configuration cannot take effect. If the outbound interface is configured with DHCP or PPPOE, the DNS serves

iayer DHCP address pool ¢

«<=0

Configuration Verification
Set the IP address of the PC to 192.168.1.1/24, gateway address to 192.168.1.200, and DNS server addresses

to 114.114.114.114 (primary) and 223.5.5.5 (secondary). (The address of the local DNS server must be used.)
The PC can normally access the Internet.

Precautions

® By default, DHCP is disabled on the firewall interface. To allow downstream PCs to dynamically obtain IP

addresses to access the Internet, choose Network > DHCP > DHCP Server and enable DHCP Server.

RUIfIe | Z series Firewal ® Network

I DHCP Service List

DHCP Server
@ Create | T Delete | T Refres networkentireAgreeme

Interface network. etwork. OrPrefix Default Gateway Lease Time DNS Operation

Ge0/0 Ipvd 192.168.1.1-192.168.1.254 92.168,1.200 1HourOMinute 114.114.114.114 Edit Delete

® The routing mode deployment in this section uses Layer 2 networking as an example to describe how to
implement Internet access. If the downstream network of the firewall is a Layer 3 network, for example, the
gateway of the downstream terminal is not the firewall, you need to add a static route to the LAN network
segment based on the actual network planning. (In this static route, the destination network segment is the
LAN service network segment and the next-hop address is the address of the interface connecting the
downstream device to the firewall.)
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IRUifIe | Z Series Firewall & Home = itor @ Network % Object [E7 Policy &3 System

< Back Create Static Routing
IP Type I1Pv4
* Dest. IP Range/Mask
ntelligent Routing Next-Hop Address
ess Libran te Interface
*(O Priority = &
Link Detection

Description

7.3.3 Single-Line Onboarding (Custom Deployment)

1. Onboarding Through Single ADSL Line

Network Requirements

The PC is located in the LAN network segment 192.168.1.0/24. The WAN interface dials up using PPPoE to

obtain an IP address from the ISP. The PC wants to access the Internet through the firewall.

Network Topology

Trusted LAN port WAN port Untrusted

192.168.1.1/24 _.i ADSL
! i e Internet

192.168.1.10/24

Firewall

Item Description

LAN interface, which belongs to the security zone trust.

Ge0/6
The IP address is 192.168.1.1.
WAN interface, which belongs to the security zone untrust.
Ge0/7 This interface dials up to obtain an IP address from the ISP. The username and password

allocated by the ISP are admin and ruijie@123.

Configuration Points
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Step Description Key Configuration
Select two interfaces on the device and ®  WAN interface: Set Connection Type to
. . PPPoE and add the interface to the
set the interface type to WAN interface security zone untrust. The system
Configure and LAN interface respectively. automatically generates a default route.
interfaces. . ) ® LAN interface: Set the IP address to
AN t'“terffce- Used to connect to 192.168.1.1/24 and add the interface to
€ Internet. the security zone trust. You can choose
® LAN interface: Used to connect to to enable some management functions
the LAN. on the interface.
Create an To facilitate management, configure the
Set the name to lan and IP address to
address IP address of the LAN user as an
192.168.1.10.
object. address object.
Create a _ . ®  Src. Security Zone: trust
" Create a policy to control traffic between | ¢  gyc Address: lan
securi : :
. Y the LAN interface and WAN interface. [ Dest. Security Zone: untrust
policy.
® Dest. Address: any
®  Src. Security Zone: trust
®  Src. Address: lan
Configure Configure source NAT to allow the LAN ®  Dest. Security Zone: untrust
NAT. user to normally access the Internet. ® Dest. Address: any
®  Src. Address Translated to: Outbound
Interface Address
Procedure

(1) Configure the WAN interface.

a Choose Network > Interface > Physical Interface.

b  Select the physical interface to be used as the WAN interface and click Edit.
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< Back Edit Physical Interface
Basic Info
Interface Name
Description
Connection Status @ Enable Disable
Mode @ Routing Mode Transparent Mode Off-Path Mode
*Z7one  untrust @ Add Security Zone

Interface Type @ WAN Interface LAN Interface

Address
IP Type 1Pv4 IPvE
Connection Type Static Address DHCP © PPPoE
* Account | admin

* Password ssasssssas

¢ Set parameters for the interface.

Item Description
Mode Routing Mode
Zone untrust
Interface Type WAN Interface
Connection Type PPPoE
Account admin
Password ruijie@123

d Enable management functions on the interface as required. You are advised to enable the HTTPS, ping,

and SSH services only on the LAN interface.
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Line Bandwidth
Uplink

Downlink

Access Management

Permit HTTPS PING SSH

Advanced
ISP Address Library
O MTU 1500
MAC 00:d0:f8:22:37:10 Restore Default MAC

Link Detection

e Click Save.

After successful configuration, interface information marked in the red block is displayed, as shown in the

following figure.

TRUGIE | 2 sees Frows

2] 1 Physical Interface
@ FEnable  © Disable | T Refresh

Netwerk Interface

Interface Name Description S Mode Zone Connection Type L3 Aggregation Mode MTU Operation

- Routing st 1Pt sttic 1P 1921681 200724 1500 e

o - Routing st 1Put: DHCP . . 1500 e
Transparent trust - - - 1500 Eait

m ransparent untrust 1500 et
Rouring st E - 1500 ™

Genys - N Tensparent umst - - 1500 an

B » Routing wntrust Pud: DHCP iTea0aazas - 1500 et
3 Rewting uninust P PEPOE 192168992132 1500 it

Transparent - - - 1500 Fdit

tensparent - - 1500 i

(2) Configure the LAN interface.
a Choose Network > Interface > Physical Interface.

b  Select the physical interface to be used as the LAN interface and click Edit.
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< Back Edit Physical Interface

Basic Info

Interface Name

Description
Connection Status @ Enable Disable
Mode @ Routing Mode Transparent Mode Off-Path Mode
*Zone | trust & Add Security Zone

Interface Type WAN Interface © LAN Interface

Address
IP Type 1Pv4 IPv6
Connection Type @ Static Address DHCP PPPoE

* IP/Mask 192.168.1.1/24

¢ Set parameters for the interface.

Item Description
Mode Routing Mode
Zone trust

Interface Type LAN Interface
Connection Type Static Address
IP/Mask 192.168.1.1/24

d Enable management functions on the interface as required. You are advised to enable the HTTPS, ping,

and SSH services only on the LAN interface.
e Click Save.

After the WAN interface and LAN interface are successfully configured, choose Network > Routing > Routing

Table. You can find that the device automatically generates a default route.
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Type Dast. IP Range/Mask Naxt-Hop Addrass Priority Intarface

0000/ 17220371 Gen/7

0.00.0/0 ppRIS

o4

Direct route 92.168.1.0/24 Ged/0

Direct route 192,168.99.1/32 pPR1S

(3) Configure address resources.
a Choose Object > Address > IPv4 Address.

b  Click Create and add an address object with a LAN IP address.

£ Home & Monito & Network A Object EZ Policy

< Back Add IPv4 Address Object
Basic Info
* Name

Description

IP Address/Range

* (D IP Address/Range

¢ Set parameters for the address object.

Set Name to lan and IP Address/Range to 192.168.1.10.
d Click Save.

(4) Create a security policy.
a Choose Policy > Security Policy > Security Policy.

b  Click Create and create a security policy.
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< Back Create Security Policy

Basic Info

* Name trust_to_untrust

Enabled State @ Enable Disable
* Policy Group Default Policy Group @ Add Group
* hdjacent Policy Default Policy Before
Description

Src. and Dest.
* Src. Security Zone trust
*Src. Address any

* Dest. Security untrust

Zone

* Dest. Address any

Service

Service  any

App

App  any

Time Range

Time Range @ Add One-Off Time Plan @& Add Cyclic Time Plan

Action Settings

Action Option @ Permit Deny

Content Security (After being enabled, the following configurations only take effect for IPv4 traffic.)

Intrusion Prevention Enable © NotEnabled & Add Intrusion Prevention Template
Virus Protection Enable © NotEnabled @ Add Virus Protection Template

URL Filtering Enable © Not Enabled @ Add URL Filtering

Advanced Settings

Save

¢ Set parameters for the policy.

Item Description
Src. Security Zone trust

Src. Address lan

Dest. Security Zone untrust
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Item Description
Dest. Address any
Service any
App any

d Click Confirm.

(5) Configure a NAT policy.

a Choose Policy > NAT Policy > NAT.

b  Click Create.

a Add a source NAT policy to translate the source address of traffic sent by a device in the zone trust and

going out from a device in the zone untrust.

Ruijie | 2 va @ Home

Packet After NAT

Src. Address

Translated to

Object = (& Policy System

< Back Add NAT
NAT Type
NAT Type @ SNAT DNAT SNAT and DNAT
Basic Info
“Name | rule_nat
Enabled State @ Enable Disable
Description
Time Range any @ Add One-Off Time Plan & Add Cyclic Time Plan
Packet Before NAT
*Src. Security Zone trust
*Src. Address  any
* Dest. Security  untrust
Zone
* Dest. Address  any
*Service  any

Address Pool Designated IP © Outbound Interface Address

¢ Set parameters for the NAT policy.

Item Description
Src. Security Zone trust
Src. Address lan
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Item Description

Dest. Security Zone untrust

Dest. Address any

Src. Address Translated to Outbound Interface Address
d Click Save.

Configuration Verification

Set the IP address of the PC to 192.168.1.10/24, gateway address to 192.168.1.1, and DNS server addresses
to 114.114.114.114 (primary) and 223.5.5.5 (secondary). (The address of the local DNS server must be used.)

The PC can successfully ping the address 114.114.114.114.
2. Onboarding Through Static Address

Network Requirements

The computer is located in the LAN network segment 192.168.1.0/24. The WAN interface is connected to a

dedicated line and specified by a static address by the ISP. The computer wants to access the Internet through

the firewall.
Network Topology
Trusted LAN port WAN port Untrusted
192.168.1.1/24 ] 192.168.20.2/24
:5" ( Internet5
192.168.1.10/24 Firewall
Item Description
LAN interface, which belongs to the security zone trust.
Ge0/1
The IP address is 192.168.1.1/24.
WAN interface, which belongs to the security zone untrust.
Ge0/6 The fixed IP address allocated by the ISP to this interface and the gateway address are
192.168.20.2/20 and 192.168.20.1, respectively.
DNS The DNS address is 192.168.58.110, which is obtained from the ISP.

Configuration Points
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Step Description Key Configuration
® WAN interface: Set Connection Type
to Static Address and configure the
Select two interfaces on the device and next-hop address.
set the interface type to WAN interface ® Add the interface to the security
' : . zone untrust. The system
Configure and LAN interface respectively. automatically generates a default
interfaces. ®  WAN interface: Used to connect route.
to the Internet. ® LAN interface: Set the IP address to
® LAN interface: Used to connect 192.168.1.1/24 and add the interface
to the LAN. to the security zone trust. You can
choose to enable some management
functions on the interface.
Create an To facilitate management, configure the
Set the name to lan and IP address to
address IP address of the LAN user as an
) ) 192.168.1.10.
object. address object.
Create a ®  Src. Security Zone: trust
" Create a policy to control traffic between ® Src. Address: lan
securi : :
i Y the LAN interface and WAN interface. ® Dest. Security Zone: untrust
policy.
¥ ® Dest. Address: any
®  Src. Security Zone: trust
. _ ®  Src. Address: lan
Configure Configure source NAT to allow the LAN ® Dest. Security Zone: untrust
NAT. user to normally access the Internet. ® Dest. Address: any
® Src. Address Translated to:
Outbound Interface Address
Procedure

(1) Configure the WAN interface.

a Choose Network > Interface > Physical Interface.

b  Select the physical interface to be used as the WAN interface and click Edit.
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rRuijie | z ewa © Home J Monitor & Network

< gack  Edit Physical Interface

Physical Interface

Basic Info
Interface Name
Description
Connection Status €@ Enable Disable
Mode @ Routing Mode Transparent Mode Off-Path Mode
“ Zone untrust @ Add Security Zone

Interface Type @ WAN Interface LAN Interface

Address
IP Type 1Pvd IPvE
Connection Type @ Static Address DHCP PPPoE
“IP/Mask | 192.168.20.2/24
* Next-Hop Address 192.168.20.1

Default Route (i)

c Set parameters for the interface.

Item Description
Mode Routing Mode
Zone untrust
Interface Type WAN Interface
Connection Type Static Address
IP/Mask 192.168.20.2/24
Next-Hop Address 192.168.20.1

d Click Save.

After successful configuration, interface information marked in the red block is displayed, as shown in the
following figure.
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1 Physical Interface

@tnavle O Disable | & Refresh

Interface Name Description N-lwu:.:::-rﬁm Mode Zane Connection Type P Aggregation Mode MTU Operation

n Routing st 1Pvi: Static 1P 192166120024 - 1500 :

L] Routing trust 1Pvs: DHCP E 1500 ror

Tansparent  trust - - - 1500 ek

Transparent untrust - - 1500 o)

Routing trustt - - 1500 @

a Transparent untrustl - - - 1500 ‘ E

- Routing untrust 1Py Static 1P 19216620224 1500 o)

- Routing untrust Bv: GHCP W23 - 1500 o)

lenGell - Transparent - - - - 1500 ( E

Transparent 1500 o)

(2) Configure the LAN interface.
a Choose Network > Interface > Physical Interface.

b  Select the physical interface to be used as the LAN interface and click Edit.

< Back Edit Physical Interface

Basic Info

Interface Name

Description
Connection Status @ Enable Disable
Mode @ Routing Mode Transparent Mode Off-Path Mode
* Zane trust @ Add Security Zone

Interface Type WAN Interface © LAN Interface

Address
IP Type IPv4 IPv6

Connection Type @ Static Address DHCP PPPoE

* IP/Mask 192.168.1.1/24

c Set parameters for the interface.

Item Description
Mode Routing Mode
Zone trust
Interface Type LAN Interface
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Item Description
Connection Type Static Address
IP/Mask 192.168.1.1/24

d Enable management functions on the interface as required. You are advised to enable the HTTPS, ping,

and SSH services only on the LAN interface.
e Click Save.

After the WAN interface and LAN interface are successfully configured, choose Network > Routing > Routing

Table. You can find that the device automatically generates a default route.

Ruijie | Z sedes firewal ® Network

Dest. IP Range/Mask Next-Hop Address Interface Priority Link Detection Description Operation

192.168.20 Ged/6

(3) Configure address resources.
a Choose Object > Address > IPv4 Address.

b  Click Create and add an address object with a LAN IP address.
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RUJ}TG 2 Series Firewall ©r Home 4 Monitor £ Network & Object 2 Policy

Pl e < Back Add IPv4 Address Object

Basic Info
* Name lan

B Time Plan Description

@ ISP Address Library

=] Cer e -

[ Content Template IP Address/Range

* (0 IP Address/Range 192.168.1.10

¢ Set parameters for the address object.
a Set Name to lan and IP Address/Range to 192.168.1.10.
d Click Save.
(4) Create a security policy.
a Choose Policy > Security Policy.

b  Click Create and create a security policy.
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< Back Create Security Policy

Basic Info

* Name trust_to_untrust

Enabled State @ Enable Disable
* Policy Group Default Policy Group @ Add Group
* hdjacent Policy Default Policy Before
Description

Src. and Dest.
* Src. Security Zone trust
*Src. Address any

* Dest. Security untrust

Zone

* Dest. Address any

Service

Service  any

App

App  any

Time Range

Time Range @ Add One-Off Time Plan @& Add Cyclic Time Plan

Action Settings

Action Option @ Permit Deny

Content Security (After being enabled, the following configurations only take effect for IPv4 traffic.)

Intrusion Prevention Enable © NotEnabled & Add Intrusion Prevention Template
Virus Protection Enable © NotEnabled @ Add Virus Protection Template

URL Filtering Enable © Not Enabled @ Add URL Filtering

Advanced Settings

Save

¢ Set parameters for the security policy.

Item Description
Src. Security Zone trust

Src. Address lan

Dest. Security Zone untrust
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Item Description
Dest. Address any
Service any
App any

d Click Save.

(5) Configure a NAT policy.
a Choose Policy > NAT Policy > NAT.
b  Click Create and add a source NAT policy to translate the source address of traffic sent by a device in

the zone trust and going out from a device in the zone untrust.

Ruie @ Home e - Object = 2 Poliey System
< Back Add NAT
NAT Type
NAT Type @ SNAT DNAT SNAT and DNAT
Basic Info
*Name | rule_nat
Enabled State @ Enable Disable
Description
Time Range  any @ Add One-Off Time Plan (@ Add Cyclic Time Plan
Packet Before NAT
*Src. Security Zone  trust
* Src. Address  any
* Dest. Security untrust
Zone
* Dest. Address any
*Service  any

Packet After NAT

Src. Address

Translated to

Address Pool Designated IP © Outbound Interface Address

¢ Set parameters for the NAT policy.
Item Description
Src. Security Zone trust
Src. Address lan
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Item Description
Dest. Security Zone untrust
Dest. Address any

Src. Address Translated to

Outbound Interface Address

d Click Save.

Configuration Verification

Set the IP address of the PC to 192.168.1.10/24, gateway address to 192.168.1.1, and DNS server addresses
to 114.114.114.114 (primary) and 223.5.5.5 (secondary). (The address of the local DNS server must be used.)

The PC can successfully ping the address 114.114.114.114.

3. Onboarding Through DHCP

Network Requirements

The PC is located in the LAN network segment 192.168.1.0/24. The WAN interface is connected to a dedicated

line and specified by a static address by the ISP. The PC wants to access the Internet through the firewall.

Network Topology

Trusted

:E 192.168.1.1/24

192.168.1.10/24

WAN port Untrusted
R DHCP
- Internet
Firewall

Item Description

Ge0/6

LAN interface, which belongs to the security zone trust.

The IP address is 192.168.1.1/24.

Ge0/7

WAN interface, which belongs to the security zone untrust.

This interface obtains an IP address through DHCP.

Configuration Points
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Step Description Key Configuration
® WAN interface: Set Connection Type
Select two interf: the devi d to DHCP. Add the interface to the
elect two Intertaces on the device an security zone untrust. After the WAN
set the interface type to WAN interface interface obtains an IP address
i d LAN interf vel through DHCP, the system
Configure an interface respectively. automatically generates a default
interfaces. ®  WAN interface: Used to connect route.
to the Internet. ® LAN interface: Set the IP address to
® LAN interface: Used to connect 192.168.1.1/?4 and add the interface
to the security zone trust. You can
to the LAN.
choose to enable some management
functions on the interface.
Create an To facilitate management, configure the
Set the name to lan and IP address to
address IP address of the LAN user as an
) ) 192.168.1.10.
object. address object.
Create a Create a policy to control traffic between ®  Src. Security Zone: trust
security the LAN interface and WAN interface ®  Src. Address: lan
® Dest.S ity Zone: untrust
policy. and enable NAT. est. Security Zone: untrus
® Dest. Address: any
Procedure

(1) Configure the WAN interface.

a Choose Network > Interface > Physical Interface.

b  Select the physical interface to be used as the WAN interface and click Edit.

< Back

Edit Physical Interface

Basic Info

Interface Mame

Description

Connection Status @ Enable Disable

Mode @ Routing Mode Transparent Mode Off-Path Mode

* Zone untrust

@ Add Security Zone

Interface Type @ WAN Interface LAN Interface

Address

IP Type IPvd IPv6

Connection Type Static Address © DHCP
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¢  Set parameters for the interface.

Item Description
Mode Routing Mode
Zone untrust
Interface Type WAN Interface
Connection Type DHCP

d Click Save.
After successful configuration, interface information marked in the red block is displayed, as shown in the
following figure.

I Physical Interface

@ Enable | © Disable & Refresh

Interface Name ~ Description Network Interfa Mode Zone I P AsgregationMo Operation
<e Status e de
Ge0/0 - m Routing trust 1Pv4: Static IP 192.168.1.200/24 - 1500 Edit
Geo/1 - m Routing trust 1Pv4: DHCP - - 1500 @ it
Ge0/2 - Transparent trust - - - 1500 @D it
Ge0/3 - Transparent untrust - - - 1500 @ o
Ge0/4 - Routing trustl - - - 1500 @D it
Ge0/5 - m Transparent untrust! - - - 1500 @ &dic
Ge0/6 - m Routing trust 1Pv4: Static IP 192.168.1.1/24 - 1500 @ kit
Ge0/7 - m Routing untrust 1Pv4: DHCP 172.2037.124/24 | - 1500 @ it
TenGe0/0 - Transparent - - - - 1500 @ e
Ge0/8 - Transparent - - - - 1500 @ it

(2) Configure the LAN interface.
a Choose Network > Interface > Physical Interface.

b  Select the physical interface to be used as the LAN interface and click Edit.
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< Back Edit Physical Interface

Basic Info

Interface Name

Description
Connection Status €@ Enable Disable
Mode @ Routing Mode Transparent Mode Off-Path Mode
* Zone trust @ Add Security Zone

Interface Type WAN Interface © LAN Interface

Address
IP Type IPvd IPv6
Connection Type @ Static Address DHCP PPPoE

* IP/Mask 192.168.1.1/24

c Set parameters for the interface.

Item Description
Mode Routing Mode
Zone trust

Interface Type LAN Interface
Connection Type Static Address
IP/Mask 192.168.1.1/24

d Enable management functions on the interface as required. You are advised to enable the HTTPS, ping,

and SSH services only on the LAN interface.
e Click Save.

After the WAN interface and LAN interface are successfully configured, choose Network > Routing > Routing

Table. You can find that the device automatically generates a default route.
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1Pvd 1Pv6

QO Refresh

Type Dest. IP Range/Mask Next-Hop Address Priority Interface
Static route 000070 7220371 5 Ge0/7
Direct route 172.20.37.0/24 - - Ged/
Direct route 192.168.1.0/24 - - GO/

(3) Configure address resources.
a Choose Object > Address > IPv4 Address.

b  Click Create and add an address object with a LAN IP address.

RUJ]TG 2 Series Firewall ©r Home & nitor & Network 2= Object & Policy

Address < Back Add IPv4 Address Object

Basic Info

* Name lan
Time Plan Description
r Authentication
y
IP Address/Range
“ (D |P Address/Range 192.168.1.10
y

¢ Set Name to lan and IP Address/Range to 192.168.1.10.
d Click Save.

(4) Create a security policy.
a Choose Policy > Security Policy.

b  Click Create.
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c Set parameters for the security policy.

Configuration Examples for Typical Scenarios

Item Description
Src. Security Zone trust
Src. Address lan
Dest. Security Zone untrust
Dest. Address any
Service any
App any
d Click Save.

(5) Configure a NAT policy.

a Choose Policy > NAT Policy > NAT.
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b  Click Create and add a source NAT policy to translate the source address of traffic sent by a device in
the zone trust and going out from a device in the zone untrust.

< Back Create Security Policy

Basic Info

*MName  trust_to_untrust

Enabled State @ Enable Disable
* Policy Group Default Policy Group @ Add Group
* Adjacent Policy = Default Policy Before
Description

Src. and Dest.
*Src. Security Zone  trust
*Src. Address  any

* Dest. Security untrust

Zane

* Dest. Address  any

Service

Service  any
App
App  any

Time Range

Time Range @ Add One-Off Time Plan @ Add Cyclic Time Plan

Action Settings

Action Option @ Permit Deny

Content Security (After being enabled, the following configurations only take effect for IPv4 traffic.)
Intrusion Prevention Enable © NotEnabled @ Add Intrusion Prevention Template
Virus Protection Enable © Not Enabled & Add Virus Protection Template

URL Filtering Enable © NotEnabled @ Add URL Filtering

Advanced Settings

Save

¢ Set parameters for the NAT policy.

Item Description
Src. Security Zone trust
Src. Address lan
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Item Description

Dest. Security Zone untrust

Dest. Address any

Src. Address Translated to Outbound Interface Address
d Click Save.

Configuration Verification

Set the IP address of the PC to 192.168.1.10/24, gateway address to 192.168.1.1, and DNS server addresses
to 114.114.114.114 (primary) and 223.5.5.5 (secondary). (The address of the local DNS server must be used.)
The PC can successfully ping the address 114.114.114.114.

7.4 Off-Path Mode

7.4.1 Preparations

Confirm the following information before performing the configuration:

® [f you deploy the firewall in off-path mode, you need to confirm the network scale and port type (GE electrical
port, GE optical port, or 10GE optical port). As out-of-band management is used in off-path mode, an
independent cable is required to connect the management interface to the network. You need to plan the IP
address and next hop of the management interface and ensure that the management interface of the firewall
can be connected to the Internet and managed on the cloud.

® |If a service system is involved, check whether servers are deployed and whether the servers permit access

from external users.

® Software version obtaining methods

Method Path

https://www.ruijienetworks.com/

Official website Choose Support > Download > Reyee and find the latest version of the Z-S

series firewall under RG-WALL 1600-Z-S series cloud management firewalls.

Choose System > System Maintenance > System Upgrade > Online
Web management page . )
Upgrade > Recommended Version to upgrade to the latest version
of the firewall
(recommended) in online mode.

After the device goes online on the Ruijie Cloud, you can remotely upgrade
the device in online mode on the Ruijie Cloud (without the need for local
Ruijie Cloud upgrade).

Choose Monitoring > Device > Firewall, select a device, select a version,

and click Upgrade.
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A\ Caution
If the quick onboarding wizard is not used for the deployment, you must adjust the system time in advance.

Otherwise, the time clock is inaccurate, which may affect reports and logs. To set the system time, choose

System > System Config > System Time.

7.4.2 Deployment in Off-Path Mode (Quick Deployment)

Network Requirements

If the customer wants to use a firewall to monitor the network security information on the live network but does
not want to change the physical structure of the current network, the firewall can be deployed in off-path mode.
In this mode, the firewall is connected to the switch in off-path mode, and traffic of the switch is mirrored to the
off-path interface for detection, providing the security protection function. This mode monitors the security of the

customer network without changing the network structure and affecting data forwarding of the customer.

In off-path mode, the firewall does not forward traffic, but provides security protection for the monitored areas

instead.
Network Topology
Router
0/MGMT
. - i .
Switch SE- Firewall
Ge0/8

PC

L

Configuration Points

(1) Implement quick onboarding. Select a deployment mode (off-path mode) and configure an off-path interface.
Configure an IP address and the next hop for the management interface (0/MGMT) to ensure successful

connection to the Internet.

(2) (Optional) Check the connectivity. The system automatically checks whether the firewall is connected to the

Internet.
(3) Complete the quick onboarding configuration.
(4) (Optional) Implement remote O&M on the cloud.

(5) Mirror the switch traffic to the off-path interface of the firewall. (Omitted)
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(6) Create a security policy to permit the off-path detection traffic.

Procedure
(1) Implement quick onboarding.

a Configure interfaces.

o Configure an IP address and next hop for the 0/MGMT management interface (Ge0/0) and connect it to
the network using an independent network cable to ensure that the management interface can access
the Internet. (The IP addresses in this example are for reference only.)

Select an interface. © Electrical [ Optical | M On +~ Configured Selected
Ruijie 4 [
Z3200-5 . - n
Selecta .
mode. - - -
Transparent Mode @ Off-Path Mode 2
. ' [*] In switching mode, ‘ ' - Inn—‘l;::l"v:;‘mdr both i 0 -]
o ¢
i OO0 = L0 e=
Interface Name Ge0/0
Interface Type @ WAN Interface LAN Interface
1P Type [N Puts
Connection Type @ S idress DHCP PPPOE
1P/Mask 92.168.200.199/24
Next-Hop Address 92.168.200.1
o Configure another interface as the off-path interface. This example uses Ge0/8 as the off-path interface.
Select an interface. (1 Electrical [ Optical | M On ~ Configured Selected
Ruiie O/MGMT 1 2 3 4 5 6 7 oF gt
'm.,:,s & & &
Selecta )
mode. - -
Routing Mode u @ Off-Path Mode E
? v P
® :
[0 = [
Interface Name Ge0/8
Zone
& Note

The management interface cannot be set to the off-path mode.

(2) (Optional) Check the connectivity.
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RUI@ | Z Series Firewal

Network Mgmt  Quick Onboarding  Policy Wiza

Quick Onboarding Wizard Exit

© Quick Onboarding ®c ivity Check

an
&5
w7

@ <
an w7
&

w7

Network connectivity is normal.

Please go to the ne

e =3

(3) Complete the quick onboarding configuration and log in to Ruijie Cloud to implement remote O&M.

Quick Onboarding Wizard [ (2 Device Cloudification

Enable Ruijle Cloud-based Management

Ruijie Cloud-based Management

Ruijie Reyee App to scan the QR
)y connect to the cloud for remate

ot take effect, (If the outbound interface is configured with DHCP or BPPOE, the DNG serves

(4) Configure the switch to mirror both uplink and downlink traffic on switch interfaces to be monitored to the off-
path interface Ge0/8. (Omitted)

W Note

There are slight differences in the configuration method of different switches. For details, see the product

manual.

(5) Create a security policy.

After the quick deployment configuration is complete, the security policy allow_all is generated automatically.
This security policy permits all traffic by default. To control and detect the traffic in off-path mode, you need to

create a security policy in which both Src. Security Zone and Dest. Security Zone are set to monitor.
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I Security Policy £9 Simulation Space

Policy Group = @ Create | [ Delete | @ Enable | © Disable | O Refresh | More v Type Al
@® Add Policy Group . Src. Security Z  Src. Addres  Dest. Security  Dest. Addr ) Time Rang N
Priority Name Type Service App Operation
one s Zone ess e
- Default Policy Group
All Groups ~
) ) @ Gt
BE (4) Default ... 1 monitor_r... - monitor any monitor any any any any Delet
- \ elete
Edit
2 allow_trus. - 4 trust any untrust N any any any any @
- Delete
@ cait
3 allow all - any any any any any any any
- Delete
4 Default Po - any any any any any any any

Configuration Verification

Choose Monitor > Traffic Monitoring > Interface Traffic > Interface Traffic Statistics and check whether
there is traffic on the Ge0/8 port.

Interface Traffic Statistics

Interface Traffic Statistics | Interface Traffic Detalls Interface

Al WAN Intarfas + 1 Display Cycle  Real-Time

7.4.3 Configuring an Off-Path Interface (Custom Deployment)

Configuration Points

An off-path interface is an interface set to off-path mode and is used only to receive mirrored traffic but cannot
forward traffic. Security zone monitor defines the zone traffic of which needs to be monitored, and all off-path
interfaces belong to the zone monitor. When you create a security policy in off-path mode, you need to set both
Src. Security Zone and Dest. Security Zone to monitor.

Procedure
(1) Configure interfaces.

a Choose Network > Interface > Physical Interface, find the desired interface, and click Edit in the

Operation column. The Ge0/8 port is used as an example.
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I Physical Interface

@ Enable @ Disable O Refresh
o Network Interfa Connection Typ Aggregation Mo 5
Interface Name  Description g Made Zone . 1P s MTU Operation
0/0 - . Routing trust Pd: Static 1P 192.168.1.200/24 - 1500
- Routing trust Pvd: DHCP - - 1500
Transparent trust - - - 1500
Transparent  untrust - - - 1500
Routing trust - - - 1500
a Transparent  untrustl - - - 1500
" Routing trust Pvd: Static IP 92.168.1.1/24 - 1500
- Routing untrust Pvd: DHCP 722037124/24 - 1500
enGe0/0 Transparent 1500 Edit
GeO/B Transparent 1500 B

b Set Mode to Off-Path Mode and retain the default value monitor for Zone.

< Back Edit Physical Interface

Basic Info

Interface Name

Description
Connection Status @ Enable Disable
Mode Routing Mode Transparent Mode © Off-Path Mode
* Zane monitor ® Add Security Zone

@ Note: When configuring a security
policy for the off-path mode, set both the
source zone and destination zone to this
monitor zone, and mirror both uplink and
downlink traffic on switch interfaces to
be monitored to the off-path interface of
the firewall.Ge0/8

¢ Click Save.
(2) Create a security policy.

The security zone of the off-path interface is monitor by default. To facilitate management, you are advised to

separately configure a security control policy for off-path detection traffic.

a Choose Policy > Security Policy > Security Policy and click Create.
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I Security Policy

Policy Group = Batch Operation v More v | Refresh | [ Custom Field Tipe Al
@® Add Policy Group prior N Sre. Security Zone/l 5 [ Dest:Sacurtty Zona1 ol Dest. Ragi Servl Operati
riority ame = re. Address  Src. Region e~ est. Address  Dest. Reglon i peration

- Default Policy Group

All Graups
1 sshvpn_c2s untrust ippool_test any any res_test any any @D Edit More

8 (7) Default
2 4_To 2 in 4o 2 any any any any any any @D Edit More
3 BPSIE trust any any untrust any any any @D Edit More
4 default trust any any untrust any any any @D Edit More
5 aliow _al any any any any any any any @D Edit More
6 nat_test untrust any any any any any naty @D Edit More
7 Default o, any any any any any any any More

b  Access the simulation space and run the configured security policies in advance to ensure their security,

or click Create to apply the security policy to the firewall.

Tip )

Are you sure you want to add it in the simulation space?

The policy execution process can be simulated before actual
execution. The simulation helps you identify vulnerabilities and issues
in policies in advance and avoid risks to services in actual execution.

Do Not Show This Again

Simulation Space Create

¢ Create a security policy in which both Src. Security Zone and Dest. Security Zone are set to monitor

to implement access control and detection on the off-path traffic based on actual needs.
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< Back Create Security Policy

Basic Info

*Name

Enabled State

* Policy Group

* Priority

Description

Src. and Dest.

Src. Security

Zone/fInterface
* Src. Address
Src. Region

Dest. Security

Zone/fInterface
* Dest. Address
Dest. Region
Service

Action Option

Content Security
Intrusion Prevention
Virus Protection
URL Filtering

Keyword Filtering

Advanced

monitor_sec_rule

Default Policy Group

allow_all

monitor

any
any

monitor

any

any

any

O Permit Deny

App. User, Effective Time -

Settings

& Add Group

Before

7.4.4 Precautions for Deploying Off-Path Mode

Configuration Examples for Typical Scenarios

® When you deploy the firewall as the off-path detection device, you need to connect the interface receiving

the detection traffic to the switch and configure the switch to mirror both uplink and downlink traffic on switch

interfaces to be monitored to the firewall interface for detection.

® When you create a security policy in off-path mode (for access control of the off-path detection traffic), you

need to set both Src. Security Zone and Dest. Security Zone to monitor.

® When off-path detection is enabled on the interface, the firewall detects traffic passing through the interface

rather than forwarding the traffic.
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8 Common Operations

8.1 NAT Policy

8.1.1 NAT Technology

Network Address Translation (NAT) is to translate the source address (port) or destination address (port) in a

packet into the desired address. NAT includes the following two steps:

(1) Translate the original address into the mapped address.

(2) Restore the address in the returned packet.

The advantages of NAT are:

Private network addresses can be used on an intranet. Private network addresses are not routable on the

Internet, and can only be used after being converted to public network addresses.
NAT hides the real IP addresses so that attackers cannot know the real addresses of hosts.

If two network addresses overlap, they can use NAT to communicate with each other.

The following figure shows a typical working process of NAT.

Server

NAT Table
Outside Network ﬁ { Direction | Before NAT| After NAT
/| outbound | 192.168.1.2| 10.10.10.10
8888 Inbound | 10.10.10.10| 192.168.1.2
/\ ( Internetb
1P Packet 1 IP Packet 2
Source: 10.10.10.10 10.10.70.10] ¥ NaT Source: 8.8.8.8
Destination: 8.8.8.8 ..g_’ Device Destination: 10.10.10.10
.1}
______________________ - e = H gy g
IP Packet 1 IP Packet 2
Source: 192.168.1.2 192.168.1.1 Source: 8.8.8.8
Destination: 8.8.8.8 v Destination: 192.168.1.2
- 192.168.1.2
Inside Network Ej
Host
(1) IP packet 1 sent by the intranet user host (192.168.1.2) to the extranet server (8.8.8.8) will pass through the

)

@)

NAT device.

After checking the packet header, the NAT device finds that packet 1 is destined for the Internet, so it
translates the private address 192.168.1.2 in its source IP address field into a public network address
10.10.10.10 that can be routed on the Internet and sends packet 1 to the extranet server. In addition, the NAT

device records the mapping relationship in the NAT table.

After reply packet 2 (whose initial destination IP address is 10.10.10.10) sent by the extranet server to the
intranet host arrives at the NAT device, the NAT device checks the header again, searches the NAT table for
the record of the current network address, and then replaces the initial destination IP address with the private
address 192.168.1.2.
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(4) The NAT process described above is transparent to the endpoints (such as the host and server in the figure).
The extranet server only knows that the IP address of intranet host is 10.10.10.10, but does not know the
address 192.168.1.2. Therefore, NAT "hides" the private network of the enterprise.

The Z-S series firewalls support multiple NAT modes to implement unidirectional and bidirectional translation
between public IP addresses and private IP addresses. They are often used as specialized NAT devices. The
NAT modes supported by Z-S series firewalls include:

® Static NAT
® Dynamic NAT
® PAT

1. Static NAT

Static NAT fixedly translates the original addresses into mapped addresses, regardless of inbound and outbound.
As shown in Figure 8-1, 10.1.0.3 and 59.108.29.187 are one-to-one mapped. Different from dynamic NAT and
PAT, static NAT is a fixed translation procedure, so the destination network can also access the source network.

Figure 8-1 Static NAT Example

Ej 10.1.0.1724 _ &  59.108.29.140/24
B -
10.1.0.3/24 b Internet

PC Firewall

NAT Direction Address Before NAT Address After NAT
SNAT 10.1.0.3 59.108.29.187
DNAT 59.108.29.187 10.1.0.3

2. Dynamic NAT

Dynamic NAT translates a group of original IP addresses into a pool of mapped addresses that can be routed
on the destination network. The number of addresses in the mapped address pool can be smaller than the
number of original IP address. The translation process is a one-to-one mapping between the original address
and the mapped address. This mapping relationship is available only when the session is valid. When the
session becomes invalid, the mapping relationship is canceled. As shown in Figure 8-2, addresses 10.1.0.[3-8]
are translated into addresses 59.108.29.[90-99], to implement the communication between the intranet and the

Internet. However, the devices on the Internet do not know the addresses 10.1.0.[3-8].
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Figure 8-2 Dynamic NAT Example

10.1.0.1/24 59.108.29.140/24

-

b

PC

-
od

Firewall

( Internet>

NAT Direction

Address Before NAT

Address After NAT

SNAT 10.1.0.3-10.1.0.8 59.108.29.90-59.108.29.99
DNAT 59.108.29.90-59.108.29.99 10.1.0.3-10.1.0.8
3. PAT

Port Address Translation (PAT) maps multiple IP addresses into one public IP address. In the process of address
translation, the original addresses and the original ports are translated into mapped addresses and ports whose
numbers are greater than 1024. Every connection requires an independent translation process because the
source ports of the connections' original IP addresses are different. As shown in Figure 8-3, 10.1.0.3:1025 and
10.1.0.3:1026 requires different translation processes. PAT can fully use existing public IP address resources

on the Internet.

Figure 8-3 PAT Example

10.1.0.3/24 :Il S

10.1.0.1/24

10.1.0.4/24 :E-.

Firewall

59.108.29.140/24
Internet

10.1.0.8/24 [;ﬂ —
PC

NAT Direction

Address Before NAT

Address After NAT

SNAT

10.1.0.3-10.1.0.8

59.108.29.140
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DNAT

59.108.29.140

10.1.0.3-10.1.0.8

4. Firewall Policy-based NAT

Z-S series firewalls can realize fine-grained control of the above NAT modes, so that the NAT function can fully

meet the needs of customers, which is very flexible and convenient. You can perform NAT policy control from

the following dimensions:

® Perform NAT for certain addresses.

® Perform NAT in the required time segments.

® Perform NAT for certain destination addresses.

® Perform NAT for certain services.

® Perform NAT from a specified port to another specified port.

8.1.2 Application Scenario

Network Address Translation (NAT) is typically used on edge devices that connect two networks. By translating

an IP address in a packet header into another IP address, NAT enables mutual access between different types

of networks, such as IPv4 and IPv6 networks as well as intranets and extranets.

The following table lists the translation principles and scenarios of different types of NAT.

NAT Type

Principles

Application Scenario

Destination NAT

Translate the destination address
(public IPv4 address) in a packet into

a private IPv4 address.

Public network users can use public network

addresses to access intranet servers.

Twice NAT

Translate the source address (private
IPv4 address) and destination
address (public IPv4 address) in a
packet to other IPv4 addresses

separately.

Intranet users can use public network addresses

to access intranet servers.

Static NAT-PT

Configure one-to-one static mappings
between IPv6 and IPv4 addresses to

translate IPv4 and IPv6 addresses.

Fixed mutual access is required between an
IPv4 network and an IPv6 network. For example,
a host on an IPv4 network needs to access a

fixed web server on an IPv6 network.

Dynamic NAT-PT

Configure dynamic mappings
between IPv6 and IPv4 addresses to

translate IPv4 and IPv6 addresses.

No fixed mutual access is required between an
IPv4 network and an IPv6 network. For example,
a host on an IPv6 network needs to access

multiple servers on an IPv4 network.
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NAT Type

Principles

Application Scenario

Stateless NAT64

Configure NAT64 prefix information to
translate source and destination 1Pv4
or IPv6 addresses using the address
translation algorithms defined in
RFCs.

Multipoint-to-multipoint mutual access is
required between an IPv4 network and an IPv6

network.

Static NAT64

Configure static mappings between
IPv6 and IPv4 addresses to translate
source and destination addresses in

IPv6 packets to IPv4 addresses.

Multipoint-to-point mutual access is required

between IPv4 and IPv6 networks.

Dynamic NAT64

Configure dynamic mappings
between IPv6 and IPv4 addresses to
translate source and destination
addresses in IPv6 packets to IPv4

addresses.

Dynamic NAT64 only applies to scenarios where
an IPv6 host initiates a request to access an
IPv4 network (for example, an IPv6 user needs

to access an IPv4 server).

NAT66-source
NPTv6

Translate the source IPv6 address
prefix in an IPv6 packet into another
IPv6 address prefix.

Intranet users proactively access an extranet.

NAT66-destination
NPTv6

Translate the destination IPv6
address prefix in an IPv6 packet into

another IPv6 address prefix.

Servers on an intranet provide services (for
example, web services and FTP services) to an

extranet.

8.1.3 Configuring Destination Address Translation (One-to-One Port Mapping)

Network Requirements

After completing the basic firewall configurations, you need to map a web server (192.168.1.2) on the intranet

to the address of an extranet port (172.26.1.116) so that users on the extranet can access this server.

In addition, intranet users can use the public network address to access the server.

Network Topology
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Extranet

WAN: 172.26.1.11/24

-
=

LAN: 192.168.1.200/24

L]
E- Firewall
=

Ll —— Switch

Host: 192.168.1.0/24

Intranet ﬁ

Web server: 192.168.1.2/24

Configuration Points

(1) Complete basic network access settings.

(2) Configure a custom service.

(3) Configure the security policy.

(4) Configure port mapping.

Procedure

(1) Complete basic network access settings.
Choose Network > Interface > Physical Interface.

The interface configuration is as follows:

Network Interface Aggregation Mod

Interface Name Description Mode Zone Connection Type 1P
Status e

Ge0/0 - m Routing trust IPv4: Static IP 192.168.1.200/24

Ge0/1 - L] Routing untrust IPv4; DHCP

(2) Configure a custom service.

a Choose Object > Service > Custom Service.

Common Operations

Operation

Edit

Edit

b  Click Create and create a custom service 18080. In the Protocol List area, click Create. In the dialog

box that is displayed, set the protocol to TCP, the source port to 0-65535, and the destination port to

18080 (external port).
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< Back Add Service

Basic Info
* Service Name

Description

* Protocol List

@® Create | Ti] Delete & Refresh

Protocol Src. Port Dest. Port Type Code

No Data

Total: 0

¢ Click Save.
(3) Configure the security policy.

The policy configuration is as follows:

2 allow _trus... = trust any untrust any any

allow_trust to_untrust

(4) Configure port mapping.
a Choose Policy > NAT Policy > NAT.
b  Above the operation area, click Create.

The system displays the Add NAT page.
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< Back Add NAT

Common Operations

NAT Mode
NAT Mode SNAT @ DNAT Twice Nat
Basic Info
“Name | WebServer
Enabled State @ Enable Disable
Description
Time Range | any @ Add One-Off Time Plan & Add Cyclic Time Plan
Packet Before NAT
* Sre. Security Zone trust,untrust
*Src. Address  any
* Dest. Address 172.26.1.116
“ Service 18080
Packet After NAT
*IP | 192.168.1.2
@ Port 80
Item Description
Basic Info
Name WebServer
Enabled State Enable

Packet Before NAT

Src. Security Zone

untrust and trust

Src. Address

any

Dest. Address

WAN interface address: 172.26.1.116

Service Select the custom service 18080 created in step (2).
Packet After NAT
IP Address 192.168.1.2
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8.14

Item Description

Port 80 (internal port)

c Click Save.
Verification

Users can visit http://172.26.1.116 from the Internet.

Configuring Bidirectional Address Translation (Allowing Intranet PCs to Access

the Map Server by Using a Public Network Address)

Network Requirements

After completing the basic firewall configurations, you need to map a web server (192.168.2.2) on the intranet

to the address of an extranet port (200.10.10.10) so that users on the intranet and the extranet can access this
server.

® The web server is in the intranet server zone (zone: DMZ; IP address: 192.168.2.2; service: HTTPS).

® Extranet users need to access the server by accessing the extranet port address of the firewall (zone: untrust;
IP address: 200.10.10.10; port 50000).

® Intranet users (zone: trust) also need to access the server by accessing the extranet port address of the

firewall (zone: untrust; IP address: 200.10.10.10; port 50000), and the source address used to access the

server is the extranet port of the firewall.

Network Topology
Untrusted zone
Ge0/3: 200.10.10.10/24 DMZ
‘ L8 Ge0/2:192.168.2.1/24
Firewall _.g-» Eal
Ge0/1: 192.168.1.1/24 Web server
192.168.2.2/24

Czl Trusted zone

Intranet user

Configuration Points

(1) Complete basic network access settings.
(2) Configure a custom service.

(3) Configure the security policy.

(4) Configure bidirectional address translation.
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a Configure the destination address translation policy for extranet users.
b  Configure the twice NAT policy for intranet users.

Procedure

(1) Complete basic network access settings.

For details, see 7.3 Routing Mode.

(2) Configure a custom service.
a Choose Object > Service > Custom Service.

b Click Create and create a custom service Server_Mapping. In the Protocol List area, click Create. In
the dialog box that is displayed, set the protocol to TCP, the source port to 0-65535, and the destination
port to 50000.

Add Service )

Basic Info
* Service Name  Server Mapping

Description

* Protocol List

@ Create | ] Delete | & Refresh

Protocol Src. Port  Dest. Port Type Code Operation

TCP 0-65535 50000 - - Edit Delete

Total: 1

Confirm and Continue Adding Cancel

¢ Click Save.
(3) Configure the security policy.

The policy configuration is as follows:

- Src. Security Z  Src. Addres  Dest. Security  Dest. Addr B Time Rang . Content Sec 1 .
Priority Name Type Service App Action . Hi Operation
one H Zone ess e urity
~ Default Policy Group
Edit
1 permit_loca 1Pv4 trust lan_users untrust any any any any [ Perr@)] 0 «©

Delete

(4) Configure port mapping.
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Configure the destination address translation policy for extranet users.

a

b  Click Create.

RUIFIC | Z sedes Firewal

Name

Choose Policy > NAT Policy > NAT.

Packet Before NAT Packet After NAT

TimeRa  NATTy

nge pe

Descript
Dest. A ion

ddress

Dest A Dest Po
ddress "

Sre. Security
Zone

Dest. Security  Sre. Add

an Sre. Address

Service
ress

Qutbound Interface

any trust untrust any
Address

¢ Set the parameters related to destination address translation.

< Back Add NAT

NAT Mode

NAT Mode

Basic Info

*Name

Enabled State

Description

Time Range

Packet Before NAT

*Src. Security Zone

* Src. Address

* Dest. Address

* Service

Packet After NAT

1P

(@ Port

SNAT © DNAT Twice Nat
rule_1
© Enable Disable

any

@ Add One-Off Time Plan @ Add Cyclic Time Plan

untrust

any

200.10.10.10

Server_Mapping

192.168.2.2

443
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Item Description
Basic Info
Name rule_1
Enabled State Enable
Packet Before NAT
Src. Security Zone untrust
Src. Address any

Dest. Address

Extranet port IP address of the firewall: 200.10.10.10

Service Select the custom service Server_Mapping created in step (2).
Packet After NAT
Set the destination address to the IP address of web server in the DMZ,
IP Address
192.168.2.2.
Port Set the destination port to 443 (web server port).

Configure the twice NAT policy for intranet users.

a
b

C

Choose Policy > NAT Policy > NAT.

Click Create.

Set the parameters for twice NAT.
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< Back Add NAT
NAT Mode
MNAT Mode
Basic Info
* Name

Enabled State
Description

Time Range

Packet Before NAT
* Src, Security Zane
* Src. Address

* Dest. Address

* Service

Packet After NAT

Src. Address Translated to
* Designated IP

* Dest. Address
Translated to

) Dest. Port Number

Translated to

SNAT DNAT O Twice Nat

rule_2
© Enable Disable

any

trust

any

200101000

Server_Mapping
Address Pool @ Designated IP

200.10.10.10

192.168.2.2

Outbound Interface Address

Common Operations

® Add One-Off Time Plan & Add Cyclic Time Plan

Item Description

Basic Info

Name rule 2

Enabled State Enable

Packet Before NAT

Src. Security Zone trust

Src. Address any

Dest. Address Extranet port IP address of the firewall: Ge0/3:200.10.10.10.

177



Product Cookbook Common Operations

Item Description
Service Select the custom service Server_Mapping created in step (2).
Packet After NAT

In source address translation, configure the specified IP address

200.10.10.10 as the firewall's extranet address.

If the firewall has multiple extranet addresses, you can configure an
Src. Address

address pool as the extranet address, and then apply the address pool.
Translated to

Note: If the extranet address is configured as an egress interface address,
the source IP address will be translated into 192.168.2.1, which does not

meet requirements.

Designated IP Firewall's extranet address, for example, 200.10.10.10
Dest. Address Set the destination address to the IP address of web server in the DMZ,
Translated to 192.168.2.2.

Dest. Port Number

Set the destination port to 443 (web server port)
Translated to

d Click Save.
Verification
® Visit http://200.10.10.10:50000 from the intranet.
® Visit http://200.10.10.10:50000 from the extranet.

The NAT policy is successfully configured if the intranet web server is accessible both from the intranet and

extranet.
8.1.5 Configuration Example of Static NAT-PT Networking

1. Applicable Products and Versions

Table 8-1 Products and Versions

Device Type | Device Model Version

RG-WALL 1600-Z-S series cloud-managed
Firewall " | V5.2-NGFW_NTOS 1.0R5 or later
irewa

2. Service Demands

In a NAT64 networking scenario, NAT-PT policies are typically deployed on the edge devices of IPv4 and IPv6
networks to translate addresses in mutual access packets between the IPv4 and IPv6 networks.
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As shown in the following figure, a company is upgrading an IPv4 network to an IPv6 network. Before the
network-wide upgrade, partial network upgrade is performed first, and the network of an existing internal public
server has been upgraded from IPv4 to IPv6. In this case, a NAT-PT policy needs to be configured on the firewall

to translate IPv4 addresses into IPv6 addresses so that the public server can be accessed by the IPv4 network.

Server

3ffe:db8:10/96

3 —
— &
Gel0/3 Ge0/4
] Pvd Network @ 172.16.0.10/24 :E" 3ffe:db81/96 Q.
172.16.0.1/24
IPvd Subnet: 172.18.0.0/16 Router Firewall ;F;fvﬁ;l;;ar};g
el o
—
Cl—

Table 8-2 Key Configuration Points in the Network Diagram

Item Description

Pure IPv4 network 172.18.0.0/16

IPv4 network egress address 172.16.0.1/24

Public server 3ffe:db8::10/96

Pure IPv6 network 3ffe:db8::/96

NAT64 prefix information 2ffe:db8::/96, for route egress selection control

172.16.0.1, source IP address for accessing the public server
IPv4 address object
172.16.0.10, destination IP address for accessing the public server

IPv6 address object 3ffe:db8::10, for refined filtering based on security policies

Source IPv6 address after NAT 2ffe:db8::10

Destination IPv6 address after NAT 3ffe:db8::10

) Ge0/0, for accessing the firewall web Ul and performing
Firewall management port ] )
configurations

IP address of the firewall
192.168.1.200
management port

Any IPv4 address 0.0.0.0-255.255.255.255
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4,

Restrictions and Guidelines

The destination IPv4 address that matches a static NAT-PT rule cannot be a non-local interface IP address
on the same network segment as the inbound interface (for example, 172.16.0.100). You are advised to

configure the destination IPv4 address as the IPv4 address of the inbound interface.

The source or destination IPv4 address object that matches a static NAT-PT rule can only contain one IP
address (that is, only one IP address can be configured). This restriction can be ignored if no device on an

IPv6 network proactively accesses the IPv4 network.

The source IPv6 address after NAT must on the same network segment as the configured NAT64 prefix. For
example, if the NAT64 prefix is 2ffe:db8::/96, the source IPv6 address after NAT is 2ffe:db8::10.

If a static NAT-PT rule needs to match any IPv4 address, you need to configure an any IPv4 address object.
The default any object cannot be used, because it covers both any IPv4 address and any IPv6 address.

Prerequisites

You have completed basic network configurations, including interface IP address and routing information on the

router and server. Pay attention to the following points during configuration:

(1

Ensure that the IP addresses of the router and server are fixed.

An SNAT rule and a default route have been configured on the router to ensure that packets from the 1Pv4
subnet are sent out through interface 172.16.0.1/24 and the source IP addresses are replaced with the
outbound interface address 172.16.0.1.

Procedure

Configuring Interface IP Addresses and Adding Interfaces to Security Zones

a Access the IP address of the firewall management port https://192.168.1.200 and log in to the firewall
web UL.

b Choose Network > Interface > Physical Interface.

¢ Click Edit in the Operation column of an interface. On the page that is displayed, configure an IP address

and add the interface to a security zone.

A\ Caution

The IP address of an interface must be fixed.

)

Configuring a Static NAT-PT Rule

a Choose Object > Address > IPv4 Address. On the tab page that is displayed, click Create and create

three IPv4 address objects according to the following figure.
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IPv4 Address IPv6 Address IPv4 Address Group IPv6 Address Group

® Create = T Delete | & Refresh

Name IP Address/Range Address Group Description
|Pv4-all 0.0.0.0-255.255.255.255 - -
|Pv4net-dst 172.16.0.10 - -
|Pvdnet-src 172.16.0.1 - -

b  Click the IPv6 Address tab. On the tab page that is displayed, click Create and create an IPv6 address

object according to the following figure.

IPv4 Address IPv6 Address IPv4 Address Group IPv6 Address Group

@® Create Tl Delete & Refresh

Name IP Address/Range Address Group Description

IPv6net-dst 3ffe:db8::10 - -

¢ Choose Policy > NAT Policy > NAT64 Prefix. On the page that is displayed, click Create and configure
NAT64 prefix information according to the following figure.

¢ Back Create NAT64 Prefix

* Name natpt-src

= (1) NATE4 Prefix 2ffe:db8::

Prefix Length 96

d Choose NAT64 from the navigation pane. On the page that is displayed, click Create and configure a
static NAT-PT rule according to the following figure. Configuration items with the asterisk (*) are

mandatory.
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< Back Add IPv4-to-IPv6 NAT

Basic Info
*Name |Pv4net-to-1Pvbnet
Enabled State @ Enable Disable

Description

Packet Before NAT
* Src. Address |Pvdnet-src
* Dest, Address |Pv4net-dst

* Service any

Packet After NAT
() NAT Mode Stateless NATG4 © Static NAT-PT Static NATo4
* NATB4 Prefix =~ natpt-src & Create NAT64 Prefix

# Src. Address 2ffe:db8:10

Translated to

# Dest. Address 3ffe:db8:10

Translated to

IP Address NAT Tool

e After verifying the configuration, click Save.
(3) Configuring a Security Policy to Permit Traffic That Matches the NAT64 Rule

a Choose Policy > Security Policy > Security Policy. On the page that is displayed, click Create.
Configure a security policy according to the following figure. Configuration items with the asterisk (*) are

mandatory.
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< Back Edit Security Policy
Basic Info
*Name
Enabled State @ Enable Disable
* Policy Group

Description

Src. and Dest.
*Src. Security Zone any
*Src. Address |Pv4net-src
User/User Group any

* Dest. Security  any

Zone

* Dest. Address IPvbnet-dst

Service

Service
App
App

User/User Group

User/User Group
Time Range
Time Range ® Add One-Off Time Plan @ Add Cyclic Time Plan

Action Settings

Action Option @ Permit Deny

Content Security
Intrusion Prevention Enable © Disable ® Add Intrusion Prevention Template
Virus Protection Enable @ Disable @ Add Virus Protection Template

URL Filtering Enable © Disable ® Add URL Filtering

Advanced Settings

Save
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b  After verifying the configuration, click Save.
6. Verification

® Choose Monitor > Traffic Monitoring > Session Monitoring > Session Statistics. On the page that is
displayed, locate the real-time session, and click View Details in the Operation column to view NAT64

session information.
Session Description @

Basic Info

Session Creation Time:2023-08-16 14:33:12  Time Before Session Timeout:1Second

Src. and Dest.

Src. Address:172.16.0.1 Dest. Address:172.16.0.10

Src. Port:1 Dest. Port:1

NAT Src. Address: 2ffe:db8::10 NAT Dest. Address:3ffe:db8::10

NAT Src. Port:1 NAT Dest. Port:1

More

ProtocolAICMP App:Echo-request

Inbound Interface:Ge(/2 Outbound Interface:Ge0/3

Forward Packets:6 Forward Bytes: 776

Reverse Packets:4 Reverse Bytes:320

Security Policy:permit-natpt Session State:connection established
Disable

® Choose Policy > Security Policy > Security Policy. On the page that is displayed, check the hit count of
the security policy permit-natpt configured for the NAT64 rule. (The policy hit count is incremented only for

the first packet of a connection that matches a policy.)

User/User
Priority Name Src. Address Group Dest. Security Zone  Dest. Address Service App Time Range Action Content Security  Hit Count

~ Default Policy Group

1 permit-nat. IPvdnet-src any any IPvBnet-dst any any any [ Permit @) 1 Clear

permit-natpt

® Choose Policy > NAT Policy > NAT46. On the page that is displayed, check the hit count of the NAT64 rule.

(The rule hit count is incremented only for the first packet of a connection that matches a rule.)
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Packet Before NAT Packet After NAT

Name NAT Mode Hit Count

Src. Address  Dest. Address  Dest. Port Numb
Src. Address  Dest. Address  Service  NAT64 Prefix - o o 0=
Tr

|IPv4net-to-IPvbnet Static NAT-PT IPvdnet-src IPv4net-dst any natpt-src 2fferdb8:10 3ffe:db8:10 - 1 Clear

8.1.6 Configuration Example of Dynamic NAT-PT Networking

1. Applicable Products and Versions

Table 8-3 Products and Versions

Device Type | Device Model Version

RG-WALL 1600-Z-S series cloud-
Firewall V5.2-NGFW_NTOS 1.0R5 or later
managed firewall

2. Service Demands

A company HQ is upgrading an IPv4 network to an IPv6 network. To ensure the continuity of production and
office services during the network upgrade, of the company, some servers that are frequently accessed cannot
be migrated or upgraded in the early stage. Therefore, a NAT-PT policy needs to be configured on the firewall

to ensure that departments that have been upgraded to an IPv6 network can access these IPv4 servers.

During network upgrade planning, fixed-mapped IPv6 addresses need to be assigned to these IPv4 servers to

allow access from an IPv6 subnet.

QA System Server

IPv4 address: 10.51.212.10 ﬁ — — g
Mapped to: 2ffe:db8:212:10/112
File Archive Server

3ffe:dbB:1/96
IPv4 address: 10.51.212.11 ﬁ ] I‘ *E.. d IPv6 Network] J;L
Mapped to: 2ffaidb8:212:11/112 Pv4 Networlg -

IPv6 Subnet: 3ffe:db8:/96
IPv6 Address Assignment Mode:
SLAAC/DHCPvG

Internal Mail Server
IPvd address: 10.51.212.12 — — EI'
Mapped to: 2ffe:db8:212:13/112

Firewall
Dual Stack

Table 8-4 Key Configuration Points in the Network Diagram

Item Description

Firewall management
" Ge0/0, for accessing the firewall web Ul and performing configurations
po

IP address of the
firewall management 192.168.1.200
port

NAT64 prefix 2ffe:db8::/96, IPv6 subnet mapped from the destination IPv4 address
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Item Description
information
IPv6 subnet 3ffe:db8::/96

IPv6 address object 1 | 3ffe:db8::/96

IPv6 address object 2 | 2ffe:db8::212:10, mapped IPv6 address of the OA system server

IPv4 address object 1 10.51.212.10, IPv4 address of the OA system on the IPv4 network

IPv4 address pool 172.16.10.100-172.16.10.139

Port range 11001-12000

Source NAT mode Port Address Translation (PAT), that is, reusing IP addresses
Any IPv6 address ::-FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF

3. Restrictions and Guidelines

® Dynamic NAT-PT does not support NAT hairpinning.

® If a dynamic NAT-PT rule needs to match any IPv6 address, you need to configure an any IPv6 address

object. The default any object cannot be used, because it covers both any IPv4 address and any IPv6 address.

® [f the address pool object referenced by the source NAT address pool is referenced by a NAT64 rule and the
specified NAT mode is NO-PAT, the address pool object cannot be referenced by other NAT64 rules with a
NAT mode of PAT.

4. Prerequisites
(1) During network planning, you have verified that routes are available for diverting traffic from the IPv4 network
to the device (firewall) where the IPv4 address pool is located.

(2) During network planning, you have verified that routes are available for diverting traffic from the IPv6 address
to the device (firewall) that performs NAT64. That is, the destination addresses are reachable from both the

IPv4 and IPv6 networks.
5. Procedure

(1) Configuring Interface IP Addresses and Adding Interfaces to Security Zones

a Access the IP address of the firewall management port https://192.168.1.200 and log in to the firewall
web UL.

b Choose Network > Interface > Physical Interface.

¢ Click Edit in the Operation column of an interface. On the page that is displayed, configure an IP address

and add the interface to a security zone.
(2) Configuring a Dynamic NAT-PT Rule

a Choose Object > Address > IPv6 Address. On the tab page that is displayed, click Create and create

IPv6 address objects according to the following figure.
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IPv4 Address IPv6 Address IPv4 Address Group IPv6 Address Group

® Create | T Delete = & Refresh

Name IP Address/Range Address Group Description

OA-server-IPv6-mapping-a...  2ffe:db8:212:10 - -

|Pv6-subnet-1 3ffe:db8::/96 - -

b Choose Object > Address > IPv4 Address. On the tab page that is displayed, click Create and create
an IPv4 address object according to the following figure.

IPv4 Address IPv6 Address IPv4 Address Group IPv6 Address Group

@ Create | T] Delete = & Refresh

Name IP Address/Range Address Group Description

OA-server-IPv4-address 10.51.212.10 - -

¢ Choose Policy > NAT Policy > NAT64 Prefix. On the page that is displayed, click Create and configure

NAT64 prefix information according to the following figure.

< Back Create NAT64 Prefix

*Name = Mapping-from-IPv4-to-IPv6

* (D NAT64 Prefix =~ 2ffe:db8:

Prefix Length 96

d Choose Address Pool from the navigation pane. On the page that is displayed, click Create and
configure a NAT pool for the IPv6 subnet.
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< Back Add NAT Pool

* Name Mapping-from-IPv6Subnet-to-IPv4
Description

* (@ IP Address/Range 172.16.10.100-172.16.10.139

e Choose NAT64 from the navigation pane. On the page that is displayed, click Create and configure a
dynamic NAT-PT rule according to the following figure. Configuration items with the asterisk (*) are

mandatory.
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< Back Add IPv6-to-IPv4 NAT

Basic Info

*Name

Enabled State

Description

Packet Before NAT

*Src. Address

* Dest. Address

* Service

Packet After NAT

(D NAT Mode

* NAT64 Prefix

* Translate Src.
Address to Address

in Address Pool

SNAT Mode

* (1 Port Number

Range

* Dest. Address

Translated to

IPvbSubnet-Access-OA-server

© Enable Disable

|PvB-subnet-1

OA-server-IPvb-mapping-address

any

© Dynamic NAT-PT

Mapping-from-IPv4-to-

Mapping-from-IPv65uk

NO-PAT @ PAT

11001-12000

10.51.212.10

f  After verifying the configuration, click Save.

(3) Configuring a Security Policy to Permit Traffic That Matches the NAT64 Rule

Dynamic NAT64

@ Create NATG64 Prefix

@ Add Address Pool

Common Operations

Save

a Choose Policy > Security Policy > Security Policy. On the page that is displayed, click Create.

Configure a security policy according to the following figure. Configuration items with the asterisk (*) are

mandatory.
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< Back Create Security Policy

Basic Info

* Name permit-IPvbnet-Access-OAserver

Enabled State @ Enable Disable
* Policy Group Default Policy Group ® Add Group
* Adjacent Policy = Default Policy Before
Description

Src. and Dest.

* Src. Security Zone any

*Src. Address  |PvB-subnet-1

User/User Group

* Dest. Security  any

Zone

* Dest. Address OA-server-IPv4-address

Service

Service

App

App

Time Range

Time Range any ® Add One-Off Time Plan @ Add Cyclic Time Plan

Action Settings

Action Option @ Permit Deny

Content Security
Intrusion Prevention Enable © Disable ® Add Intrusion Prevention Template
Virus Protection Enable © Disable ® Add Virus Protection Template

URL Filtering Enable © Disable ® Add URL Filtering

Advanced Settings

Save

b  After verifying the configuration, click Save.

190



Product Cookbook Common Operations

6. Verification

® Choose Monitor > Traffic Monitoring > Session Monitoring > Session Statistics. On the page that is
displayed, locate the real-time session, and click View Details in the Operation column to view NAT64

session information.

Session Description )

Basic Info

Session Creation Time:2023-09-07 13:20:55  Time Before Session
Timeout:47Second

Src. and Dest.

Src. Address:172.17.96.1 Dest. Address:10.51.212.100

Src. Port:6 Dest. Port:6

NAT Src. Address:2ffe:db8::ac11:6001 NAT Dest. Address:3ffe:db8::dag4
NAT Src. Port:6 NAT Dest. Port:6

More

Protocol:ICMP App:Echo-request

Inbound Interface:Ge0/2 Cutbound Interface:Ge0/3
Forward Packets:5 Forward Bytes:500

Reverse Packets:5 Reverse Bytes:400

Security Policy;permit-access-IPv6Sever Session State:connection established

Disable

® Choose Policy > Security Policy > Security Policy. On the page that is displayed, check the hit count of
the security policy permit-IPvénet-Access-OAserver configured for the NAT64 rule. (The policy hit count is

incremented only for the first packet of a connection that matches a policy.)

User/User
Priority Name  dress (o Dest. Security Zone  Dest. Address Service App Time Range Action  Content Security Hit Count  Hit Session Operation

Default Policy Group

5 permit-IPv... ine... any any OA-server-IP... any any any | Permit@)] 5 Clear  ViewDetais. (@D Edit Delete

® Choose Policy > NAT Policy > NAT64. On the page that is displayed, check the hit count of the NAT64 rule.

(The rule hit count is incremented only for the first packet of a connection that matches a rule.)

Packet Before NAT Packet After NAT
Name NAT Mode Hit Count  Description Operati
Src. Address  Dest. Address Service  NATE4 Prefix SNAT Pool SNAT Mode  Port Range  Dest. Address Translated to
i Dynamic N Mapping-from  Mapping-from-IPvéSu i ;
PUBSubnet-. PG~ . -server-P... y 11001~ 51.212. lear Edit
6Subnet gy PvEsubne.. OAserverl.. any W Do pat 1001-12000 105121210 1c o
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8.1.7 Configuration Example of Stateless NAT64 Networking

1. Applicable Products and Versions

Table 8-5 Products and Versions

Device Type Device Model Version

RG-WALL 1600-Z-S series cloud-
Firewall V5.2-NGFW_NTOS 1.0R5 or later
managed firewall

2. Service Demands

In a NAT64 networking scenario, NAT-PT policies are typically deployed on the edge devices of IPv4 and IPv6

networks to translate addresses in mutual access packets between the IPv4 and IPv6 networks.

A company is upgrading an IPv4 network to an IPv6 network. Hosts on the IPv4 network need to access the
public server, and hosts on the IPv4 and IPv6 networks can access each other.

3fferdb8:ACT2:0A/112

E :I‘ 3fferdb8:ACT2:01/112

IPv4 Subnet: 172.16.0.0/16 Firewall IPv6 Subnet: 3ffe:dbB8:ACT2:0/112

Virtual Subnet:
172.18.0.0/16 | CI'

Table 8-6 Key Configuration Points in the Network Diagram

Item Description

Firewall management
" Ge0/0, for accessing the firewall web Ul and performing configurations
po

IP address of the
firewall management 192.168.1.200
port

NAT64 prefix

information

3ffe:db8::/96

172.18.0.0/16, virtual subnet address mapped from an IPv6 address when a host
Virtual subnet
on the IPv4 network accesses the IPv6 network
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Item Description

3ffe:db8::AC12:0:0/112, for planning IPv6 addresses obtained by devices on an
IPv6 network. The number of addresses it contains is equal to that of the virtual
IPv6 subnet o
subnet, and the IPv4 subnet represented by the last 32 bits is the same as the

virtual subnet.

IPv4 address object 1 172.16.0.0/16

IPv4 address object2 | 172.18.0.0/16

IPv6 address object 1 | 3ffe:db8::AC12:0/112

Any IPv4 address 0.0.0.0-255.255.255.255

3. Restrictions and Guidelines

® Stateless NAT64 does not support NAT hairpinning.
® |If a stateless NAT64 rule needs to match any IPv4 address, you need to configure an any IPv4 address
object. The default any object cannot be used, because it covers both any IPv4 address and any IPv6 address.

4. Procedure

(1) Configuring Interface IP Addresses and Adding Interfaces to Security Zones

a Access the IP address of the firewall management port https://192.168.1.200 and log in to the firewall
web UL.

b Choose Network > Interface > Physical Interface.

Click Edit in the Operation column of an interface. On the page that is displayed, configure an IP address

and add the interface to a security zone.

(2) Configuring a Stateless NAT64 Rule

A\ Caution

The address of the virtual subnet 172.18.0.0/16 does not exist on a physical network device interface.

a Choose Object > Address > IPv4 Address. On the tab page that is displayed, click Create and create

IPv4 address objects according to the following figure.

IPv4 Address IPv6 Address IPv4 Address Group IPv6 Address Group

® Create | ] Delete & Refresh

Name IP Address/Range Address Group Description
IPv4-all 0.0.0.0-255.255.255.255 - -
|Pv4net-dst 172.18.0.0/16 - -
|Pv4net-src 172.16.0.0/16 - -
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b  Click the IPv6 Address tab. On the tab page that is displayed, click Create and create an IPv6 address

object according to the following figure.

IPv4 Address IPv6 Address IPv4 Address Group IPv6 Address Group

@ Create  Ti] Delete | = & Refresh

Name IP Address/Range Address Group Description

|Pv6net-dst 3ffe:db8:ac12:0:0/112 - -

¢ Choose Policy > NAT Policy > NAT64 Prefix. On the page that is displayed, click Create and configure
NAT64 prefix information according to the following figure.

< Back Create NAT64 Prefix

* Name nat64stl-src

* (D NAT64 Prefix 3ffe:db8:

Prefix Length 96

d Choose NAT64 from the navigation pane. On the page that is displayed, click Create and configure a
stateless NAT64 rule according to the following figure. Configuration items with the asterisk (*) are

mandatory.
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< Back Add IPv4-to-IPv6 NAT

Basic Info

*Mame

Enabled State

Description

Packet Before NAT

*Src. Address

* Dest. Address

* Service

Packet After NAT

(1) NAT Mode

* NAT&4 Prefix

(3) Configuring a Security Policy to Permit Traffic That Matches the NAT64 Rule

nat64-stl

© Enable Disable

IPv4net-src

IPv4net-dst

any

© Stateless NAT64

natb4stl-src

IP Address NAT Tool

Static NAT-PT

@ Create NAT64 Prefix

Common Operations

a Choose Policy > Security Policy > Security Policy. On the page that is displayed, click Create.

Configure a security policy according to the following figure. Configuration items with the asterisk (*) are

mandatory.

Configure security policy 1 to permit packets from the IPv4 network to IPv6 network. Configure the source

and destination addresses to reference address objects IPv4net-src and IPv6net-dst, respectively. Set

the action to Permit.
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< Back Create Security Policy

Basic Info

*Name permit-1Pv4-to-IPv6

Enabled State @ Enable Disable
* Policy Group Default Policy Group @ Add Group
* Adjacent Policy = Default Policy Before
Description

Src. and Dest.
* Src. Security Zone any
*Src. Address |Pvdnet-src
User/User Group

*Dest. Security ~ any

Zone

* Dest. Address IPvBnet-dst

Service

Service

Time Range
Time Range any ® Add One-0Off Time Plan @ Add Cyclic Time Plan
Action Settings
Action Option @ Permit Deny
Content Security
Intrusion Prevention Enable © Disable ® Add Intrusion Prevention Template
Virus Protection Enable © Disable ® Add Virus Protection Template

URL Filtering Enable © Disable ® Add URL Filtering

Advanced Settings

Save

Configure security policy 2 to permit packets from the IPv6 network to IPv4 network. Configure the source
and destination addresses to reference address objects IPvbnet-dst and IPv4net-src, respectively. Set the

action to Permit.
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< Back Create Security Policy

Basic Info

*Name permit-IPve-to-IPv4

Enabled State @ Enable Disable
* Policy Group Default Policy Group ® Add Group
* Adjacent Policy = Default Policy Before
Description

Src. and Dest.

* Src. Security Zone any

* Src. Address IPvBnet-dst

User/User Group

* Dest. Security  any

Zone

* Dest. Address IPvdnet-src

Service

Service

App

App

Time Range

Time Range any @ Add One-Off Time Plan & Add Cyclic Time Plan

Action Settings

Action Option @ Permit Deny

Content Security
Intrusion Prevention Enable © Disable @ Add Intrusion Prevention Template
Virus Protection Enable © Disable & Add Virus Protection Template

URL Filtering Enable © Disable @ Add URL Filtering

Advanced Settings

Save

b  After verifying the configuration, click Save.
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5. Verification

Common Operations

® Choose Monitor > Traffic Monitoring > Session Monitoring > Session Statistics. On the page that is

displayed, locate the real-time session, and click View Details in the Operation column to view NAT64

session information.

Session Description

Basic Info
Session Creation Time:2023-09-07 13:20:55

Src. and Dest.

Src. Address:172.17.96.1

Src. Port:6

NAT Src. Address:2ffe:db8::ac11:6001
NAT Src. Port:6

More

Protocol:ICMP

Inbound Interface:Ge0/2
Forward Packets:5
Reverse Packets:5

Security Policy;permit-access-IPv6Sever

®

Time Before Session
Timeout:47Second

Dest. Address:10.51.212.100
Dest. Port:6

NAT Dest. Address:3ffe:db8::dag4
NAT Dest. Port:6

App:Echo-request
Cutbound Interface:Ge0/3
Forward Bytes:500
Reverse Bytes:400

Session State:connection established

Disable

® Choose Policy > Security Policy > Security Policy. On the page that is displayed, check the hit count of

the security policy permit-IPv6-to-IPv4 configured for the NAT64 rule. (The policy hit count is incremented

only for the first packet of a connection that matches a policy.)

User/User

Pri N El Dest. Security Z Dest. Add
ority ame dress est. Security Zone  Des ress
Default Policy Group

3 ermit-IPv... 1-sfc any any IPvBnet-dst

pormitPud-to-IPvG

Sarvice App

Time Range Action  Content Security Hit Count  Hit Session Operation

@D Edit Delete

® Choose Policy > NAT Policy > NAT46. On the page that is displayed, check the hit count of the NAT64 rule.

(The rule hit count is incremented only for the first packet of a connection that matches a rule.)

1 NAT46
@® Create W Delete B Copy @Enable ( Disable & Move &8 Clear Hit Record G Refresh
Packet Before NAT Packet After NAT
Name INAT Mode Hit Count Description Operation =
e, Adel Dest. Addh Service  NATGA prafix ST Address  Dest.Address  Dest. Port Number
e Address rees | Ssevice ™ Transistedte  Transltedte  Tronsiated to
natbd-sil  Stateless NATG4  IPwdnetsic  IPwdnet-dst any  natbdsti-src 4 Clea @D Edit Dele
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8.1.8 Configuration Example of Static NAT64 Networking

1. Applicable Products and Versions

Table 8-7 Products and Versions

Device Type Device Model Version

RG-WALL 1600-Z-S series cloud-
Firewall V5.2-NGFW_NTOS 1.0R5 or later
managed firewall

2. Service Demands

A company HQ is upgrading an IPv4 network to an IPv6 network. A server at the HQ has been upgraded to the
IPv6 network, and branches in other cities need to access this server (using a domain name). Therefore, during

network planning, this server needs to be mapped to an address on the IPv4 network.

Company's DNS Server HQ Server
Domain Name Registration:
wwwruijiework2.com 10.51.212.100/24 ﬁ
IPv4 Subnet: 172.17.96.0/23
3ffe:dbB:D464/112
- 3fferdb8:1/112
ﬁ Pv4 Network ‘,i"
Firewall IPv6 Subnet: 3fferdb&:/112
Company HQ

Branches in other cities

Table 8-8 Key Configuration Points in the Network Diagram

Item Description

. Ge0/0, for accessing the firewall web Ul and performing
Firewall management port i .
configurations

IP address of the firewall
192.168.1.200
management port

NAT64 prefix information 2ffe:db8::/96

3ffe:db8:: /112, for planning IPv6 addresses obtained by devices

on an IPv6 network. The number of addresses it contains is equal

IPv6 subnet
to that of the virtual subnet, and the IPv4 subnet represented by
the last 32 bits is the same as the virtual subnet.

IPv4 address object 1 172.17.96.0/23

IPv4 address object 2 10.51.212.100

199



Product Cookbook Common Operations

Item Description
IPv6 address object 1 3ffe:db8::D464
Any IPv4 address 0.0.0.0-255.255.255.255

3. Restrictions and Guidelines

® Static NAT64 does not support NAT hairpinning.
® |If a static NAT64 rule needs to match any IPv4 address, you need to configure an any IPv4 address object.
The default any object cannot be used, because it covers both any IPv4 address and any IPv6 address.

4. Prerequisites

You have registered the HQ server domain name www.ruijie.work2.com to be accessed by the IPv4 network
on the company's DNS64 server. Traffic can be diverted to the edge firewall of the HQ based on the resolved

address.
5. Procedure

(1) Configuring Interface IP Addresses and Adding Interfaces to Security Zones

a Access the IP address of the firewall management port https://192.168.1.200 and log in to the firewall
web Ul.

b  Choose Network > Interface > Physical Interface.
Click Edit in the Operation column of an interface. On the page that is displayed, configure an IP address
and add the interface to a security zone.
(2) Configuring a Static NAT64 Rule

a Choose Object > Address > IPv4 Address. On the tab page that is displayed, click Create and create

IPv4 address objects according to the following figure.

IPv4 Address IPv6 Address IPv4 Address Group IPv6 Address Group

® Create | T Delete & Refresh

Name IP Address/Range Address Group Description
IPvd-all 0.0.0.0-255.255.255.255

IPvdnet-dst 10.51.212.100

|Pvdnet-src 172.17.96.0/23

b  Click the IPv6 Address tab. On the tab page that is displayed, click Create and create an IPv6 address

object according to the following figure.

200



Product Cookbook Common Operations

IPv4 Address IPv6 Address IPv4 Address Group IPv6 Address Group

® Create T Delete & Refresh

Name IP Address/Range Address Group Description

|Pv6-webServer 3ffe:db8:d464 - -

¢ Choose Policy > NAT Policy > NAT64 Prefix. On the page that is displayed, click Create and configure
NAT64 prefix information according to the following figure.

¢ Back Create NAT64 Prefix

* Name natpt-src
* (D NAT64 Prefix 2ffe:db8::

Prefix Length 96

d Choose NAT64 from the navigation pane. On the page that is displayed, click Create and configure a

static NAT64 rule according to the following figure. Configuration items with the asterisk (*) are mandatory.
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{ Back

Basic Info

*Name

Enabled State

Description

Packet Before NAT

* Src. Address

* Dest. Address

* Service

Packet After NAT

(D NAT Mode

* NATG4 Prefix

* Dest. Address

Translated to

Dest. Port Number

Translated to

Add IPv4-to-IPv6 NAT

IPv4net-access-IPvbServer

© Enable

IPvdnet-src

IPv4net-dst

any

Stateless NATG4

natpt-src

3ffe:db8::D4b4

IP Address NAT Tool

Disable

e After verifying the configuration, click Save.

Static NAT-PT © Static NAT64

@ Create NATG4 Prefix

(3) Configuring a Security Policy to Permit Traffic That Matches the NAT64 Rule

Common Operations

a Choose Policy > Security Policy > Security Policy. On the page that is displayed, click Create.

Configure a security policy according to the following figure. Configuration items with the asterisk (*) are

mandatory.
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< Back Create Security Policy

Basic Info

* Name permit-access-IPvbServer

Enabled State @ Enable Disable
* Policy Group Default Policy Group ® Add Group
* Adjacent Policy = Default Policy Before
Description

Src. and Dest.
* Src. Security Zone any
* Src. Address  IPvdnet-src
User/User Group

* Dest. Security  any

Zone

* Dest. Address IPvb-webServer

Service

Service

App

App

Time Range

Time Range any ® Add One-Off Time Plan & Add Cyclic Time Plan

Action Settings

Action Option @ Permit Deny
Content Security
Intrusion Prevention Enable © Disable ® Add Intrusion Prevention Template
Virus Protection Enable © Disable ® Add Virus Protection Template

URL Filtering Enable © Disable ® Add URL Filtering

Advanced Settings

Save

b  After verifying the configuration, click Save.
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6. Verification

Common Operations

® Choose Monitor > Traffic Monitoring > Session Monitoring > Session Statistics. On the page that is

displayed, locate the real-time session, and click View Details in the Operation column to view NAT64

session information.

Session Description

Basic Info

Session Creation Time:2023-09-07 13:20:55

Src. and Dest.

Src. Address:172.17.96.1

Src. Port:6

NAT Src. Address:2ffe:db8::ac11:6001
NAT Src. Port:6

More

Protocol:ICMP

Inbound Interface:Ge0/2
Forward Packets:5
Reverse Packets:5

Security Policy;permit-access-IPv6Sever

®

Time Before Session
Timeout:47Second

Dest. Address:10.51.212.100
Dest. Port:6

NAT Dest. Address:3ffe:db8::dag4
NAT Dest. Port:6

App:Echo-request
Cutbound Interface:Ge0/3
Forward Bytes:500
Reverse Bytes:400

Session State:connection established

Disable

® Choose Policy > Security Policy > Security Policy. On the page that is displayed, check the hit count of

the security policy permit-access-IPv6Server configured for the NAT64 rule. (The policy hit count is

incremented only for the first packet of a connection that matches a policy.)

Usar/Usar

Priority MName ne Src. Address oup DMt SecurityZone  Dest.Address  Service App TimeRange  Action  ContentSecurity Hit Count Operation
Default Policy Group
7 permit-acc IPwdnet-sic any any IPv6-webSer... any any any [ Permit@ 7 @D Edit Deletwe

permit-access-PubServer

® Choose Policy > NAT Policy > NAT46. On the page that is displayed, check the hit count of the NAT64 rule.

(The rule hit count is incremented only for the first packet of a connection that matches a rule.)

Packet Before NAT
Name NAT Mode
Src. Address
Pvdnet-access-IP. Static NATE4

IPvdnet-src IPvénet-dst any

NATE4 Prefix

natpt-src

Packet After NAT
Descriptio
Hit Count
Src. Address  Dest. Address  Dest. Port Numb n
Transiatedto  Translatedto  er Translated to

Operation

Mfe:dbBzo464 - 4 Clear o)

Edit Delete
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8.1.9 Configuration Example of Dynamic NAT64 Networking

1. Applicable Products and Versions

Table 8-9 Products and Versions

Device Type Device Model Version

RG-WALL 1600-Z-S series cloud-
Firewall V5.2-NGFW_NTOS 1.0R5 or later
managed firewall

2. Service Demands

A company HQ is upgrading an IPv4 network to an IPv6 network. To ensure the continuity of production and
office services during the network upgrade, of the company, some servers that are frequently accessed cannot
be migrated or upgraded in the early stage. Therefore, a NAT-PT policy needs to be configured on the firewall

to ensure that departments that have been upgraded to an IPv6 network can access these IPv4 servers.

During network upgrade planning, fixed-mapped IPv6 addresses can be assigned to these IPv4 servers to allow
access from an IPv6 subnet. However, fixed mappings make network maintenance difficult if device addresses
on the network change. If fixed mappings exist on the firewall, a series of firewall rules need to be modified upon
device address changes, posing potential security risks. In addition, the customer requests that domain names

be used to access the servers.

Domain Name-Address Binding of the Company Servers
on the Internal DNSE4 Server:

wwwirdijieoa.cn  -- 2fferdb8:10.51.212.10/96
wvw.ruijiefile.cn  -- 2ffe:db8:10.51.212.11/96
wwwiruijieamail.en -- 2ffeidb8:10.51.212.12/96

DNS64 Server ﬁ
QA System Server

1Pv4 address: 10.51.212.10 ﬁ e Q
Domain name: www.ruijie.oa.cn

File Archive Server 3ffe:dbBi1/96
IPvd address: 10.51.212.11 E —1 :!-r IPv6 Network Q

Domain name: www.ruijie.file.cn

Firewall IPv6 Subnet: 3ffe:db8::/96
Dual Stack IPvE Address Assignment Mode:
SLAAC/DHCPvE
Internal Mail Server
1Pv4 address: 10.51.212.12 ﬁ — Eﬂ
Domain name: www.ruijie.mail.cn

Table 8-10 Key Configuration Points in the Network Diagram

Item Description

. Ge0/0, for accessing the firewall web Ul and performing
Firewall management port i .
configurations

IP address of the firewall
192.168.1.200
management port

NAT64 prefix information 2ffe:db8::/96, IPv6 address public prefix information that all IPv4
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Item Description
servers register with the DNS64 server
IPv6 subnet 3ffe:db8::/96
IPv6 address object 1 3ffe:db8::/96
IPv6 address object 2 2ffe:db8::/96
IPv4 address object 1 10.51.212.10-10.51.212.12
IPv4 address pool 172.16.10.100-172.16.10.139
Port range 11001-12000
Source NAT mode PAT, that is, reusing IP addresses
Any IPv6 address :-FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF

3. Restrictions and Guidelines

® Dynamic NAT64 does not support NAT hairpinning.

® |f a NAT64 rule needs to match any IPv6 address, you need to configure an any IPv6 address object. The

default any object cannot be used, because it covers both any IPv4 address and any IPv6 address.

® [f the address pool object referenced by the source NAT address pool is referenced by a NAT64 rule and the
specified NAT mode is NO-PAT, the address pool object cannot be referenced by other NAT64 rules with a
NAT mode of PAT.

4. Prerequisites

(1) Destination addresses are reachable from both the IPv4 and IPv6 networks.

(2) IPv6 hosts can access the DNS64 server without passing through the firewall. (In the preceding network
diagram, the DNS64 server is deployed on the right of the firewall.)

(3) You have correctly configured domain name-address binding information for the IPv4 servers on the DNS64
server.

5. Procedure

(1) Configuring Interface IP Addresses and Adding Interfaces to Security Zones

a Access the IP address of the firewall management port https://192.168.1.200 and log in to the firewall
web UL.

b Choose Network > Interface > Physical Interface.

Click Edit in the Operation column of an interface. On the page that is displayed, configure an IP address

and add the interface to a security zone.
(2) Configuring a Dynamic NAT64 Rule

a Choose Object > Address > IPv6 Address. On the tab page that is displayed, click Create and create

IPv6 address objects according to the following figure.
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IPv4 Address IPv6 Address IPv4 Address Group IPv6 Address Group

@® Create T Delete = & Refresh

Name IP Address/Range Address Group Description
DNS64-public-1Pv6-prefix 2ffe:db8::/96
IPv6-subnet-1 3ffe:db8::/96

Click the IPv4 Address tab. On the tab page that is displayed, click Create and create an IPv4 address

b
object according to the following figure.
IPv4 Address IPv6 Address IPv4 Address Group IPv6 Address Group
® Create  Ti] Delete & Refresh
Name IP Address/Range Address Group Description
IPv4Server 10.51.212.10-10.51.212.12 -
¢ Choose Policy > NAT Policy > NAT64 Prefix. On the page that is displayed, click Create and configure

NAT64 prefix information according to the following figure.

< Back Create NAT64 Prefix

* Name DNS64-1Pv6-prefix

* (1) NAT64 Prefix 2ffe:db8:

Prefix Length 96

d Choose Address Pool from the navigation pane. On the page that is displayed, click Create and

configure a NAT pool for the IPv6 subnet.

< Back Edit NAT Pool

*Name
Description

* (@ IP Address/Range 172.16.10.100-172.16.10.139

Choose NAT64 from the navigation pane. On the page that is displayed, click Create and configure a

e
dynamic NAT64 rule according to the following figure. Configuration items with the asterisk (*) are

mandatory.
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< Back Add IPv6-to-1Pv4 NAT

Basic Info

* Name

Enabled State

Description

Packet Before NAT

* Src. Address

* Dest. Address

* Service

Packet After NAT

() NAT Mode

* NAT64 Prefix

* Translate Src.
Address to Address

in Address Pool

SNAT Mode

* (D Port Number

Range

permit-IPvbnet-access-IPv4Server

© Enable Disable

|PvB-subnet-1

DNS64-public-IPva-prefix

any

Dynamic NAT-PT © Dynamic NAT64
DNS64-IPvb-prefix @ Create NAT64 Prefix

Mapping-from-IPvbSuk @ Add Address Pool

NO-PAT © PAT

11001-12000

f  After verifying the configuration, click Save.

(3) Configuring a Security Policy to Permit Traffic That Matches the NAT64 Rule

Common Operations

a Choose Policy > Security Policy > Security Policy. On the page that is displayed, click Create.

Configure a security policy according to the following figure. Configuration items with the asterisk (*) are

mandatory.
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< Back Create Security Policy

Basic Info

* Name permit-IPvbnet-access-IPvdServer

Enabled State @ Enable Disable
#* Policy Group Default Policy Group @ Add Group
* Adjacent Policy = Default Policy Before
Description

Src. and Dest.
*Src. Security Zone any
* Src. Address IPv6-subnet-1
User/User Group

* Dest. Security  any

Zone

* Dest. Address Pv4Server

Service

Service

App

App

Time Range

Time Range  any @ Add One-Off Time Plan & Add Cyclic Time Plan

Action Settings

Action Option @ Permit Deny

Content Security
Intrusion Prevention Enable © Disable ® Add Intrusion Prevention Template
Virus Protection Enable © Disable @ Add Virus Protection Template

URL Filtering Enable © Disable @ Add URL Filtering

Advanced Settings

Save

b  After verifying the configuration, click Save.
6. Verification

® Choose Monitor > Traffic Monitoring > Session Monitoring > Session Statistics. On the page that is
displayed, locate the real-time session, and click View Details in the Operation column to view NAT64

session information.
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Session Description

Basic Info
Session Creation Time:2023-09-07 14:55:09

Src. and Dest.

Src. Address:3ffe:dbB8::acl12:a
Src. Port:9121

NAT Src. Address:172.16.10.100
NAT Src. Port: 11005

More

Protocol:IP

Inbound Interface:Ge0/3
Forward Packets:5
Reverse Packets:5

Security Policy:permit-IPvénet-access-
IPv4Server

Time Before Session
Timeout:455econd

Dest. Address:2ffe:db8::a33:d40a
Dest. Port:9121

NAT Dest. Address:10.51.212.10
NAT Dest. Port:11005

App:Echo-RequestVe
Outbound Interface:Ge0/2
Forward Bytes:300

Reverse Bytes:400

Session State:connection established

Disable

Common Operations

®

® Choose Policy > Security Policy > Security Policy. On the page that is displayed, check the hit count of

the security policy permit-IPvénet-access-IPv4Server configured for the NAT64 rule. (The policy hit count

is incremented only for the first packet of a connection that matches a policy.)

User/User

Sre. Address
Group

Priority  Name

Default Policy Group

8 permit-IPv..  IPvG-subne... any any

permit-IPyBnet-accass-PvdServer

Dest. Security Zone  Dest. Address

IPvaServer

Service App Time Range  Action

any any any

Content Security  Hit Count  Hit

Operation

4 Clear Vi

@D Edit Delete

® Choose Policy > NAT Policy > NAT64. On the page that is displayed, check the hit count of the NAT64 rule.

(The rule hit count is incremented only for the first packet of a connection that matches a rule.)

Packet Before NAT

Name NAT Mode

permit-IPvénet-access-IPvdServer Src. Address Dest. Address

permit-IPvbne...  Dynamic NAT64  |Pv6-subnet-1

DNS&4-public-IPv6-prefix

Packet After NAT

Service NAT64 Prefix SNAT Pool SNAT Mode
Mapping-fi
DNS64-1Pv6- AL
any -IPv6Subnet-t pat

refix
I o-IPv4
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Translated to
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8.1.10 Configuration Example of NAT66-Source NPTv6 Networking

1. Applicable Products and Versions

Table 8-11 Products and Versions

Device Type Device Model Version

RG-WALL 1600-Z-S series cloud-
Firewall V5.2-NGFW_NTOS 1.0R5 or later
managed firewall

2. Service Demands

A company has deployed a firewall as a security gateway at the network boundary. A source NAT policy needs
to be configured on the firewall to allow intranet users to access the Internet without exposing intranet IP

addresses to extranets. In this way, network security of internal users can be enhanced.

The following figure shows the network diagram, in which the router is the access gateway provided by the ISP.

Source NPTv6

Router

-8B Ge0/2
*!"' @ Internet

Firewall

fd01:0203:0405:1234/48

2001:.0db8:0506:5678/48

Table 8-12 Key Configuration Points in the Network Diagram

Item Description

) Ge0/0, for accessing the firewall web Ul and performing
Firewall management port ) )
configurations

IP address of the firewall
192.168.1.200
management port

IPv6 address object 1 fd01:0203:0405::/48, IPv6 prefix before source NAT
NPT information 2001:0db8:0001::/48, IPv6 prefix after source NPT
IPv6 address of Ge0/1 FDO01:0203:0405::5678/48, trust zone

IPv6 address of Ge0/2 2001:0DB8:0506::1234/48, untrust zone

Any IPv6 address :-FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF
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3. Restrictions and Guidelines

® The prefix lengths before and after NPT must be the same. For example, in a source NPTV6 rule, the IPv6
subnet prefix length in the matched source address object must be the same as the prefix length in the prefix

information after NPT.

® |f a NAT66 rule needs to match any IPv6 address, you need to configure an any IPv6 address object. The

default any object cannot be used, because it covers both any IPv4 address and any IPv6 address.

® |tis recommended that the IPv6 prefix information (IPv6 prefix and prefix length) after source NAT be different
from the outbound interface IPv6 prefix information used by the NAT66 device for performing NAT66. For
example, if the prefix after source NAT is 2001::/48, the IPv6 prefix of the outbound interface can be
2001::10/48.

4. Prerequisites

Destination addresses before and after destination NAT are reachable. Routing and related configurations have

been completed in the early stage of network planning.
5. Procedure

(1) Configuring Interface IP Addresses and Adding Interfaces to Security Zones

a Access the IP address of the firewall management port https://192.168.1.200 and log in to the firewall
web Ul.

b Choose Network > Interface > Physical Interface.

Click Edit in the Operation column of an interface. On the page that is displayed, configure an IP address

and add the interface to a security zone.
(2) Configuring a NAT66-Source NPTv6 Rule

a Choose Object > Address > IPv6 Address. On the tab page that is displayed, click Create and create

IPv6 address objects according to the following figure.

IPv4 Address IPv6 Address IPv4 Address Group IPv6 Address Group

® Create | T Delete | & Refresh

Name IP Address/Range
src-before-NATvG fd01:203:405::/48
IPv6-all iR RiiRiiRi R

b Choose Policy > NAT Policy > NAT66. On the page that is displayed, click Create and configure a
NATG66 rule according to the following figure. Set NAT Mode to Source NPTv6. Configuration items with

the asterisk (*) are mandatory.
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< Back

NAT Mode

MNAT Mode @ Source NPTvE

Basic Info

* Name

Enabled State

Description

Packet Before NAT

* Src. Address

* Dest. Address

* Service

Packet After NAT

* (D NPT Info

© Enable

Add NAT66

Destination NPTvG

src-fd01-NPTvb

Disable

src-before-NATvG

IPv6-all

any

2001:db8:1:

¢ Atfter verifying the configuration, click Save.

48

Save

(3) Configuring a Security Policy to Permit Traffic That Matches the NAT66 Rule

Common Operations

a Choose Policy > Security Policy > Security Policy. On the page that is displayed, click Create.

Configure a security policy according to the following figure. Configuration items with the asterisk (*) are

mandatory.
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< Back Create Security Policy

Basic Info

*Name

Enabled State

* Policy Group

* Adjacent Policy

Description

Src. and Dest.

*Src. Security Zone

* Src. Address

User/User Group

* Dest. Security

Zone

* Dest. Address

Service

Service

App

App

Time Range

Time Range

Action Settings

Action Option

permit-src-before-NPTve

© Enable Disable

Default Policy Group

Default Policy

any

src-before-NATVG

any

IPv6-all

any

© Permit Deny

Content Security

Intrusion Prevention

Virus Protection

URL Filtering

Advanced

@ Add Group

Before

Common Operations

@ Add One-Off Time Plan & Add Cyclic Time Plan

Enable © Disable ® Add Intrusion Prevention Template

Enable © Disable ® Add Virus Protection Template

Enable © Disable ® Add URL Filtering

Settings

b  After verifying the configuration, click Save.
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6. Verification

Common Operations

® Choose Monitor > Traffic Monitoring > Session Monitoring > Session Statistics. On the page that is

displayed, locate the real-time session, and click View Details in the Operation column to view NAT66

session information.

Session Description

Basic Info
Session Creation Time:2023-09-07 17:55:08

Src. and Dest.

Src. Address: fd01:203:405::1234
Src. Port:2235

NAT Src. Address:2001:db8:1:1234
NAT Src. Port:2235

More

Protocol:IP

Inbound Interface:Ge0/2
Forward Packets:5
Reverse Packets:5

Security Policy:permit-src-before-NPTv6

®

Time Before Session
Timeout:41Second

Dest. Address:2001:db8:506:5678
Dest. Port:2235

NAT Dest. Address:-

NAT Dest. Port:-

App:Echo-RequestVe
Qutbound Interface:Ge0/3
Forward Bytes:300
Reverse Bytes:300

Session State:connection established

Disable

® Choose Policy > Security Policy > Security Policy. On the page that is displayed, check the hit count of

the security policy permit-src-before-NPTv6 configured for the NAT66 rule. (The policy hit count is

incremented only for the first packet of a connection that matches a policy.)

User/User

Priori
riority e

Name Src. Address

~ Default Policy Group

9 permit-src...  src-before-... any any

permit-src-before-NPTv6

Dest. Security Zone  Dest. Address

Service App Time Range Action Content Security  Hit Count

IPv6-all any any any 1 Clear

® Choose Policy > NAT Policy > NAT66. On the page that is displayed, check the hit count of the NAT66 rule.

(The rule hit count is incremented only for the first packet of a connection that matches a rule.)

Packet Before NAT

Name NAT Mode

Src. Address
src-fd01-NPTv6

Source NPTvé src-before-NATVG

Dest. Address

IPv6-all any

Packet After NAT
Hit Count Status

Service NPT Info

2001:db8:1::/48 1 Clear Normal
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8.1.11 Configuration Example of NAT66-Destination NPTv6 Networking

1. Applicable Products and Versions

Table 8-13 Products and Versions

Device Type Device Model Version

RG-WALL 1600-Z-S series cloud-
Firewall V5.2-NGFW_NTOS 1.0R5 or later
managed firewall

2. Service Demands

A company has deployed a firewall as a security gateway at the network boundary. To enable the intranet web
server to provide services to extranets, a destination NAT policy needs to be configured on the firewall to provide
the IP address of the web server for public network users to access. The following figure shows the network
diagram, in which the router is the access gateway provided by the ISP.

Destination NPTv6

B g g g S U S g
ﬁ Router
N Ge0/2
.com Web Server N Inte rn et
Firewall
FD01:0403:0205::1234/48 2001:0db8:0506::5678/48

Table 8-14 Key Configuration Points in the Network Diagram

Item Description

) Ge0/0, for accessing the firewall web Ul and performing
Firewall management port ) )
configurations

IP address of the firewall
192.168.1.200
management port

IPv6 address object 1 2001:0DB8:0102::/48, IPv6 prefix before source NAT
NPT information FDO01:0403:0205::/48, IPv6 prefix after destination NPT
IPv6 address of Ge0/1 FDO01:0403:0205::5678/48, trust zone

IPv6 address of Ge0/2 2001:0DB8:0506::1234/48, untrust zone

Any IPv6 address :-FFFF:FFFF:FFFF:FFFF:FFFF.:FFFF.FFFF.:FFFF
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3. Restrictions and Guidelines

® The prefix lengths before and after NPT must be the same. For example, in a source NPTv6 rule, the IPv6
subnet prefix length in the matched source address object must be the same as the prefix length in the prefix

information after NPT.

® |f a NAT66 rule needs to match any IPv6 address, you need to configure an any IPv6 address object. The

default any object cannot be used, because it covers both any IPv4 address and any IPv6 address.
® The destination address after destination NPT must be the address of a physical device interface on the
network.

4. Prerequisites

Destination addresses before and after destination NAT are reachable. Routing and related configurations have

been completed in the early stage of network planning.
5. Procedure

(1) Configuring Interface IP Addresses and Adding Interfaces to Security Zones

a Access the IP address of the firewall management port https://192.168.1.200 and log in to the firewall
web Ul.

b Choose Network > Interface > Physical Interface.
Click Edit in the Operation column of an interface. On the page that is displayed, configure an IP address
and add the interface to a security zone.
(2) Configuring a NAT66-Destination NPTv6 Rule

a Choose Object > Address > IPv6 Address. On the tab page that is displayed, click Create and create

IPv6 address objects according to the following figure.

IPv4 Address IPv6 Address IPv4 Address Group IPv6 Address Group

® Create | TW Delete = O Refresh

Name IP Address/Range
dst-prefix-after-NPTve fd01:403:205::/48
dst-prefix-before-NPTv6 2001:db8:102::/48

IPv6-all IR iR RInBlRI AR

b  Choose Policy > NAT Policy > NAT66. On the page that is displayed, click Create and configure a
NAT66 rule according to the following figure. Set NAT Mode to Destination NPTv6. Configuration items

with the asterisk (*) are mandatory.
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< Back Add NAT66
NAT Mode
NAT Maode Source NPTvé © Destination NPTve
Basic Info
*Name dst-NPTvb-access-WebServer

Enabled State

Description

Packet Before NAT

* Src. Address

* Dest. Address

* Service

Packet After NAT

* (D NPT Info

© Enable

Disable

IPv6-all

dst-prefix-before-NPTve

any

fd01:403:205:

¢ After verifying the configuration, click Save.

48

Common Operations

(3) Configuring a Security Policy to Permit Traffic That Matches the NAT66 Rule

a Choose Policy > Security Policy > Security Policy. On the page that is displayed, click Create.
Configure a security policy according to the following figure. Configuration items with the asterisk (*) are

mandatory.
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< Back Create Security Policy

Basic Info

* Name permit-IPv6-access-WebServer

Enabled State @ Enable Disable
* Policy Group Default Policy Group ® Add Group
* Adjacent Policy =~ Default Policy Before
Description

Src. and Dest.

*Src. Security Zone  any

* Src. Address IPv6-all

User/User Group

* Dest. Security  any

Zone

* Dest. Address  dst-prefix-after-NPTv

Service

Service

App

App

Time Range

Time Range any ® Add One-Off Time Plan @ Add Cyclic Time Plan

Action Settings

Action Option @ Permit Deny
Content Security
Intrusion Prevention Enable © Disable @ Add Intrusion Prevention Template
Virus Protection Enable © Disable ® Add Virus Protection Template

URL Filtering Enable © Disable @ Add URL Filtering

Advanced Settings

Save

b  After verifying the configuration, click Save.
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6. Verification

Common Operations

® Choose Monitor > Traffic Monitoring > Session Monitoring > Session Statistics. On the page that is

displayed, locate the real-time session, and click View Details in the Operation column to view NAT66

session information.
Session Description
Basic Info
Session Creation Time:2023-09-07 15:55:08 Time Before Session

Timeout:47Second

Src. and Dest.

Src. Address:2001:db8:506:5678 Dest. Address:2001:db8:102::1234
Src. Port:1424 Dest. Port:1424
NAT Src. Address:- NAT Dest. Address:fd01:403:205::1234
NAT Src. Port:- NAT Dest. Port:1424
More
Protocol:IP App:Echo-RequestVe
Inbound Interface:Ge0/3 QOutbound Interface:Ge0/2
Forward Packets:5 Forward Bytes:300
Reverse Packets:5 Reverse Bytes:300
Security Policy:permit-IPv6-access- Session State:connection established
WebServer
Disable

)

® Choose Policy > Security Policy > Security Policy. On the page that is displayed, check the hit count of

the security policy permit-IPv6-access-WebServer configured for the NAT66 rule. (The policy hit count is

incremented only for the first packet of a connection that matches a policy.)

User/User

Priority Name Src. Address Dest. Security Zone  Dest. Address Service App Time Range Action Content Security  Hit Count

Group

~ Default Policy Group

10 permit-IPv IPv6-all any any dst-prefix-aft. any any any [ Permit @)

permit-IPv6-access-WebServer

8 Clear

® Choose Policy > NAT Policy > NAT66. On the page that is displayed, check the hit count of the NAT66 rule.

(The rule hit count is incremented only for the first packet of a connection that matches a rule.)

Packet Before NAT Packet After NAT
Name NAT Mode Hit Count
Src. Address Dest. Address Service NPT Info
dst-NPTv6-access-WebServer  Destination NPTV6 IPv6-all dst-prefix-before-NPTv6 any fd01:403:205::/48 8 Clear
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8.2 Port Mapping Policy

8.2.1 Overview

The port mapping function maps a specific port of an extranet IP address to a specific port on an internal server.
In this way, requests from extranets can be forwarded to a specific device on the intranet based on extranet IP
addresses and port numbers. As a result, extranet users can access intranet servers, such as a DNS server,

web server, and FTP server.
8.2.2 Configuring a Port Mapping Policy

Application Scenario

Typically, port mapping is used for extranet users to access intranet servers, for intranet users to access intranet

servers using extranet IP addresses, and for mutual access between two intranets.

Precautions

A port mapping policy takes precedence over a NAT policy. That is, if traffic matches a port mapping policy, NAT
policies will not be matched.

Procedure
(1) Choose Policy > Port Mapping.
(2) In the operation area, click Create.

I Port Mapping

B Delete Cops @ Enable Disable (® Move | € Clear Hit Record O Refresh

Intranet Intranet Extranet Extranet NAT

Name pv— — pro— — Protocol  Src. Security Zone  Description Hit Count (e Operation

(3) Configure port mapping.

< Back Add Port Mapping
Basic Info
*Name
Description
Mapping Info
* Intranet Address
* Intranet Port
* Extranet Address
* Extranet Port
* Protocol

*Src. Security Zone  any

NAT Loopback @ Note: If the service provided by an intranet device needs to be accessed using a public IP address or domain name, NAT loopback needs to be enabled.

Save
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Item Description Remarks
Basic Info

[Example]
Name Name of a port mapping policy.
port_map
Description Description of a port mapping policy. -
Mapping Info
Intranet IP address to be mapped to, which is
the IP address of the destination intranet [Example]
Intranet Address ) o o
server. This address indicates the destination 192.168.1.2

to which a request is forwarded.

Intranet Port

Intranet port number to be mapped to, which is

the port number of the destination intranet

Enter a single port number or port

number range.

The number of configured intranet
ports must be the same as that of

the configured extranet ports.

server.
[Example]
80 or 2-80
Extranet Extranet IP address used to receive requests | [Example]
Address from an extranet. 200.10.10.10

Extranet Port

Extranet port number used to receive requests

from an extranet.

Enter a single port number or port

number range.

The number of configured extranet
ports must be the same as that of

the configured intranet ports.

enabled.

[Example]
80 or 2-80
Protocol used by traffic accessing the server. [Example]
Protocol
Select TCP, UDP, or TCP+UDP. TCP
Src. Security Traffic from this security zone is allowed to hit | [Example]
Zone a port mapping policy. any
If intranet users need to access intranet
services using extranet IP addresses or [Example]
NAT Loopback )
domain names, NAT loopback needs to be Enabled
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(4)

Click Save. A dialog box is displayed, prompting you to determine whether to add a corresponding security
policy.

Click Yes. A security policy is automatically associated and added on the security policy page to permit port
mapping traffic.

Click Add Without Creating Security Policy to add a port mapping policy without adding an associated
security policy.

A\ Caution

If a security policy is not automatically associated or added, you need to manually configure a security

policy to permit port mapping traffic. Otherwise, port mapping fails.

Tip )

To enable the device to perform mapping properly, the system automatically

creates an associated security policy after the configuration is complete.

(portmap_aaa)

Add Without Creating Security Policy

Follow-up Procedure

To modify a port mapping policy, click Edit. To delete a port mapping policy, click Delete. To enable or disable
a port mapping policy, click the switch.

To delete multiple port mapping policies in a batch, select the policies that you want to delete and click Delete.

To add a new port mapping policy based on existing policy configuration, select a port mapping policy and
click Copy.

To enable multiple port mapping policies in a batch, select the policies that you want to enable and click
Enable.

To disable multiple port mapping policies in a batch, select the policies that you want to enable and click
Disable.

To move a port mapping policy, select the policy and click Move. The closer a policy is to the front, the higher

its priority is in matching.

Select a port mapping policy and click Clear Hit Record to clear the hit count of the policy and start counting

again.

Enter the full or part of a port mapping policy name in the search bar to search for policies. Fuzzy search is
supported.
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8.3

8.3.1

Security Defense

Principle and Application Scenario

1. Local Defense

When traditional devices in a complex network undergo network attacks or heavy traffic, the following situations

may occur:
® Extra high CPU utilization.

® Slow CLI response or no response.

® Loss of link or network control protocol packets, causing link or network jitter.

® Processing bandwidth occupied by illegal packets, resulting in a failure to process important protocol packets.

There are two reasons for these problems. One reason is that the processing capabilities of the traditional
devices' control planes and forwarding planes are different. The other reason is that there is a lack of protection
mechanism for the control plane. Z-S series firewalls can classify, filter, and limit the rate of data packets to be
processed at the control layer, thus protecting key resources at the control layer. Z-S series firewalls support
flexible combinations of associated various objects (region objects, address objects, and service objects) to
formulate various local defense policies suitable for actual network security needs, accurately controlling the

access rights of devices, and ensuring device security.
2. Security Defense

There may be many forms of attacks in customers' network environment, such as traffic-targeted DDoS attacks
and packet- or protocol-targeted attacks (such as teardrop, smurf, and redirect). The target may be a user on
the intranet or the device itself. Therefore, you can configure policies to help intranet users and devices defend
against attacks. Local defense provides default policies to ensure the normal operation of the device. For ARP
attacks on the intranet, security defense provides static ARP configuration, proxy ARP, and anti-ARP spoofing

functions.
® Protocol attacks (malformed packet attack)

Protocol attacks exploit the implementation vulnerabilities of protocol stack on the target device to send
specific traffic or packets (malformed packets), to cause exceptions on the target device and achieve the
purpose of denial of service. Common protocol attacks include land, smurf, fraggle, teardrop, WinNuke, ICMP
redirect, ICMP unreachable, and large ICMP packet.

o Land

Attack principle/characteristics: The source address and destination address in the packet used for the land
attack are the same. When a user device receives such packets, it may not know how to deal with the situation
that the source address and destination address of the communication in the stack are the same, or it may
send and receive the packets repeatedly, consuming a lot of system resources. As a result, the system may

crash.
o Smurf

Attack principle/characteristics: This attack sends a packet with a specific request (such as an ICMP request)
to the broadcast address of a subnet, and fills in the attacked host's address as the source address. Then all
hosts on the subnet respond to a broadcast packet request and send packets to the attacked host. The host

is attacked. Attackers can generate heavy attack traffic to the attacked host with a small cost.

224



Product Cookbook Common Operations

3.

o Fraggle

Attack principle/characteristics: By making a simple modification of the smurf attack, fraggle uses UDP reply

packets instead of ICMP packets (attack ports 7 (echo) or 19 (chargen)).
o Teardrop

Attack principle/characteristics: This attack is mainly carried out by exploiting vulnerabilities in the system
during IP packet reassembly. Teardrop is a UDP-based attack using malformed fragments. It sends multiple
overlapping IP fragments to the attacked device (IP fragments include information such as which packet the
fragment belongs to and the position in the packet). The attacker deliberately makes these fragments overlap.

Some operating systems will crash and restart when they receive forged fragments with overlapping offset.
o WinNuke
Attack principle/characteristics: WinNuke attack, also known as out-of-band transmission attack, attacks the

destination ports, which are usually ports 53, 113, 137, 138, and 139. The URG bit is set to 1, that is,

emergency mode.
ICMP redirect
Attack principle/characteristics: The attacker sends an ICMP redirect packet to the attacked host as a gateway,

telling the host "the next hop to the next destination is me", so the attacked host modifies the routing table.
The host's traffic is redirected to the attacker, and the attacker can sniff and hijack the traffic.

ICMP unreachable
Attack principle/characteristics: The attacker sends a forged ICMP unreachable packet to the attacked host,

making the target host unable to access the destination host, port, or network segment and cutting off the

connection between the host and the destination.

Large ICMP packet

Attack principle/characteristics: Attack the target system by sending large ICMP packets. Some systems may
crash or restart after receiving the large ICMP packet due to improper processing.

Flood (flow-based attack)

Flood attacks mainly consume limited resources such as connection, bandwidth, and CPU of the attacked
host to achieve deny of service of the target host. Common resource-consuming attacks include various types

of flow-based flood attacks, including syn-flood, udp-flood, and icmp-flood.
Scan

Scan attack is usually the first step in the attacker's attempt to the target host/network. By scanning ports/IP
addresses, the attacker discovers the ports, services, and OS types in the target host/network, which is the
basic information for further penetration or attack. By traffic analysis, you will find that a specific host initiates
a large number of connections to the consecutive ports at an IP address (attempt to detect open services) or

consecutive IP addresses on a network segment (attempt to detect active hosts) in a short time.

Intrusion Prevention

Intrusion Prevention System (IPS) is a security product that performs in-depth inspection of traffic in real time to

find threats and defend against them.

By performing in-depth detection on the traffic passing the firewall in real time, IPS can identify malicious

information hidden in traffic, and report alarms and block traffic in real time to protect user hosts from malicious

traffic.
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The IPS function of Z-S series firewalls is implemented using templates. Different templates can correspond to
different signatures. You can customize the templates according to your needs. In addition, the device is
delivered with a built-in "predefined template" that has been strictly verified.

® Custom template

The custom template is the basic configuration of Ruijie firewall IPS. A configuration template is composed
of multiple "rule filters", and each rule filter consists of several signatures. You can combine specific rules

into a configuration template according to your needs.

Figure 8-4 shows the relationships between configuration template, rule filter, and signature.

Figure 8-4 Relationships Between Configuration Template, Rule Filter, and Signature

IPS
template 1 IPS
template 2
Rule filter 1 Rule filter N
Signature 1 .- Signature N Signature 1 -« Signature N
IPS
Signature 2 Signature 2 template 3

IPS supports multiple templates. An IPS template supports multiple rule filters. Each rule filter supports

multiple signatures.
® Predefined template

The elements contained in predefined templates are consistent with those in custom templates. Their

differences lie in:

o Predefined templates are a series of market-proven templates defined by Ruijie according to different

usage scenarios. They can be directly used without modification or commissioning.

o The predefined templates will be updated automatically, and Ruijie will update the rule sets in the
predefined templates according to the feedback from the market, which can reduce the maintenance

manpower.

Ruijie | z wa 2 Object

Custom Template Predefined Template

Name Description Reference Operation
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® |PS template referenced by policy

When the template configuration is completed, the IPS function of Z-S series firewall takes effect only after
you reference the IPS template on the policy page. After referencing the template, you can select the actions

to be performed on the traffic that hits the template according to your needs:
o Default Action: All traffic that hits the signature is processed using the actions of the signature.
o Alarm: Alarms are reported for all traffic that hits the signature, ignoring the actions of the signature.

o Block: All traffic that hits the signature is blocked, ignoring the actions of the signature.

Content Security (After being enabled, the following configurations only take effect for IPv4 traffic.)

Intrusion Prevention @ Enable Not Enabled mining Action: Default A ® Add Intrusion Prevention Template

Virus Protection @ Enable Mot Enabled default Action:  Block ® Add Virus Protection Template

URL Filtering Enable © NotEnabled @ Add URL Filtering

4. Virus Protection

A\ Caution
The virus protection function is supported from NTOS1.0R3. If your version is lower than NTOS1.0R3, upgrade it
to NTOS1.0R3 or higher.

Virus protection is a security detection technology that analyzes network traffic and files in real time to identify

hidden viruses, and reports alarms or blocks the traffic to protect the security of intranet data.

This function supports virus detection for video files, audio files, image files, executable files, documents,
compressed files, web files, code files, script files, and text files transmitted by HTTPS, HTTP, FTP, SMTP, and
POP3. Before detecting HTTPS traffic, you need to configure the SSL proxy function. For more information about

SSL proxy, see 8.9  Configuring SSL Proxy Policies.

The firewall supports two virus detection modes: quick scan and deep scan. Different modes use different virus

protection signature libraries:

® Quick scan: Use the Virus Protection Signature Library (Quick Scan). The virus detection rate is low but

the performance overhead is small.

® Deep scan: Use the Virus Protection Signature Library (Deep Scan). The virus detection rate is high but

the performance overhead is large.

The virus protection function of Z-S series firewalls is implemented using templates. Different templates detect
different protocols. You can customize the templates according to your needs. In addition, the device is delivered

with a built-in "predefined template" that has been strictly verified.

When the template configuration is completed, the function takes effect only after you reference the virus
protection template on the security policy page. After referencing the template, you can select the actions to be

performed on the traffic that hits the template according to your needs:
® Alarm: Always report alarms when virus is detected in traffic (only alarm, no blocking)

® Block: Block all traffic with virus detected.
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Content Security (After being enabled, the following configurations only take effect for IPv4 traffic.)

Intrusion Prevention @ Enable Mot Enabled mining  Action: Default A ® Add Intrusion Prevention Template

Virus Protection @ Enable Not Enabled  default Action: Block @ Add Virus Protection Template

URL Filtering Enable © NotEnabled ® Add URL Filtering

5. Threat intelligence

Most of the typical security capabilities (such as AV and IPS) of firewalls are based on the analysis of traffic
content. The firewalls use regularly updated signatures, rules and other information for detection, which has
problems such as large detection costs and difficulty in dealing with new network threats such as Advanced
Persistent Threat (APT) and zero-day vulnerabilities.

Threat Intelligence (TI) introduces real-time and global security threat knowledge to firewalls, enabling the
firewalls to identify and filter malicious traffic with less computing overhead. Therefore, TI becomes an
indispensable part of the multi-layer security protection system of firewalls.

The Tl module can match threat intelligence based on the destination IP address of the traffic and the domain
name in the DNS query, and perform blocking or alarming actions on the data that matches the threat intelligence,

to block malicious IP addresses and domain names.
Data sources of threat intelligence include:

® Threat intelligence signature library: Contains a large amount of threat signature data and can be upgraded
to obtain the latest data. After the Tl authorization is activated, the firewall can perform security detection
based on the threat intelligence signature library to enhance the capability of identifying and blocking threats.
If the TI function is not authorized or authorization expires, detection based on the threat intelligence

signature library is unavailable.

® Custom threat intelligence: In addition to the intelligence contained in the threat intelligence signature library,
the system allows you to import malicious intelligence that you have collected. When threat is detected, the
system matches the threat against the Custom Threat Intelligence first. The data matching Custom Threat
Intelligence is blocked and a security log is recorded. In the unauthorized state, Custom Threat Intelligence

can still be used for matching.
8.3.2 DoS/DDoS Attack Defense

1. Configuring Source Defense Against DoS/DDoS

Procedure

(1) Choose Policy > Security Defense > DoS/DDoS Attack Defense.
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I DoS/DDoS Attack Defense

Defense Type  Attack Src.Zone  Src. Address Dest. Address  Defense Config Description Operation

[ Basic Protocol Packet Control 3 Refresh

Da$/DDas Attack Defense

(2) Above the operation area, click Create and select Add Src. Defense Against DoS/DDoS.
The system displays the Add Src. Defense Against DoS/DDoS page.

< Back  Add Src. Defense Against DoS/DDoS

Basic Info
*Name
Enabled State @ Enable Disable

Description

Protected Host Range
* Attack Src. Zone ©® Add Security Zone
* Sre. Address

* Dest. Address

Defense Config
Scan Attack Types Select Defense Types

Src. Defense Against Selected Defense Types: SYN Flood Attack Defense,UDP Flood Attack Defense,ICMP Flood Attack Defense,ICMPv6 Flood Attack Defense
DoS/DDos

Action After Detecting Attacks Log Block
Advanced Defense

Packet-based Attack All

Teardrop Attack Defense Control IP Packets with Source Routes Control IP Packets with Record Routes
Smurf Attack Defense ICMP Redirect Attack Defense ICMP Unreachable Attack Defense
LAND Attack Defense WinNuke Attack Defense Fraggle Attack Defense

Large ICMP Packet Attack Defense | 1500

Filtering out IPv6 Packets with

Specific EHs

(3) Set the parameters related to DoS/DDoS attack defense policy.

Item Description Remarks

Basic Info
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Item Description Remarks
Characters such as
~#%A&*+\|{};:"/<>? and spaces are
Name Name of the DoS/DDoS attack defense not allowed.
olicy.
poliey [Example]
DoS_policy_1
Whether to enable the policy immediately [Example]
Enabled State
after configuration is completed. Enable

Description

Description of the DoS/DDoS attack defense
policy.

Characters such as

~#% A& +\|{};:"/<>? are not allowed.
[Example]

New policy

Protected Host Range

Range of the attack source associated with the policy. The policy takes effect when matching.

Attack Src.
Zone

The policy checks the traffic from this security

zZone.

[Example]

any

Src. Address

The policy checks the traffic from this
address set.

any indicates all addresses.
[Example]

any

The policy checks the traffic to this address

any indicates all addresses.

Dest. Address [Example]
set.
any
Defense Config
Scan Attack Types
IP Scan [Example]
Whether IP scan defense is enabled.
Defense Enabled
. Threshold for detecting an IP scan attack and | [Example]
Limit (pps) ) ) ]
triggering protection. 10000
Blocking Duration of traffic blocking after an attack is [Example]
Duration (s) detected. 300s
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Item Description Remarks
Port Scan _ [Example]

Whether port scan defense is enabled.
Defense Enabled

o Threshold for detecting a port scan attack [Example]

Limit (pps) . . )

and triggering protection. 10000
Blocking Duration of traffic blocking after an attack is [Example]
Duration (s) detected. 300s

DoS/DDoS Attack Defense (Based on Src. IP)

Attack defense

type.

Defense against SYN flood, UDP flood, ICMP
flood, and ICMPV6 flood.

Click an attack defense type to enable

defense against the specific attacks.
[Example]
Select SYN Flood Attack Defense.

Src. IP Blocking | Global trigger threshold of flood attack [Example]
Limit (pps) defense. 2000
Blocking Duration of traffic blocking after an attack is [Example]
Duration (s) detected. 300s

Action taken after the system detects an

attack, including:
Action After )

Log: Only record a security log, but not block | [Example]
Detecting raff

raffic.
Attacks Select Log and Block.

Block: Only block traffic, but not record a

security log.

Advanced Defense

Packet-based Whether defense against packet-based [Example]
Attack attacks is enabled. All

Filtering out

IPv6 Packets Filter out the IPv6 packets with the extended | [Example]
with Specific headers of the specified type. Empty EHs
EHs

Follow-up Procedure
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® To modify an existing policy, click Edit. To delete a policy, click Delete. To enable or disable the policy, click

the switch.

® To delete multiple policies in a batch, select the policies that you want to delete and click Delete.

® To enable multiple policies in a batch, select the policies that you want to enable and click Enable.

® To disable multiple policies in a batch, select the policies that you want to disable and click Disable.

® Enter the policy names, policy associated objects, full or part of the policy description in the search box to
search for the policies. Fuzzy search is supported.

2. Configuring Destination Defense Against DoS/DDoS

Procedure

(1) Choose Policy > Security Defense > DoS/DDoS Attack Defense.

Ruijie

I DoS/DDoS Attack Defense

[ Delete @ Enable (9 Disable [ Basic Protocol Packet Control & Refresh

ame Defense Type  Attack Src Zone  Src. Address Dest. Address  Defense Config Description Operation

(2) Above the operation area, click Create and select Add Dest. Defense Against DoS/DDoS.
The system displays the Add Dest. Defense Against DoS/DDoS page.

< Back Add Dest. Defense Against DoS/DDo$S

Basic Info
*Name
Enabled State @ Enable Disable

Description

Protected Host Range
* Attack Src. Zone @ Add Security Zone
* Src. Address

* Dest. Address

Defense Config

Dest. Defense Against Selected Defense Types: SYN Flood Attack Defense,UDP Flood Attack Defense,ICMP Flood Attack Defense,ICMPv6 Flood Attack Defense

DoS/DDoS

Action After Detecting Attacks Log Limit

Advanced Defense

Packet-based Attack All

Teardrop Attack Defense Control IP Packets with Source Routes Control IP Packets with Record Routes
Smurf Attack Defense ICMP Redirect Attack Defense ICMP Unreachable Attack Defense
LAND Attack Defense WinNuke Attack Defense Fraggle Attack Defense

Large ICMP Packet Attack Defense = 1500

Filtering out IPv6 Packets with

Specific EHs
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(3) Set the parameters related to DoS/DDoS attack defense policy.

Common Operations

Item Description Remarks
Basic Info
Characters such as
~IH#%N&*+H\|{};:"/<>? and spaces are
Name Name of the DoS/DDoS attack defense not allowed.
olicy.
poliey [Example]
DoS_policy_1
Whether to enable the policy immediately [Example]
Enabled State o
after configuration is completed. Enable

Description

Description of the DoS/DDoS attack

defense policy.

Characters such as
~I#% A& +\|{};:"/<>? are not allowed.

[Example]

New policy

Protected Host Range

Range of the attack source associated with the policy. The policy takes effect when matching.

Attack Src. Zone

The policy checks the traffic from this

security zone.

[Example]

any

Src. Address

The policy checks the traffic from this

address set.

any indicates all addresses.
[Example]

any

Dest. Address

The policy checks the traffic to this address

set.

any indicates all addresses.
[Example]

any

Defense Config

Dest. Defense Against DoS/DDoS

Attack defense

type.

Defense against SYN flood, UDP flood,
ICMP flood, and ICMPV6 flood.

Click an attack defense type to enable
defense against the specific attacks.

[Example]
Select SYN Flood Attack Defense.
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Item Description Remarks
Dest. IP Rate Global trigger threshold of flood attack [Example]
Limit (pps) defense. 10000
Time in which the traffic rate is limited
Effective Time [Example]
(s) below the threshold after an attack is
s
detected. 300s
Action taken after the system detects an
attack, including:
Action After )
Log: Only record a security log, but not [Example]
Detecting limit the traffic rat
imit the traffic rate. imi
Attacks Select Log and Limit.

8.3.3

Limit: Only limit the traffic rate, but not

record a security log.

Advanced Defense

Packet-based Whether defense against packet-based [Example]
Attack attacks is enabled. All
Filtering out IPv6 ) )
] Filter out the IPv6 packets with the [Example]
Packets with tended head fth fiod t
extended headers of the specified type.
Specific EHs P yP Empty EHs

(4) Click Save to complete the configuration of DoS/DDoS attack defense policy.

Follow-up Procedure

® To modify an existing policy, click Edit. To delete a policy, click Delete. To enable or disable the policy, click

the switch.

® To delete multiple policies in a batch, select the policies that you want to delete and click Delete.

® To enable multiple policies in a batch, select the policies that you want to enable and click Enable.

® To disable multiple policies in a batch, select the policies that you want to disable and click Disable.

® Enter the policy names, policy associated objects, full or part of the policy description in the search box to

search for the policies. Fuzzy search is supported.

Intrusion Prevention

1. Creating a Custom IPS Content Template

Application Scenario

By performing in-depth detection on the traffic passing the firewall in real time, IPS can report alarms and block

traffic in real time to protect user hosts from malicious traffic.

Configuration Points

234



Product Cookbook Common Operations

(1) Customize the intrusion prevention template.
(2) Set the parameters of intrusion prevention template (rule filter).
(3) Reference the IPS custom template to security policy and select actions (alarming, blocking, or default action).
Procedure
(1) Add an intrusion prevention template.
a Choose Object > Content Template > Intrusion Prevention > Custom Template.

b  Click Create to enter the Add Intrusion Prevention Template page.

Custom Template Predefined Template Advanced Settings
[ Delete & Refresh
Name Description Reference Operation

No Data

< Back Add Intrusion Prevention Template

Basic Info
* Template Name

Description

* Rule Filter

@ Create | T Delete

Name Object Severity Protocol Threat Type Operation

No Data

HO0E

=1 Advanced Settings

(2) Add a rule filter and set parameters.

Enter the name and description of the custom template based on the actual intrusion prevention scenario or

protection requirements.

¢ Inthe Rule Filter area, click Create, set parameters, and click Confirm.
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< Back Add Intrusion Prevention Template

Basic Info
* Template Name

Description

* Rule Filter

@ Create

Name

HO0E

=1 Advanced Settings

Add Rule Filter

* Name

* Dbject [] All
* Severity All
Protocol

T Delete

Object

Server

High

To-be-selected (5)

DNS

HTTP

TCP

TLS

upP

Threat Type 7 pe-selected (93)

Brute Force

DDOS
Deserialization
Event Monitor
Information Leakage

Injection Attack

Severity Protocol Threat Type

No Data

Save

Client
Medium Low Tip
Select All Selected (0) Clear
Select All Selected (0) Clear
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@)

o Name: Customized. You are advised to configure a name that can describe the filter function.
o Object: Objects to be protected.

o Severity: Defense severity. For example, if only High is selected, only the security rules with high

severity can hit the filter.

o Protocol: Protocols to be detected. The protocol traffic that is not specified does not hit the filter.

o Threat Type: Types of threats to be detected. The threat traffic that is not specified does not hit the filter.
If you have no special protection requirements, select all.

d (Optional) Click =i pefore Advanced Settings to expand the advanced settings.

Click the input box to select excluded rules, click Add, and configure the action for the rule in the list. After a
rule is configured as excluded, the action of the excluded rule is taken on the packets that hit the rule, but the
action set in the template does not take effect.

=7 Advanced Settings

(@ If arule is excluded, the action of its signature has the highest priority.

® Add

1 Added Action Clear

Excluded Rule Settings

© Block Alert Permit mf

ImageMagick server request for fake vulnerability (CVE-2016-3718)(4325.. Default Signature Action

e Click Save to complete the configuration of intrusion prevention template.

Choose Policy > Security Policy > Create Security Policy to associate the security policy with intrusion
prevention. Configure the template as predefined, set the action to alarming, blocking, or default (default

action refers to the recommended action predefined in the system in Security Rule Base.

Content Security (After being enabled, the following configurations only take effect for IPv4 traffic.)

Intrusion Prevention @ Enable Not Enabled I ips I Action: I Default A I ® Add Intrusion Prevention Template

Virus Protection Enable © Not Enabled & Add Virus Protection Template

URL Filtering Enable © MNotEnabled @ Add URL Filtering

1 Security Rule Base

@ Enoble  © Disable @ Add Search Criteria
Rule ID Defense Name Threat Type Threat Subtype Severity Action Operation
4250341 D-LINK DIR-615 cross-station request for. * Medium Alarm
4259842 Western Digital mycloud NAS CSRF vuin.. » High Block
4259843 Wiki Cross Site Request Forgery Attack (c - - » High Block B ail
4250844 Easy hosting control panel Cross Site Req... - - * Medium Aarm
4325377 ImageMagick server request for fake vul. - - * Medium Alarm ew Details
4325378 WordPress Print My Blog Plug-in Code Pr.. # High Block
4325379 RF vulnerability (cve-2014-2. - - * Medium Alarm
4325380 c SSRF vulnerability (cve-2014-4 - - « Medium Aarm
4325381 Avtech DVR device server side Request F. - * Medium Alarm w tail
4325382 Vhiware vrealize SSRF wulnerability{cve-2 * Medium Alarm
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2. IPS Advanced Settings

Application Scenario

The IPS technology of the device supports blocklist linkage. If blocklist linkage is enabled, a temporary blocklist
can be automatically generated when traffic hits a brute-force IPS policy. The blocking duration is 10 minutes by
default and the temporary blocklist is automatically deleted after the blocking duration expires. If blocklist linkage
is disabled, a temporary blocklist cannot be automatically generated. You can enable the blocklist linkage

function as required. If traffic hits a temporary blocklist, it is directly blocked without IPS detection.
Procedure

(1) Choose Object > Content Template > Intrusion Prevention > Advanced Settings.

(2) Toggle on to enable blocklist linkage.

Custom Template Predefined Template Advanced Settings

(D Blocklist Linkage D

(3) Click Save.

Follow-up Procedure
® Choose Policy > Blocklist and Allowlist. On the page that is displayed, click the corresponding temporary
blocklist tab to view blocklists added by IPS.

IPv4 Allowlist IPv6 Allowlist IPv4 Blocklist IPv6 Blocklist Temporary IPv4 Blocklist ] [ Temporary IPv6 Blocklist ]

@ Create [ Delete & Refresh | & Set Blocking Duration

Blocking D

No. IP Type Adding Time uration

Remaining Blocking Duration Source Description

No Data

8.3.4 Virus Protection

Application Scenario

If intranet users often download various application data from the Internet or the intranet servers often need to
receive data uploaded by Internet users, you can configure virus protection policies on the firewall to detect virus

in the passing traffic and configure real-time alarming and blocking to protect user hosts from malicious traffic.

A\ Caution
The virus protection function is supported from NTOS1.0R3. If your version is lower than NTOS1.0R3, upgrade it
to NTOS1.0R3 or higher.

Configuration Points
(1) Customize the virus protection template.

(2) Reference the virus protection template to security policy and select actions (alarming or blocking).
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(3) To detect HTTPS traffic, you need to configure the SSL proxy function. For more information about SSL proxy,
see 8.9  Configuring SSL Proxy Policies.

Procedure
(1) Add a virus protection template.

Choose Object > Content Template > Virus Protection > Custom Template. Above the operation area, click

Create.

TRUIJIC | Z Series Firews £ Object

Custom Template Predefined Template

[ Delete | O Refresh

Name Protocol Upload Download Description Reference Operation

{ Back Add Virus Protection Template

Basic Info

* Template Name

Description
Scan Mode
Scan Mode @ Quick Scan Deep Scan
Protocol
Protocol Type Upload Download
FTP
HTTP
POP3
SMTP

=1 Advanced Settings
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8.3.5

® Quick Scan: Use the Virus Protection Signature Library (Quick Scan). The virus detection rate is low but
the performance overhead is small.

® Deep Scan: Use the Virus Protection Signature Library (Deep Scan). The virus detection rate is high but

the performance overhead is large.

® Protocol: Detect virus for the uploaded or downloaded packets of the specified protocol. The packets of

unspecified protocols are forwarded directly without virus detection.

® |f the specified MD5 value or application is configured as excluded, the firewall will directly forward the
packets of the specified MD5 value or application.

(2) Choose Policy > Security Policy > Create Security Policy to associate the security policy with virus
protection. Select a virus protection template and set the action to Alarm or Block.
Content Security (After being enabled, the following configurations only take effect for IPv4 traffic.)
Intrusion Prevention Enable © NotEnabled @& Add Intrusion Prevention Template

Virus Protection| @ Enable Mot Enabled | test IAction: Block ® Add Virus Protection Template

URL Filtering Enable © NotEnabled @& Add URL Filtering

ARP Attack Defense

1. Configuring Static ARP

Application Scenario

Configuring static ARP entries can protect ARP entries from being modified by received forged gratuitous ARP

packets or ARP response packets.
Procedure

(1) Choose Policy > Security Defense > ARP Attack Defense > Static ARP Entry List.

Static ARP Entry List Proxy ARP Anti-ARP Spoofing Anti-ARP Rate Limit

@ Create T Delete O Refresh P MAC Interface

P MAC Interface Status Description Operation

The static ARP entries configured on the device are displayed. The Status column shows whether the interfaces
bound to the entries are valid or invalid.

(2) Above the operation area, click Create.

The system displays the Add ARP page.
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< Back Add ARP

*1p

*MAC Auto MAC Obtaining
* Interface Auto Interface Discovery
Description

(3) Configure the basic information of the static ARP entry.

Item Description Remarks
P IP address to be bound to [Example]
the static ARP entry. 192.168.10.3

Two configuration methods are supported:

®  Fill in the information manually.
® Click Auto MAC Obtaining. The device will search for

MAC address to be bound the MAC address matching the IP address according
MAC ) to the available ARP entry information. If no address
to the static ARP entry. is found, the system displays "No address is
matched."”
[Example]

11:22:33:44:55:66

Two configuration methods are supported:

®  Fill in the information manually.
®  Click Auto Interface Discovery. The device will

Interface Physical interface to be configure the interface that may match the IP address
bound. according to the related information. If no interface is
found, the system displays "No interface is matched."
[Example]
Ge0/1

(4) Click Save to complete the configuration of static ARP policy.

Follow-up Procedure

® To edit an existing policy, click Edit.

® To delete multiple policies in a batch, select the policies that you want to delete and click Delete.
® Enter the related parameters in the search box to filter the query result.

2. Configuring Proxy ARP

Application Scenario
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When receiving an ARP request from the interface proxy network segment, the firewall responds and provides
the MAC address of the interface.

Procedure

(1) Choose Policy > Security Defense > ARP Attack Defense > Proxy ARP.

Static ARP Entry List Proxy ARP Anti-ARP Spoofing Anti-ARP Rate Limit

Proxy ARP

Create | [ Delete O Refresh IP Address/Range Interface

Start IP End IP Interface Status Operation

The proxy ARP network segments configured on the device are displayed. The Status column shows whether
the interfaces bound to the entries are valid or invalid.

(2) Enable Proxy ARP.

Static ARP Entry List Proxy ARP Anti-ARP Spoofing Anti-ARP Rate Limit
Proxy ARIC]
] Delete & Refresh IP Address/Range Interface
Start IP End IP Interface Status

Operation

(3) Click Create.

The system displays the Create Proxy ARP page.

{ Back Create Proxy ARP

*Start IP
“End IP

* Interface

(4) Fillin the start IP address and end IP address of proxy and select the proxy interface.
(5) Click Save to complete the configuration of proxy ARP.

Follow-up Procedure

® To modify an existing proxy ARP configuration, click Edit.

® To delete multiple policies in a batch, select the policies that you want to delete and click Delete.
3. Configuring Anti-ARP Spoofing

Application Scenario
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8.3.6

The firewall periodically sends gratuitous ARP broadcast packets to allow terminals on the same network

segment to obtain the correct MAC address of the firewall, thus preventing attackers from forging the gateway.
Procedure

(1) Choose Policy > Security Defense > ARP Attack Defense > Anti-ARP Spoofing.

Static ARP Entry List Proxy ARP Anti-ARP Spoofing Anti-ARP Rate Limit

Anti-ARP Spoofing

# (D Gateway MAC Broadcast Interval (s) 30

Save

(2) Enable Anti-ARP Spoofing.

(3) Modify Gateway MAC Broadcast Interval. The unit is second.
(4) Click Save to save the configuration.

4. Configuring ARP Rate Limiting

Application Scenario

ARRP rate limiting can be configured for networks with heavy ARP traffic. After a global rate limit is set for ARP
request or reply packets, when all ARP request or reply packets (including uplink and downlink packets) exceed
the rate limit and the ARP request or reply packets from a source IP address exceed 5 pps, the excessive packets

are discarded. Otherwise, the packets are forwarded.
Procedure

(1) Choose Policy > Security Defense > ARP Attack Defense > Anti-ARP Rate Limit.

Static ARP Entry List Proxy ARP Anti-ARP Spoofing Anti-ARP Rate Limit

* ARP Request Rate Limit (pps) 100

* ARP Reply Rate Limit (pps) 100

Save

(2) Modify the global rate limit of ARP request or reply packets.
The default values of both parameters are 100, in pps.

(3) Click Save.
Local Defense

Application Scenario

The local defense function can block or restrict specified types of packets sent to the local device. For example,
you can specify the ping packets in the traffic sent to the local device. Then the device directly discards the ping

packets to forbid any ping operation to the local device, thus ensuring the normal running of the device.
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The local defense function has two default policies that cannot be modified to ensure that the device is protected
from traffic attacks after this function is delivered.

Procedure

(1) Choose Policy > Security Defense > Local Defense.

I Local Defense

@create| WOelete @ Enable | © Disable | ® Move Local Defense
Priority  Name Stc.Security Zone  Src. Address Dest Address Service Action Description Operation

Allow traffic to the local device, but I

1 it local any any any local serviceemp,l..  permit
mit the rate to 1500 pps per host

2 deny._a any any any any deny Block all traffic to the local device.

(2) Click Local Defense. Toggle on Enable Local Defense and click Confirm.

I Local Defense

@ Create | T Delete | | @ Enable | © Disable  (® Move & Local Defense

Priority ~ Name Src. Security Zone Src. Address Dest. Address Service Action
1 limit_local any any any local_serviceicmp,i...  permit
2 deny _all any any any any deny

(i) When local defense is disabled, access
management cannot be configured, and existing
configurations become invalid. Please operate

with caution.

Enable Local Defense (}

(3) Click Create to enter the Create Local Defense Policy page.
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< gack Create Local Defense Policy

Basic Info

“Name
Enabled State @ Enable

Adjacent Policy

Description

Src. and Dest.
Src. Security Zone  any ®

Src. Address

200.10.10.10
lan_users

172.26.1.116

TrafficLearni...

PortScan_de...

& Add Address

Dest. Address

& any
200.10.10.10
lan_users

172.26.1.116

TrafficLearni...

& Add Address

Service

Service

Service 1o pe-selected (78)

Service/Group

Name

B any
service_22 T.. TCP
service 443 ... TCP
service_2048... TCP
service_2009... TCP

Disable

Before

To-be-selected (5)

200.10.10.10
192.168.1.20
172.26.1.116
172.20.37.114

172.20.37.54

@ Add Address Group

To-be-selected (5)

200.10.10.10
192.168.1.20
172.26.1.116
172.20.37.114

@ Add Address Group

Protocol Dest.

/Service Port

22
443
2048
20099

@ Add Service & Add Service Group

Action Settings

Action Option @ Permit Deny

IP-based Rate Limit

IP-based Rate Limit @ Disable Enable

(4) Set the parameters of local defense policy.

) Add Security Zone

Selected (1)

any

Selected (1)

any

Selected (1)

any
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Item Description Remarks
Basic Info
Characters such as "~1#%"&*+\|{};:"/<>? and
spaces are not allowed.
Name Name of the local defense policy.
[Example]
policy_1
Enabled Whether the policy is enabled in the [Example]
State system. Enable
Move the new policy before or after the
Adjacent specified policy. The closer a policy is to
Policy the front, the higher its priority is in
matching.
o ) ) o Characters such as "~1#%"&*+\|{};:"/<>? are
Description Security policy description.
not allowed.

Src. and Dest.

Associate the policy with source security zone, source address object, destination address object, and
service object. The policy takes effect when all the four items are hit.

Src. Security | The policy checks the traffic from this

Zone zone.

any indicates traffic of all zones.
[Example]

any

The policy checks the traffic from this
Src. Address
address set.

any indicates all addresses.
[Example]

any

Dest. The policy checks the traffic to this
Address address set.

any indicates all addresses.
[Example]

any

. The policy checks the traffic of this
Service )
service.

any indicates all services.
[Example]

any

Action Settings
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8.3.7

Common Operations

® Enable: restricted. The Packets
Allowed to Pass Through Each
Host (pps) field needs to be set.

Action Action taken on the traffic that hits the [Example]
Option policy. Permit
IP-based Rate Limit

Whether to restrict the number of

packets that can pass per second in the
IP-based traffic matching the policy. [Example]
Rate Limit ® Disable: not restricted Disable

(5) Click Save.

Follow-up Procedure

® To delete multiple policies in a batch, select the policies that you want to delete and click Delete in the above

bar.

® To enable multiple policies in a batch, select the policies that you want to enable and click Enable in the

above bar.

® To disable multiple policies in a batch, select the policies that you want to disable and click Disable in the

above bar.

® To adjust the policy priority, click Move. The closer a policy is to the front, the higher its priority is in matching.

® Enter the policy names, policy associated objects, full or part of the policy description in the search box to

search for the policies. Fuzzy search is supported.

Session Suppression

1. Configuring the Uplink Packet Rate Limit

Application Scenario

Configure global per-IP rate limiting or rate limiting on designated IP addresses for uplink packets. The priority

of rate limiting on designated IP addresses is higher than that of global per-IP rate limiting. In scenarios where

network traffic is heavy, you can limit the rate of uplink packets to ensure proper network bandwidth allocation

and prevent network congestion.

Procedure

(1) Choose Policy > Security Defense > Session Suppression > Uplink Packet Rate Limit.

(2) Toggle on

to enable uplink packet rate limiting.

Uplink Packet Rate Limit New Session Limit

Uplink Packet Rate Limiting
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(3) Configure a rate limit for uplink packets.

Global Per-IP Rate Limiting

a Configure a rate limit for each IP address on the entire network.

Uplink Packet Rate Limit New Session Limit Session Number Limit Policy

Uplink Packet Rate Limiting ()

Global Per-IP Rate Limiting ©

Global Per-IP/IPv6 Uplink Limit (pps) 0 Save

Rate Limiting on Designated IP

Common Operations

® Create | T Delete & Refresh
P Limit (pps) ‘Operation
Nn Data
Item Description Remarks
The priority of rate limiting on
designated IP addresses is higher
Global Per-IP/IPv6 than that of global per-IP rate [Example]
Uplink Limit (pps) limiting. The default value is 0, 3000
indicating that the rate is not
limited.
b Click Save.
Rate Limiting on Designated IP Addresses
a Click Create.
Uplink Packet Rate Limit New Session Limit Session Number Limit Policy
Uplink Packet Rate Limiting @)
Global Per-IP Rate Limiting ©
Global Per-IP/IPv6 Uplink Limit (pps) =~ 0 Save
Rate Limiting on Designated IP
Tl Delete & Refresh
P Limit (pps) Operation

No Data

b  Configure rate limiting on a designated IP address.
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< Back Create Rate Limiting on Designated IP

1P

* Uplink Limit (pps)

Common Operations

Item Description Remarks
Enter a valid IPv4 or IPv6 address.
IP address for which the rate needs to
P [Example]

be limited.

192.168.1.1 or 1234::100

Uplink Limit (pps)

Number of uplink packets per second.

[Example]

1

¢ Click Save.

Follow-up Procedure

® Click Create to add more IP addresses for rate limiting.

® Click Delete to remove the configuration.

® Click Refresh to obtain the latest configuration of rate limiting on designated IP addresses.

® Click Edit to modify the number of uplink packets per second allowed on a specified IP address.

2. Configuring the New Session Limit

Application Scenario

Configure global new session limiting or configure new session limiting on designated IP addresses. The priority

of new session limiting on designated IP addresses is higher than that of global new session limiting. The new

session limit prevents a large number of new connections established due to DDoS attacks, which affects normal

services.

Procedure

(1) Choose Policy > Security Defense > Session Suppression > New Session Limit.

(2) Toggle on to enable new session suppression.

Uplink Packet Rate Limit

New Session Suppression

New Session Limit Session Number Limit Policy

(3) Configure the maximum number of new sessions.

® Global New Session Limiting
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a Configure the maximum number of new session connections on the entire network.

Uplink Packet Rate Limit New Session Limit Session Number Limit Palicy
New Session Suppression (

Global New Session Limiting (0

Global New Session Connections/s 0 Save
New Session Limiting on Designated IP
@® Create T Delete & Refresh
P New Session Number Limit/s Operation
(=)
No Data %
Item Description Remarks
The priority of new session limiting
on designated IP addresses is
Global New Session higher than that of global new [Example]
Connections/s session limiting. The default value 300
is 0, indicating that the rate is not
limited.
b  Click Save.
® New Session Limiting on Designated IP Addresses
a Click Create.
Uplink Packet Rate Limit New Session Limit Session Number Limit Policy
New Session Suppression (1 )
Global New Session Limiting (O
Global New Session Connections/s 0 Save
New Session Limiting on Designated IP
T Delete O Refresh
P New Session Number Limit/s Operation
No Data

b  Configure new session limiting on designated IP addresses.

{ Back Create Rate Limiting on New Sessions of Designated IP

“Ip

* New Session Number Limit/s
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Item Description Remarks

Enter a valid IPv4 or IPv6 address.

IP address for which new session
P ) o [Example]
connections need to be limited.

192.168.1.1 or 1234::100

New Session Number . [Example]
o Number of new sessions per second.
Limit/s 10

¢ Click Save.
Follow-up Procedure
® Click Create to add more IP addresses for new session limiting.
® Click Delete to remove the configuration.
® Click Refresh to obtain the latest configuration of new session limiting on designated IP addresses.

® Click Edit to modify the number of new session connections per second allowed on a specified IP address.
3. Configuring a Session Number Limit Policy

Application Scenario

Configure a session number limit policy to control the number of sessions based on the source address,
destination address, application, user, service, and time. The session number limit can help allocate session

resources more properly and prevent a large number of attacks.
Procedure

(1) Choose Policy > Security Defense > Session Suppression > Session Number Limit Policy.

(2) Toggle on to enable the session number limit policy function.

Uplink Packet Rate Limit New Session Limit Session Number Limit Policy

Session Number Limit Policy

(3) Click Create.

Uplink Packet Rate Limit New Session Limit Session Number Limit Policy

Session Number Limit Policy (i)

B Delete (D Enable  © Disable  (® Move & Refresh  <§ Clear Hit Record [ Custom Field
Priority Name Src. Address  Dest. Address  Service App User Time Range  Total Session Limit  Per-IP Session Limit  Hit

(4) Configure a policy for limiting the number of sessions.
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Back Create Session Number Limit Policy

Basic Info
*Name
* Enabled State @ Enable Disable
Description
Src. and Dest. Addresses
*Src. Address  any

* Dest. Address  any

Service

Service  any

App

App any

User

User/User Group  any

Time Range

Time Range ® Add One-Off Time Plan & Add Cyclic Time Plan

Total Session Limit

* (D Total Session Limit 0

Per-IP Session Limit

* (@ Per-IP Session Limit 0

Action Settings

Action Option Alarm © Block

Save

Item Description Remarks

Characters such as

~I#%$&*+|{};:"/<>? and spaces are not

Name Name of the session number limit policy. | @llowed.
[Example]
Test
[Example]
Enabled State Enable or disable the policy.
Enable
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Item Description Remarks
Characters "~I#$%"&*+\|{};:"/<>7? are not
Description of the session number limit | @llowed.
Description )
policy. [Example]
Test
Select a value from the drop-down list.
Src. Address Source IP address for policy matching. [Example]
any
Select a value from the drop-down list.
Destination IP address for policy
Dest. Address ) [Example]
matching.
any
Select a value from the drop-down list.
Service Service for policy matching. [Example]
any
Select a value from the drop-down list.
App Application for policy matching. [Example]
any
Select a value from the drop-down list.
User/User Group Users for policy matching. [Example]
any
Select a value from the drop-down list.
Time Range Time range for policy matching. [Example]
any
Total number of sessions that can be
established on all IP addresses that [Example]
Total Session Limit ) ]
match the policy. The default value is 0, | 20
indicating no rate limiting.
Number of sessions that can be
established on a single IP address that
matches the policy. The value cannot [Example]
Per-IP Session Limit
exceed the configured total session limit. | 2
The default value is 0, indicating no rate
limiting.
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8.3.8

Item Description Remarks

If the total session limit or per-IP session
limit is exceeded, the action specified in
the policy is performed.

Currently, the following modes are

[Example]
Action Option supported:

Alarm
Alarm: Packets are allowed to pass

through, and a log is recorded.

Block (default value): The session is
blocked, and a log is recorded.

(5) Click Save.

Follow-up Procedure

® Click Create to add more session number limit policies.

® Select a session number limit policy and click Delete to delete the policy.

® Select a session number limit policy and click Enable to enable the policy or click Disable to disable the
policy.

® Select a session number limit policy and click Move to move a policy. The policy listed before has a higher
matching priority.

® Select a policy and click Clear Hit Record to clear the hit record of the policy and start statistics collection
again.

® Click Custom Field to specify the fields to be displayed in the policy list to quickly obtain required information.

® Click Refresh to obtain the latest policy configuration.
Threat Intelligence

1. Overview

Most of the typical security capabilities (such as AV and IPS) of firewalls are based on the analysis of traffic
content. The firewalls use regularly updated signatures, rules and other information for detection, which has
problems such as large detection costs and difficulty in dealing with new network threats such as Advanced

Persistent Threat (APT) and zero-day vulnerabilities.

Threat Intelligence (TI) introduces real-time and global security threat knowledge to firewalls, enabling the
firewalls to identify and filter out malicious traffic with less computing overhead. Therefore, TI becomes an

indispensable part of the multi-layer security defense system of firewalls.

The Tl module can match threat intelligence based on the destination IP address of the traffic and the domain
name in the DNS query, and perform blocking or alarming actions on the data that matches the threat intelligence,

to block malicious IP addresses and domain names.

A\ Caution
The Tl function is supported from NTOS1.0R4. If your version is lower than NTOS1.0R4, upgrade it to
NTOS1.0R4 or higher.
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2. Enabling Tl

Application Scenario

Enable the TI function on the firewall to block and alarm malicious IP traffic and malicious domain name query

traffic, thus improving security defense effects.
Prerequisites

You have been authorized and activated the Tl capability.

@ Note

If the Tl function is not authorized or authorization expires, the detection based on threat intelligence signature

library is unavailable, and only the custom TI configured manually can be used. In this case, the threat

intelligence signature library cannot be upgraded.

Procedure

(1) Choose Policy > Security Defense > Threat Intelligence > Intelligence Management.

Intelligence Management

Threat Intelligence

(2) Click to enable the TI function.

Intelligence Management Custom Threat Intelligence Excluded Threat Intelligence Search

Threat mtelh‘genceD

Function Status MNormal
Basic Config

Auto Security Zone Identification

Threat Intelligence Defense

(i) Select the threat intelligence types for which you want to enable defense.

AllType Deny © Alarm
Trojan Deny © Alarm
Worm Deny © Alarm
Malware Deny © Alarm
CnC Deny © Alarm
GrayWare Deny @ Alarm
Proxy Deny © Alarm
Phishing Deny © Alarm
Save
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(1) Set the parameters of TI.

Common Operations

Item

Description

Remarks

Function Status

Current status of the Tl function

® Unauthorized: The Tl function license is not
activated for the device, or the device cannot
communicate with Ruijie Secure Cloud
Platform.

® Normal: The Tl function license is activated.
The function is available and the library can
be updated.

®  Server Error: The Tl function license is
activated, but the secure cloud platform
cannot connect to the threat intelligence
signature library update server. The threat
intelligence signature library cannot be
updated.

The status is displayed
automatically according to
the current Tl function
status.

[Example]

Normal

Basic Config

Auto Security Zone

Identification

Whether to identify the traffic inbound and

outbound security zones automatically.

®  After this function is enabled, the device
automatically identifies the inbound and
outbound security zones (ingress and egress)
of traffic, and determines whether to perform
threat signature matching for the traffic.

® |[f this function is disabled, you can manually
specify the effective security zones for TI.

[Example]
Enabled

Effective Security

Zone

After the effective security zone is specified, the
system performs Tl matching and processing
(block or alarm) for the traffic only when the
outbound security zone of the traffic is the same as

the specified zone.

When Auto Security Zone
Identification is disabled,
this parameter needs to be
configured.

[Example]

untrust

Threat Intelligence D

efense

® Alarm: Not block traffic, but record a security
log.

Type Select the Tl type to defend against. Select to enable defense.
[Example]
APT
Action Action to be taken on the traffic matching the TI: [Example]
® Deny: Block traffic and record a security log. Deny
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(3) Click Save to complete the configuration.
3. Customizing Threat Intelligence

Application Scenario

In addition to the threat intelligence contained in the threat intelligence signature library, the system allows you
to import malicious intelligence that you have collected. When threat is detected, the system matches the threat
against the custom threat intelligence first. The data matching custom threat intelligence is blocked and a

security log is recorded.
In the unauthorized state, custom threat intelligence can still be used for matching.
® Manually configure the custom TI.

(1) Choose Policy > Security Defense > Threat Intelligence > Custom Threat Intelligence.

Intelligence Management Custom Threat Intelligence Excluded Threat Intelligence Search

Name Intelligence Quantity Operation
1

0 Edit Delete

(2) Click Create to enter the Create Custom Threat Intelligence Type page.

{ Back CreateCustom Threat Intelligence Type

*Name
Enabled State @ Enable Disable

(1) IP or Domain

Mame

(3) Set the parameters of custom TI.

Item Description Remarks
Name Name of the custom TI. [Example]
Trojan
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Item Description Remarks
Enabled Status Whether to enable the TI. The disabled [Example]
TI will not be matched. Enable

IP or Domain Name

IP address or DNS name to be checked
and blocked.

® [f multiple IP addresses or
domain names need to be
configured, enter one IP address
or domain name per line, and
press Enter to separate lines.

® The domain name matching rule
is full match.

[Example]

WWW.XXX.com

(4) Click Save to complete the configuration.

® Batch import custom T

Application Scenario

When you need to add a large number of Tl types, you can fill in Tl information in a template, and import them

in a batch with one click.

Procedure

(1) Choose Policy > Security Defense > Threat Intelligence > Custom Threat Intelligence.

Intelligence Management Custom Threat Intelligence Excluded Threat Intelligence Search

@create WDelete |[4import | [ Bxport @ Enable

Name

test2

© Disable O Refresh

Intelligence Quantity

(2) Click Import. The Import dialog box is displayed.

Import

Download CSV Template

Download XLS Template

Download XLSX Template

Import

Browse

Edit Delete

dit Delete

(3) Three formats of templates are supported. Click Download CSV Template, Download XLS Template, or

Download XLSX Template to download the corresponding template.
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(4) Fillin the Tl information in the template. Return to the web page, click Browse, and upload the configuration

file.

Import )

Download CSV Template = Download XLS Template

Download XLSX Template

Import Browse

(5) Click Confirm to complete the file import.
Follow-up Procedure
® To modify the custom TI, click Edit.

® To delete the custom TI, click Delete.

b
® To enable or disable the custom TI, click (J.

® To enable or disable the Tl types in a batch, select the Tl types in the same status and click Enable or
Disable.

® To save the custom TI to a local device, select the custom Tl and click Export. The exported Tl can be
imported to other devices.

4. Configuring Excluded Threat

Application Scenario

If the user's normal data is intercepted by mistake due to the not-updated threat intelligence content or other
reasons, or if an IP address/domain name is not malicious, you can add the IP address/domain name to the

excluded threat list. The traffic matching the excluded threat list will be permitted by the TI module.
Procedure

(1) Choose Policy > Security Defense > Threat Intelligence > Excluded Threat.

Intelligence Management Custom Threat Intelligence Excluded Threat Intelligence Search

Name Intelligence Quantity Operation

default 0 Edit Clear

(2) Click Edit in the Operation column of the default entry.
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{ Back EditException Type

* Name

) IP or Domain

MName

(3) Set the parameters of excluded threat.

Item Description Remarks
[Example]
Name Excluded threat name.
default

If multiple IP addresses or domain names need to

be configured, enter one IP address or domain

IP or Domain Name IP address or domain name | 56 ber line, and press Enter to separate lines.
of the excluded threat.

[Example]

WWW.XXX.cOm

Follow-up Procedure
® To modify the configuration of an excluded threat, click Edit.

® To delete all the IP addresses or domain names configured for an excluded threats, click Clear.
5. Querying Threat Intelligence

Application Scenario

Use the threat intelligence query function to check whether a specific IP address or domain name matches threat

intelligence and view the source of threat intelligence.

) Note

The query scope of threat intelligence includes available threat intelligence signature libraries and custom
threat intelligence on the current device. If the threat intelligence license is not activated or has expired, the
corresponding threat intelligence signature library is unavailable.
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® Querying a Single Threat Intelligence Entry

(1) Choose Policy > Security Defense > Threat Intelligence > Intelligence Search.

Intelligence Management Custom Threat Intelligence Excluded Threat Intelligence Search

Query Mode © Keyword File

Query Content

(2) On the Intelligence Search tab page, click Keyword and enter the IP address or domain name to be queried

in the Query Content input box.

Intelligence Management Custom Threat Intelligence Excluded Threat Intelligence Search

Query Mode © Keyword File

Query Content

(3) Click Search and wait for the system to return the query result.

Intelligence Management Custom Threat Intelligence Excluded Threat Intelligence Search

Query Mode -] Keyword File

Query Result: The query content does not hit a high-risk intelligence library. For details, go to Ruijie Secure Cloud Platform. Query on Ruijie Secure Cloud Platform

® |mporting a File for Batch Query

(1) Choose Policy > Security Defense > Threat Intelligence > Intelligence Search.

Intelligence Management Custom Threat Intelligence Excluded Threat Intelligence Search

Query Mode © Keyword File

Query Content

(2) On the Intelligence Search tab page, set Query Mode to File.

(3) Click a link to download a file template. CSV, XLS, and XLSX file formats are supported.
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Intelligence Management Custom Threat Intelligence Excluded Threat Intelligence Search

Query Mode Keyword
Select File Browse

I Download CSV Template  Download XLS Template  Download XLSX Template I

(4) Enter the IP addresses or domain names to be queried in the file template and save the edited file.

(5) Return to the web Ul, click Browse, select the edited file, and click Search.

Intelligence Management Custom Threat Intelligence Excluded Threat Intelligence Search

Query Mode Keyword @ File

Download CSW Template  Download XLS Template = Download XLSX Template

(6) Wait for the system to return the query result. The result is displayed in a list at the bottom of the page.

Intelligence Management Custom Threat Intelligence Excluded Threat Intelligence Search

Query Mode Keyword O File

Select File  example.xlsx Browse ®

Download CSV Template = Download XLS Template = Download XLSX Template

Query Result

[ Export Intelligence Source Al

Intelligence Intelligence Source Operation

192.168.1.2 No hit View Details on Ruijie Secure Clou...

10.48.40.40 No hit View Details on Ruijie Secure Clou...

WWW.a.com No hit View Details on Ruijie Secure Clou...
10 / Page Total:3 Goto 1 < - >

Follow-up Procedure
® Click Export to export the query result.

® You can filter the query result based on the value of Intelligence Source and keyword in threat intelligence.
6. Viewing Threat Intelligence Logs

Application Scenario

When a malicious connection matches the threat intelligence, a security log is generated, and the log type is
Threat Intelligence. By checking the logs, you can view the specific attack information and matched threat

intelligence type, helping you take further actions.

Procedure

262



Product Cookbook

Common Operations

(1) Choose Monitor > Log Monitoring > Security Log.

(2) The threat intelligence log information is displayed on the web Ul.

1 Security Log

[ tport | © Retresh | [ Export A
Search Criteria: Tine 20
Log Type
No. Severity Security Event Attack Type Defente Rule
Virus Protect
1 E EICAR-Test-File o Malware o
ion
Virus Protect
2 H EICAR-Test-File e Malware o
ion
Virus Protect
3 + Hig EICAR-Test-File e e Malware o
an
Virus Protect
4 H EICAR-Test-File Mahware 0
lon
Virus Protect
5 « Hig HICAR- Test.File ) Mahware 0
len
Virus Protect
5 » High EICAR-Test File . Malware 0
« High EICAR-Test File Malware o
Virus Protect
s H EICAR Test-File e e Malware o
ion
9 H EICAR-Test-File Vs Profect Malware o
ion
o « Hig EICAR-Test-File Viras Pratect Malware 0

ion

(3) Click View Details to display attack log details.

Security Log Details

Custom-Custom Intelligence

Sre. EEE——
Src. Security Zone: trust

Src. IP: 203.0.114.2

Src. Port: 58281

MAC: 52:54:00:d8:1b:81

User:

Basic Info

Time: 2023-11-16 19:23:18
Security Event: test2
Severity: High

Blocking Duration: QOs

Security Policy Name: Threat Intelligence

Domain Name/IP: 203.0.114.2

Q. Search Criteria
Action
Time Sre. Address Dest. Address App Operation =-
2023-12-13 15:51:02 172.168.1.2 172.168.2.2 HTTP-BROWSE View Details
2023-12-13 111611 2001:db8:1:2 2001:db8:3:=2 HTTP-BROWSE Jiew Detalls
2023-12-13 11:16:03 2001:db8:1:2 2001:db8:3:=2 HTTP-BROWSE View Details
23121310954 2001dbB12 20070832 HTTP-BROWSE ' View Detait
0031243111525 200146812 2007d663:2 | HTTP-BROWSE View Detais
231213117506 20074bE12 20076632 | HTTP-BROWSE View Detais
2023-12-13 11:10:10 2001:db8:1:2 2001:db8:3:=2 HTTP-BROWSE ™ View Details
2023-12-13 11:09:51 2001:db8:1:2 2001:db8:3=2 HTTP-BROWSE View Details
2023-12-13 11:09:32 2001:db8:1:2 2001:db8:3=2 HTTP-BROWSE View Details
2023-12-13 11:09:14 2001:db8:1:2 2001:db8:3:=2 HTTP-BROWSE mit View Details
®
Exclude

Dest.

Dest. Security Zone: zoned
Dest. IP: 203.0.113.2
Dest. Port: 80

App: ApplicationBeingldentified

Type: Custom-Custom Intelligence
Direction: WAN-to-LAN

Action: Deny
Defense Rule: 0

Intelligence Source: Custom

Exclude: If you confirm that a threat is a false positive, click Exclude to add the threat intelligence information

in this security log to the excluded threat list and allow subsequent traffic.

) Note

For more information and configurations about the fields in security logs, see 9.3.2 Querying Security Logs.
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8.4 Content Identification Library

8.4.1 Configuring a Keyword Set

Application Scenario

Configure a keyword set to specify the keyword text for filtering. The keyword set can be used together with a
keyword filtering template to block or generate an alarm for traffic containing keywords. For details about the

keyword filtering template, see 8.6 Keyword Filtering.

Procedure
(1) Choose Object > Content Identification Lib. > Keyword Set.
(2) Click Create.

I Keyword Set

I Delete & Refresh

Name Text Description Reference Operation

No Data

(3) Configure a keyword set.

< Back Add Keyword Set

Basic Info
*Name
Description

* Text

Save
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Item Description Remarks
Basic Info

[Example]
Name Name of the keyword set.

key_group
Description Description of the keyword set. N/A

Separate multiple keywords by line breaks. The text
length per line ranges from 3 bytes to 31 bytes, and

the text cannot be all spaces or contain a backslash

Keyword text for filtering the traffic (\)
Text that contains k d '
at contains keywords. [Example]

abc1
abc2

(4) Click Save.
Follow-up Procedure
® Click Create to add more keyword sets.

® Click Delete to delete a specified keyword set. If a keyword set is referenced by a filtering template, you need

to delete the reference to the keyword set before deleting the keyword set.

® Click Refresh to obtain the latest keyword set configuration.
8.4.2 URL Category

1. Overview

The URL category function is used to categorize web pages that intranet users can access to facilitate monitoring
and management. With URL filtering templates, the firewall can prevent users from accessing malicious websites,
and guarantee the access bandwidth for web pages of a specific category. For example, enable the firewall to
preferentially guarantee traffic of office web pages and block traffic from other web pages. For details about URL

filtering templates, see 8.5  URL Filtering.

2. Viewing Predefined URL Categories

Application Scenario
View URL categories predefined on the system.
Prerequisites

You have installed and activated the URL category license. For details about license activation, see 3 License

Activation.

) Note

® If the URL category function is not authorized, predefined URL categories are unavailable for URL
filtering, and custom URL categories are available for URL filtering.
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® |[f the license of the URL category function expires, the function is available based on existing URL
signature libraries, but the URL signature libraries cannot be upgraded.

Procedure
(1) Choose Object > Content Identification Lib. > URL Category > Predefined URL Category.

(2) View details about predefined URL categories.

Predefined URL Category Custom URL Category

Predefined URL Category = & URL Cote o | | Retrest

Name Description Refarence

€2C, B28, and B2C online shopping websites tores, online transaction ...

Websites with contents related to sports (including sporting goods, sports com.

3. Configuring a Custom URL Category

Application Scenario

The device provides common URL categories. You can create custom URL categories as needed to monitor

and manage the types of web pages that intranet users can access.

Procedure

(1) Choose Object > Content Identification Lib. > URL Category > Custom URL Category.
(2) Click Create.

Predefined URL Category Custom URL Category

® Create || Tl Delete = & URL Category Query = & Refresh

Name URL Description

No Data

(3) Enter URL category information.
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< Back Create Custom URL Category
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Basic Info
“MName
Description
A
(@ URL
p
Item Description Remarks
Basic Info
[Example]
Name URL category name.
category_1
Description Description of the URL category. N/A
URLs in this category. A URL can contain the wildcard character (*).
Enter one URL per line. Press Enter to separate lines.
Note:
If a URL contains the pound sign (#), the sign and the string after
the sign do not take effect for matching. For example, if [Example]
URL www.test.com/#123 is configured, all the domain names that start www.abc1.com
with www.test.com/ will be matched. www.abc2.com
If a URL contains the characters http:// or https://, these characters
will be automatically removed during matching.
If an IPv6 address is configured as a URL, the input format should
be [IPv6 address]. For example, [2001::1].

(4) After verifying the configuration, click Save.

Follow-up Procedure

® To delete multiple URL categories in a batch, select the categories and click Delete. Only URL categories

with no reference can be deleted.

® Click URL Category Query. In the dialog box that is displayed, enter a URL to query its category.

267



Product Cookbook Common Operations

8.5

8.5.1

URL Category Query

URL

Category

No data

Disable

URL Filtering

Application Scenario

Configure a URL filtering template to block or report alarms for specific URL categories. Detection can be
triggered only after a URL filtering template is referenced by a security policy. For details about security policies,

see 8.12  Security Policy.

Precautions

® To detect HTTPS-based URLs, you need to configure an SSL proxy policy. For details about SSL proxy, see
8.9 Configuring SSL Proxy Policies.

® After you configure custom URL categories, URLs that are not in the custom categories are classified as
uncategorized. When detecting traffic that accesses uncategorized URLs, the device processes the traffic

according to the action set for uncategorized URLs.
Custom URL Filtering Template

Prerequisites

A custom template can be deleted or edited. You can also copy it and then edit it as a new custom template.
Procedure

(1) Choose Object > Content Template > URL Filtering > Custom Template.

(2) Click Create.

Custom Template Predefined Template

[ Delete 2 Refresh

Name URL Allowlist URL Blocklist Description Reference Operation

test - 105121360 test] - Edit Delete Copy

(3) Enter URL filtering template information.
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< Back Create URL Filtering

Basic Info

* Template Name

Description
Blocklist and
Allowlist
(D URL Allowlist (D URL Blocklist
2 2
URL Filtering Name Permit @ Alarm @O Block (O
> Popular -]
> Business-Economy (-]
>oT [-]
> Information [-]
> Leisure (-]
> Life (-]
> Policy-Law [+ ]
> Science-Art (-]
> House -]
> Transportation (-]
> Unsavory [-]
Uncategorized [-]
Item Description Remarks
Basic Info
[Example]
Template Name | Name of the URL filtering template.
Template_1
Description Description of the URL filtering template. N/A

Blocklist and Allowlist
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Item

Description

Remarks

URL Allowlist

After a URL is added to an allowlist, the device directly
permits traffic that accesses the URL.

URL allowlists take precedence over URL blocklists.
Note:

Multiple URLs can be entered. A URL can contain the
wildcard character (*). Enter one URL per line. Press Enter

to separate lines.

If a URL contains the pound sign (#), the sign and the string
after the sign do not take effect for matching. For example, if
www.test.com/#123 is configured, all the domain names

that start with www.test.com/ will be matched.

If a URL contains the characters http:// or https://, these

characters will be automatically removed during matching.

If an IPv6 address is configured as a URL, the input format
should be [IPv6 address]. For example, [2001::1].

[Example]

www.abc1.com

URL Blocklist

After a URL is added to a blocklist, the device directly blocks
traffic that accesses the URL. The input format is the same
as that for the URL allowlist.

[Example]

www.abc2.com

URL Filtering

URL Filtering

Set processing actions for different URL categories:

Permit: Permit traffic that accesses the URLSs of the specific

categories.

Alarm: Permit traffic that accesses the URLs of the specific

categories and generate an alarm log.

Block: Block traffic that accesses the URLs of the specific

categories and generate an alarm log.

N/A

(4) After verifying the configuration, click Save.

Follow-up Procedure

® \/irus detection can be triggered only after a custom URL filtering template is referenced by a security policy.

For details about security policies, see 8.12  Security Policy.

Predefined URL Filtering Template

Prerequisites

After a license is activated for the device, a default filtering template is displayed on the Predefined Template

tab page. For details about license activation, see 3 License Activation.

A predefined template cannot be deleted or edited, but you can copy it and then edit it as a custom template.
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Procedure

(1) Check the predefined URL filtering template.

a Choose Object > Content Template > URL Filtering > Predefined Template.

Custom Template Predefined Template

O Refresh

Name URL Allowlist URL Blocklist Description Reference Operation

default - - Default profile. Block unsav... - Copy

b  Click a template name to view URL filtering details.

< Back URL Filtering Details

Basic Info
“ Template Name

Description
Blocklist and
Allowlist

(@ URL Allowdist ) URL Blocklist

URL Filteri
iltering e Permit @ Alarm @ Block @

> Popular

> 1T

> Information

> Leisure

> Business-Economy
> Life

» Policy-Law

> Science-Art

> House

e 0 © 0 0 0 0 0 0 O

» Transportation
» Unsavory Q

Uncategorized [+ ]

(2) Modify the parameters of a predefined URL filtering template.
a Click Copy in the Operation column to copy a template and then modify the parameters as required to

quickly create a custom template.

Custom Template Predefined Template
Q Refresh

Name URL Allowlist URL Blocklist Description Reference Operation

b  After the configuration is completed, click Save.

Follow-up Procedure
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® Refer to a URL filtering template in a security policy. For details about security policies, see 8.12  Security
Policy.

8.5.3 Configuration Examples of Blocking Websites

1. Applicable Products and Versions

Table 8-15 Products and Versions

Device Type Model Version

Firewall RG-WALL 1600-Z-S series cloud-managed firewall All versions

2. Service Demands

A firewall is deployed at the egress of an internal network in routing mode. The network administrator wants to

configure URL filtering to block access traffic to specified web pages. The specific requirements are as follows:
® Block frequently visited websites, such as Google and YouTube.
® Block websites of a certain type, such as gaming and gambling websites.

® Block a custom website, which may be a niche website.

3. Topology

Figure 8-5 Topology

Gse)

Firewall ==

Switch

User User

4. Restrictions and Guidelines

The basic network configurations, such as the interface IP addresses and default routes, have been completed
on the firewall.

5. Configuration Roadmap

® Blocking a Well-Known Website
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The built-in application identification library of the firewall already includes common applications and websites
(well-known websites are also considered applications by the firewall). If you want to block a website, search for
the website name in the application library and check whether the website name already exists. For example,
you can directly call the names of well-known websites such as Google and YouTube in the application

identification library.

App Custom App App Group

App Type 2 Refresh [ google I
| & HTTP )
Name Type App Group Reputation Reference
BE InstantMessaging-APP Level
8 InstantMessenger HTTP Low ]
8 IntemetFileTransfer SearchEngines Low ]
B IP-Voip Google Low [
B LeamingEducation ‘Web-Application Low 0
workStorage Google-Earth Low 0

bhadia

App Custom App App Group

e Reputation
Name Type App Group Level Reference
Social-Media - Low 0
YouTube - Low 2 View

® Blocking Websites of a Certain Type

To block websites of a certain type, search for the website type in the built-in URL category. For example, to
block email websites, search for email in URL Category.

Ruijie

Predefined URL Category

Custom URL Category

Predefined URL Category =

| E Name Description Reference

@ URL Category Query 3 Refresh

E-mail Websites that provide e-mail services

To further confirm whether the website to be blocked is in this category, you can enter the website name.
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URL Category Query

pep—

Category  E-mai

Disable

® Blocking a Customized Website

If you want to block a customized website but it does not exist in the application library or URL category, you

can perform either of the following configurations:

® |If the IP address of the website is not fixed but the website URL is definite, you can configure a customized
URL.

® [f the website IP address is fixed, you can configure a custom application to block the website.
6. Procedure

® Blocking Websites Such as YouTube

(1) Choose Policy > Security Policy and click Create to create a policy.

I Security Policy

Policy Group = @ Create | Batch Operation~  More v | Q Refresh | [T Custom Field
@ Add Policy Group Sre. Security Zone/|
Priority Name Src. Address  Src. Regi
nterface
~ Default Policy Group
| All Groups ~

1 Long-Con... any any any

85 (9) Default ...

Ll echmn r3¢ S ek fmm ol Tansd A~

(2) Read the pop-up window and decide whether to create a policy in the simulation space as required. In this

example, click Create.
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Tip )

Are you sure you want to add it in the simulation space?
The policy execution process can be simulated before actual execution. The
simulation helps you identify vulnerabilities and issues in policies in,advance
and avoid risks to services in actual execution.

Do MNot Show This Again

Simulation Space Create

(3) Configure the basic information of the security policy.
o Enter a policy name, for example, BlockYoutube.
o Retain the default Enable state for Enabled State.
o Set Policy Group to Default Policy Group. You can select a custom policy group as required.

o Set Priority as required. A policy at the top of the list indicates a higher matching priority.

* Name BlockYoutube

Enabled State @ E0N )

* Policy Group Default Policy Group ¥ Add Group
* Priority Long-Connection Before

Description BlockYoutube

(4) Set Src. and Dest. parameters to any (more specific matching conditions can be configured in actual

scenarios) and set Action Option to Deny.
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Src. and Dest.

Src. Security  any

Zone/Interface
*5rc. Address any
Src. Region  any

Dest. Security any

Zone/Interface

* Dest, Address any
Dest. Region  any

Service  any

Action Option Permit © Deny

App. User, Effective Time -~

(5) Click App, User, Effective Time to display the application selection page.

(6) Click the drop-down list box next to App, search for and select YouTube in the displayed dialog box.

App )
To-be-selected (7207) Selected (1) Clear
B Social-Media YouTube o]

B YouTube

® Add App Group @ Add Custom App

(7) Click Confirm to make the configuration take effect.

(8) SetUser, Service, Src, Effective Time, and other parameters to any, as shown in the following figure, since
the restriction needs to take effect for all users at any time in this example. In actual scenarios, you can set

the parameters as required.
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Src. and Dest.

Src. Security any
Zone/Interface
*Src. Address  any
Src. Region any
Dest. Security any
Zone/Interface
* Dest. Address any
Dest. Region any
Service any
App  YouTube
User any
Effective Time any
Action Option Permit @ Deny
Fold ~

(9) After configuration, click Save.

® Blocking a Custom Website Through URL Filtering

Common Operations

® Add One-Off Time Plan @ Add Cyclic Time Plan

(1) If the website can be searched in the predefined URL category, skip this step and go to step 2. Otherwise,

you need to create this custom website category as follows:

a Choose Object > Content Identification Lib. > URL Category > Custom URL Category.

b  Click Create, enter a name and website URLs in the URL Category.

< Back

Basic Info

* Namel

Description

@ URL

Edit Custom URL Category

*.ruijie.com.cn
ruijie.com.cn
* ruijie.com

ruijie.com
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) Note

(1) If a URL contains the pound sign (#), the sign and the string after the sign do not take effect for
matching. For example, if www.test.com/#123 is configured, all the domain names that start with
www.test.com/ will be matched.

® [f a URL contains the characters http:// or https://, these characters will be automatically removed
during matching.

® |fan IPv6 address is configured as a URL, the input format should be [/Pv6 address]. For example,
[2001::1].

(2) In URL Filtering, create a user-defined template and associate it with the URL category created in the
previous step.

a Choose Object > Content Template > URL Filtering > Custom Template.
b  Click Create.

RUiI€ | Z series Firewall

Custom Template Predefined Template
W Delete G Refresh

Name URL Allowlist URL Blocklist Description Reference Operation

-0

¢ Enter the template name, select the created URL category in the URL Filtering area, and set the action
to Block.
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Rugie

< Back Create URL Filtering

Basic Info

I * Template Name ruijie l

Description

Blocklist and

Allowlist

D URL Allowlist (D URL Blocklist

URL Filtering
Name Permit (O Alarm @ Block (D

Custom Category [ -]

URL Filtering
ruijie o

Popular
Business-Economy

IT

) 0 00

(I

(3) Create a security policy and enable URL filtering.

a

b

Choose Policy > Security Policy > Security Policy, and click Create.

Configure a security policy and set key parameters as follows:

Enter a policy name, for example, Block_ruijie.

Retain the default Enable state for Enabled State.

Set Policy Group to Default Policy Group. You can select a custom policy group as required.

The Priority can be set as required. A policy at the top of the list indicates a higher matching priority.

Set Src. and Dest. parameters to any (more specific matching conditions can be configured in actual

scenarios) and set Action Option to Permit.

FRuijie | #Z series Firewall

o

< Back Create Security Policy

Basic Info

I‘ Name Block_ruijie I

Enabled State
* Policy Group Default Policy Group @ Add Group
* Priority BlockYoutube Before
Description

Src. and Dest.

Cun Camiisitn. R

Toggle on URL Filtering, set Custom Template to the created URL filtering profile, and set Action to

Template Action.
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Select a URL filtering template.

Custom Template

[(o e

Predefined Template

default(Default profile, Bloc

c After completing the configuration, click Save.

® Blocking Certain Websites by Customizing Applications

If the website IP address to be blocked is fixed, you can configure a custom application to block the website IP

address. The configuration steps are as follows:

(1) Choose Object > App > Custom App and click Create to create a custom application.

TF] Address App Custom App App Group

® Create T Delete = 3 Refresh

Name Category

Custom_1723 Custom_1

(2) Enter the custom application name and category name, and click Create to create an App Rule.
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Add Custom App ®
“Name | Custom_  Test
Category @ Custom Type Select from existing categories.
*Category Name | Custom_ TestGroup

*AppRule | @ Create

Protocol Type Src. IP Dest. IP Dest. Port Operation

No Data

Confirm and Continue Adding Cancel

(3) Set Protocol Type and other parameters based on actual requirements, and click Confirm.

Create Custom App Rule )

Protocol Type @ TCP UDP
#(Src. IP 0.0.0.0/0
* (D Dest. IP 128.34.21.0/24

*( Dest. Port = 65535

(4) Click Confirm. The custom application is created.
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Add Custom App

* Name

Category @ Custom Type

* Category Name

* App Rule

Protocol Type

TCP

Custom_ Test

Custom_ TestGroup

@ Create

Confirm and Continue Adding

Src. IP

0.0.0.0/0

Select from existing categories.

Dest. IP

128.34.21.0/24

Dest. Port

65535

Cancel

Common Operations

®

Operation

Edit Delete

(5) Set App to the created custom application by referring to the process of creating a security policy.

Src. and Dest.

Src. Security

Zone/Interface

* Src. Address

Src. Region

Dest. Security

Zone/Interface

* Dest. Address

Dest. Region

Service

any

any

any

any

any

any

any

App

Custom_TestGroup

User

Effective Time

Action Option

7. Verification

Check the security policy to verify that the packets match the predefined security policy.

any

any

Permit © Deny

Fold ~

® Add One-Off Time Plan @ Add Cyclic Time Plan
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Src. Security Zone/l

Priority Name Src. Address  Src. Region

nterface
~ Default Policy Group

1 BlockYout... any any any

8.6 Keyword Filtering

Application Scenario

Dest. Security Zone/l
nterface

any

Dest. Address

any

Common Operations

Dest. Region Service C

any any [ @)

Configure a keyword filtering template to block or report alarms for traffic containing keywords. Detection can be

triggered only after a keyword filtering template is referenced by a security policy. For details about security

policies, see 8.12  Security Policy.

Procedure

(1) Choose Object > Content Template > Keyword Filtering.

(2) Click Create.

I Keyword Filtering

Tl Delete & Refresh

Name Description Reference Operation
No Data
(3) Enter keyword filtering template information.
< Back Add Keyword Filter
Basic Info
* Template Name
Description
* Filter Rule
@ Create | T Delete
Name Application Protocol Keyword Set Direction Action Operation
No Data
Total: 0
Item Description Remarks
Basic Info
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Item

Description

Remarks

Template Name

Name of the keyword filtering
template.

Characters such as "~#%"&*+\|{};,:""/<>7?

and spaces are not allowed.
[Example]

Template_1

Characters such as "~1#%"&*+\|{};:"/<>? are

Description of the keyword filtering not allowed.
Description
template. [Example]
Template_1
Filter Rule
Characters such as "~#%"&*+\|{};,:"/<>?
and spaces are not allowed.
Rule Name Name of the filter rule.

[Example]
RULE_1

Application Protocol

Application protocol for matching.

Select a value from the drop-down list.
[Example]
All

Select the keyword text to be
filtered. For details about how to

Block: When traffic hits this rule, it is
discarded and a log is recorded.

Keyword Set ) Select a value from the drop-down list.
configure a keyword set, see 8.4.1
Configuring a Keyword .
Direction of the traffic to be detected.
Upload: Upload traffic is detected. Select a value from the drop-down list.
Direction Download: Download traffic is [Example]
detected.
Bidirectional
Bidirectional: Both upload and
download traffic are detected.
Action defined for the filtering rule.
Alarm: When traffic hits this rule, itis | gqject 4 value from the drop-down list.
) allowed to pass through but a log is
Action [Example]
recorded.
Block

(4) After verifying the configuration, click Save.

Follow-up Procedure
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® Detection can be triggered only after a keyword filtering template is referenced by a security policy. For details

about security policies, see 8.12  Security Policy.

® To delete a filtering template, you need to delete the reference to the template in the security policy first.

8.7 Behavior Analysis

1. Configuring an Analysis Policy

Application Scenario

Configure an analysis policy to perform analysis and generate logs based on user online behaviors to facilitate
subsequent tracing and analysis. Content types that support analysis include URL, instant messaging (IM), email,

search engine, Weibo posting, forum posting, and files.
Precautions

® When analyzing the content of websites based on HTTPS, you must configure an SSL proxy policy first. For
details about SSL proxy, see 8.9  Configuring SSL Proxy Policies.

® The device predefines two analysis policies: The default_recommended policy is used to perform analysis
based on the predefined default template and analyze all types except files. The default_all policy is used
to perform analysis on all types including files. File analysis consumes a lot of resources and affects device
performance. Therefore, default_recommended has a higher priority than default_all. You can only view
the two policies and cannot delete or modify them. A custom analysis policy has a higher priority than a
predefined analysis policy.

Procedure

(1) Choose Policy > Behavior Analysis > Analysis Policy.

(2) Click Create.

I Analysis Policy

(@ SSL proxy must be enabled to analyze HTTPS website content.

T Delete @ Enable = © Disable ~ (® Move & Clear Hit Record [ Custom Field = Q Refresh

User/User Grou
Policy Name Analysis Template Description Src. Address D Hit Count Operation

default_reco.. default_reco.. Analyze common services any any 0 Clear O View

default_all Analyze all services any any 0 Clear O View

(3) Configure an analysis policy.
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< Back Add Analysis Policy
Basic Info
* Name
Enabled State @ Enable Disable
Description
Src. Address

Src. Address

User

User/User Group any
Analyze

Action Analyze All 0 Analyze by Template Not Analyze

Analysis Template Template:Select a template. @ Add Analysis Template

=1 Advanced Settings
Src. Security Zone
Dest. Security Zone
Dest. Address
Services and Apps
Service

App

Time Range

Time Range ® Add One-Off Time Plan & Add Cyclic Time Plan

Save

Item Description Remarks

Basic Info

Characters such as
~#HY%N&TH\{};,:"/<>? and spaces are

Name Name of an analysis policy. not allowed.

[Example]
Test

[Example]
Enabled State Enable or disable the analysis policy.
Enable

Characters: "~1#%"&*+\|{};:"/<>? are not

allowed.

Description Description of an analysis policy.
[Example]

Analysis Template
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Item Description Remarks
] Select a value from the drop-down list or
Src. Address Source IP address for analysis.
add a new address.
. Select a value from the drop-down list or
User/User Group User or user group for analysis.
add a new user or user group.
Analyze

®  Analyze All: analyzes all traffic that
passes through the device and
records logs.

® Analyze by Template: performs
Action analysis based on the analysis type
and analysis content defined in the
template and records logs.

® Not Analyze: does not analyze the
traffic that passes through the
device.

[Example]
Not Analyze

) Analysis template referenced by the
Analysis Template ) )
analysis policy.

This parameter is mandatory when

Action is set to Analyze by Template.

(Optional) Advanced Settings

. Source security zone of the analysis
Src. Security Zone
content.

Select a value from the drop-down list or

add a new security zone.

) Destination security zone of the analysis
Dest. Security Zone
content.

Select a value from the drop-down list or

add a new security zone.

Destination address of the analysis
Dest. Address
content.

Select a value from the drop-down list or
add a new address.

Service to which the analysis content

Select a value from the drop-down list or

effect.

Service
belongs. add a new service.
A Application to which the analysis content | Select a value from the drop-down list or
pp s
belongs. add a new application.
] Time when the analysis policy takes Select a value from the drop-down list or
Time Range

add a new time plan.

(4) Click Save.
Follow-up Procedure
® Click Create to add more analysis policies.

® Select an analysis policy and click Delete to delete the policy.

® Select an analysis policy and click Enable to enable the policy or click Disable to disable the policy.

® Select an analysis policy and click Move to move a policy. The policy listed before has a higher priority.

® Select a policy and click Clear Hit Record to clear the hit record of the policy and start statistics collection

287



Product Cookbook Common Operations
again.
® Click Custom Field to specify the fields to be displayed in the policy list to quickly obtain required information.

® Click Refresh to obtain the latest policy configuration.
2. Configuring an Analysis Template

Application Scenario

Configure the analysis content using an analysis template. The detection mechanism can be triggered only when
the analysis template is referenced by an analysis policy. For details about analysis policies, see 1. Configuring

an Analysis Policy.

Precautions

® The device predefines the default analysis template default_recommended, which can be viewed only but

cannot be deleted or modified.

® To delete a custom analysis template, you need to delete the reference to the template in the analysis policy

first.
Procedure
(1) Choose Policy > Behavior Analysis > Analysis Template.

(2) Click Create.

1 Analysis Template

Tl Delete | & Refresh

Name Type Description Reference Operation

default_reco.. Predefine Analyze common services 1 View View

(3) Configure an analysis template.

Toggle on or off @ to enable or disable analysis for a specific type.
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< Back

Basic Info
* Template Name

Description

Analysis Types

Add Analysis Template

URL @D

M @D

Search Engine ()

Webmail @)
Analysis Content Recipient, Sender, Body, Attachment Name Attachment Content

Client Email (@)

Analysis Content

Forum

Analysis Content

Weibo

Analysis Content

FTP

Analysis Content

HTTP File Transfer

Analysis Content

Recipient, Sender, Body, Attachment Name Attachment Content

8

Account, Title, Body, Attachment Name Attachment Content

8

Account, Title, Body, Attachment Name Attachment Content

8

Uploaded/Downloaded File Name Uploaded File Content

8

Uploaded File Name Downloaded File Name

Downloaded File Content

Uploaded File Content

Common Operations

Item Description Remarks
Basic Info

[Example]
Template Name Name of the analysis template.

Test

[Example]
Description Description of the analysis template.

Audit Template
Analysis Types

[Example]
URL Users access web pages.

Enable
" Users log in to and log out from IM [Example]

software. Enable

Search Engine Users use search engines to search for | [Example]
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Item Description Remarks

content. Enable

Users send emails through web [Example]
Webmail mailboxes. Select analysis content as

i Enable

required.

Users send emails using an email client. | [Example]
Client Email

Select this item as required. Enable

Users access a forum and post in the [Example]
Forum o )

forum. Select this item as required. Enable

Users log in to Weibo and post content. | [Example]
Weibo

Select this item as required. Enable
rp Users transfer files through FTP. Select | [Example]

this item as required. Enable

Users transfer files through HTTP. Select | [Example]
HTTP File Transfer o )

this item as required. Enable

(4) Click Save

3. Configuring an Analysis Allowlist

Application Scenario

To exempt specific users, applications, or URLs on the network from analysis, you can configure allowlists for

the corresponding users, applications, or URLs.

Procedure

(1) Choose Policy > Behavior Analysis > Analysis Allowlist.

(2) Select an allowlist type as required and configure an allowlist.

Allowlisted Users Allowlisted Apps Allowlisted URL Categories

To-be-selected (2)

2 any

R default

(3) Click OK.

Selected (0)

4. Viewing Analysis Logs

View analysis logs to check the analysis configuration. For details about analysis logs, see 9.3.4 Querying

Behavior Analysis Log.
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5. Upgrading the Behavior Analysis Signature Library

The behavior analysis signature library is updated continuously. You can upgrade the signature library to

improve content analysis capabilities.

8.8 Configuring HTTP Packet Resolution

Application Scenario

The maximum decompressible HTTP data size refers to the maximum length of the HTTP body field that can
be decompressed by application-layer resolution. The part that exceeds the maximum decompressible size is
not decompressed. In scenarios where security detection services (such as intrusion prevention and keyword
filtering) are required, if the configured maximum decompressible HTTP data size is too small, security detection
services cannot be performed properly. However, a large value indicates that more system resources are
required for decompressing the HTTP body field, which may affect the forwarding performance of the system.

Therefore, you need to set this parameter to an appropriate value.
Procedure

(1) Choose Object > Content Template > Advanced Settings.

(2) Set the maximum decompressible HTTP data size.

I Advanced Settings

* (D Maximum Decompressible HTTP Data Size 2048 Bytes

(3) Click Save.

8.9 Configuring SSL Proxy Policies

8.9.1 Overview

To protect data security and privacy, traffic of many applications is encrypted by Transport Layer Security (TLS)
during transmission. To detect the content of TLS encrypted traffic, the firewall needs to decrypt traffic as proxy
so that the function modules such as intrusion prevention and virus protection can detect the decrypted traffic
and files. Currently, the firewall can only decrypt the HTTPS encrypted traffic.

The following table describes the application scenarios of SSL proxy.

Scenario Similarity Difference
The firewall sets up an SSL connection with client The firewall uses the temporary
Client and server respectively, to send and receive SSL server certificate re-issued by the
protection encrypted data. The firewall decrypts the imported CA certificate to set up
encrypted data from the client, performs security SSL connection with the client.
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Scenario Similarity Difference

check, re-encrypts the data that passes the check, The firewall uses the imported

and sends it o the server. server certificate to set up SSL

connection with the client.

Server

protection

8.9.2 Configuring an SSL Proxy Template

Application Scenario

Configure this function if you need to perform virus protection detection or IPS detection for HTTPS encrypted
traffic. The system predefines the default template, which can be directly referenced or customized according to

your needs.

) Note
After configuring an SSL proxy template, you need to reference it in the SSL proxy policy to decrypt traffic. The
SSL proxy policy is used to set the matching conditions of packets and whether to decrypt them after they are hit.

The SSL proxy template specifies how the device decrypts packets that hit the policy.

Prerequisites

If you select Protect Client as the SSL proxy template type, import the SSL proxy certificate (CA certificate) first.
For details about SSL proxy certificate import, see 8.9.3 1. Importing SSL Proxy Certificate.

If you select Protect Server as the SSL proxy template type, import the server certificate first. For details about

server certificate import, see 8.9.3 2. Importing Server Certificate.

Procedure
(1) Choose Policy > SSL Proxy > SSL Proxy Template.

(2) Click Create to enter the Create SSL Proxy Template page.

RUII@ | Z Series Firewal & Policy

I SSL Proxy Template

Name Type Server Certificate Description Operation

default BINEFE - FOAEE, EATRF LRERTORRKE

(3) Enter the template name and description, select template type, and click Save.

) Note

If the type is set as Protect Server, the server certificate needs to be selected.
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{ Back Create SSL Proxy Template

* Name
Description
Type @ Protect Client Protect Server
Item Description Remarks
Characters such as "~#%"&*+\|{};:"/<>? and
spaces are not allowed.
Name Name of the SSL proxy template.
[Example]
profile
o o Characters such as "~1#%"&*+\|{};:"'/<>7? are
Description Proxy template description.

not allowed.

Select the type according to the actual

The type can be Protect Client or networking scenario.

Type

Protect Server. [Example]

Protect Client

Used to establish the trust Required only when the template type is

Server
- relationship between the device and | Protect Server.

Certificate o

client in the process of SSL proxy. Imported server certificates can be selected.

Follow-up Procedure

Create an SSL proxy policy and reference the SSL proxy template.
8.9.3 Importing Certificate

1. Importing SSL Proxy Certificate

Application Scenario

If HTTPS encrypted traffic needs to be decrypted and the SSL proxy template type is set to Protect Client, you
must import an SSL proxy certificate (that is, a CA certificate). The device provides a predefined certificate. You
can also import a new certificate as needed.

Precautions

After configuring the SSL proxy certificate, click Download in the row where the trusted certificate resides, save
the SSL proxy certificate to the local device, and then import it to the client to make the client trust it. If you do

not install this certificate and the SSL proxy is enabled on the firewall, when the client accesses website by using
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the browser through HTTPS, an alarm indicating that the server certificate is not issued by a trusted CA is

displayed. In some cases, connection may even be directly interrupted, affecting the user's Internet access.

RUTie | Z seres fireval 2 Object

SSL Proxy Certificate Server Certificate

@ Create | W Delete [ Import | O Refresh
Name Subject Info Operation

efault_ca €= CN, 5T = Fujan, L = Fuzhou, O = Rullie, CN = Ruljie

Procedure
(1) Choose Object > Certificate > SSL Certificate > SSL Proxy Certificate.
(2) Click Import to enter the Import SSL Proxy Certificate page.
" SSL Proxy Certificate Server Certiicate
@ crete | @ Delete 2 Refresh

fefault ca € = CN, ST = Fujian, L = Fuzhou, O = Ruijie, CN = Ruijie e
ownlaa

) Note

It is recommended that you import a certificate. You can click Create to add a CA certificate.

(3) Select a certificate format. Click Browse to upload the certificate file, enter the certificate password, and click
Confirm.
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Import SSL Proxy Certificate

Common Operations

* Certificate
Format
* Certificate Browse
File
* Password
Item Description Remarks
® The certificate with the p12 or pem suffix already
contains the key. You need to specify the
Select the certificate format password of the certificate when importing the
ding to the suffix of th certificate.
Certificate according fo the suffix ot the ® The certificate with the crt suffix does not contain
E ) imported certificate file, and a key and a separate key file is required. When
orma : e ; ;
you can import certificates in you import the certlflcgte, specify the key file and
password of the key file.
PEM, P12, or CRT format. [Example]
P12
Certificate Imported SSL proxy certificate Click Browse to select a certificate file to be uploaded
File file. from the local device.
i . The certificate file with the crt suffix does not contain a
) Separate key file attached with ) )
Key File ) key. You need to upload the key file and specify the
the certificate.
password for the key file when importing the certificate.
®  Certificate with the p12 or pem suffix: You need to
specify the password of the certificate when
Password Password of the key file. importing the certificate.
®  Certificate with the crt suffix: When you import the
certificate, specify the key file and password of the
key file.
Follow-up Procedure
) is used to configure whether to trust the SSL proxy certificate. When the icon is red, the certificate is

not trusted; when the icon is green, the certificate is trusted. Click the icon to modify the credibility of the
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certificate. Only one trusted SSL proxy certificate can exist on the device.
® Download the SSL proxy certificate, and import it into the client to make the client trust it.

SSL Proxy Certificate Server Certificate

@ Create T Delete | [ Import & Refresh

Name Subject Info ‘Operation
default €= CN, ST = Fujian, L = Fuzhou, O = Ruiie, CN = Ruji Miew Betails
default_ca = CN, ST = Fujian, L = Fuzhou, O = Ruijie, CN = Ruijie

Download

® Click View Details to view details about the SSL proxy certificate.

® To delete a newly imported SSL proxy certificate, click Delete. The default SSL proxy certificate cannot be
deleted.

® You can enter the certificate name in the search box in the upper right corner of the page to search for a
certificate.

2. Importing Server Certificate

Application Scenario

If you need to decrypt the HTTPS encrypted traffic and the SSL proxy template type is set to Protect Server,

you must import a server certificate.
Procedure
(1) Choose Object > Certificate > SSL Certificate > Server Certificate.

(2) Click Import to enter the Import Server Certificate page.

RUIJIE | X series Firewal A= Object

SSL Proxy Certificate Server Certificate
@ osiete | © petesn
Name Subject Info Operation

(3) Select a certificate format. Click Browse to upload the certificate file, enter the certificate password, and click

Confirm.
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Import Server Certificate

Common Operations

* Certificate
Format
* Certificate Browse
File
* Password
Item Description Remarks
Select the certificate ® The certificate with the p12 or pem suffix already
) contains the key. You need to specify the password of
format according to the the certificate when importing the certificate.
Certificat suffix of the imported ® The certificate with the crt suffix does not contain a key
ertificate e : :
Iy ' and a separate key file is required. When you import
Format certificate file, and you the certificate, specify the key file and password of the
can import server key file.
certificates in PEM, P12, [Example]
or CRT format. P12
Certificate Imported server certificate | Click Browse to select a certificate file to be uploaded from
File file. the local device.
i The certificate file with the crt suffix does not contain a key.
) Separate key file attached ) )
Key File ) . You need to upload the key file and specify the password for
with the certificate.
the key file when importing the certificate.
®  Certificate with the p12 or pem suffix: You need to
specify the password of the certificate when importing
Password Password of the key file. the certificate.
®  Certificate with the crt suffix: When you import the
certificate, specify the key file and password of the key
file.

8.9.4 Configuring an SSL Proxy Policy

Application Scenario

Configure this function if you need to perform virus protection detection or IPS detection for HTTPS encrypted

traffic.
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Prerequisites
The SSL proxy template has been created. For details about SSL proxy template creation, see 8.9.2

Configuring an SSL Proxy Template.

Procedure
(1) Choose Policy > SSL Proxy > SSL Proxy Policy.
(2) Click Create to enter the Create SSL Proxy Policy page.

1 SSL Proxy Policy

T Delete | @ Enable O Disable @ Move 4§ Clear Hit Record | [ Custom Field O Refresh

Dest. Security Zo

Name Sre. Security Zone Src. Address ne Dest. Address Service App

Action Decryption Config File Hit Count

(3) Configure the SSL proxy policy according to the following table.
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< Back Create SSL Proxy Policy
Basic Info
* Name

Enabled State @ Enable Disable

Description

Src. and Dest.

* Src. Security Zone
" Src. Address

* Dest. Security Zone

# Dest, Address

Service

Service

App

App

Decryption Settings

Action Option Decrypt © Not Decrypt

Item Description Remarks
Basic Info
Characters such as "~#%"&*+\/0::"/<>? and
spaces are not allowed.
Name Name of the SSL proxy policy.
[Example]
SSLPolicy_1
Enabled Whether to enable the new SSL [Example]
State proxy policy. Enabled
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Item Description Remarks

Characters such as "~1#%"&*+\|{};:""/<>? are not

allowed.
Description Description of SSL proxy policy. [Example]

Decrypt the HTTPS encrypted traffic from security
zone 1 to security zone 2.

Src. and Dest.

Src. Security | Source security zone that initiates [Example]

Zone the target data connection. trust

Click the drop-down list, and select a source
address in the To-be-selected area. The selected

Source address that initiates the address is automatically added to the Selected

Src. Address

target data connection. area.
[Example]
Any
Dest.
. Destination security zone of the [Example]
Security )
target data connection. trust
Zone
Click the drop-down list, and select a destination
address in the To-be-selected area. The selected
Dest. Destination address of the target address is automatically added to the Selected
Address data connection. area.
[Example]
Any
) Service type of the target data [Example]
Service )
connection request. Any
A Application type of the target data [Example]
pp

connection request. Any
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Item Description Remarks
Action taken by the SSL proxy
policy, decrypting or not decrypting
Action the content of target data [Example]
Option connection. Decrypt
If Decrypt is selected, the SSL
proxy template must be specified.

(4) After the configuration is completed, click Save.

Follow-up Procedure

® \View or clear the number of times a policy is hit on the SSL Proxy Policy page.

® To move a policy to a specified position, select the policy and click Move. The closer a policy is to the front,

the higher its priority is in matching.
8.9.5 Allowlist

1. Domain Name Allowlist

Application Scenario

If the traffic of certain domain names does not need to be decrypted, you can add the domain names to the

allowlist. The device does not decrypt the traffic of the domain names in the allowlist. The device has added the

commonly used domain names and the domain names that do not need to be or cannot be accessed by SSL

proxy to the allowlist. The predefined allowlist cannot be deleted, but can be forbidden according to actual

situation.

Procedure

(1) Choose Policy > SSL Proxy > SSL Proxy Allowlist > Domain Name Allowlist.

(2) Click Create to enter the Create Domain Name Allowlist page.

Domain Name Allowlist App Allowlist

] Delete @ Enable  © Disable & Refresh

Name
ogin.live.com
*.googleapis.com

* windows.com

* microsoft.com
*weixin.gg.com
ssl.ptlogin2.qq.com
xuiptlegin2.qq.com
passport.baidu.com
wappass.baidu.com

nsclick.baidu.com

(3) Enter the domain name and click Save.
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{ Back Create Domain Name Allowlist

* (1) Domain Name

2. Application Allowlist

Application Scenario

If the traffic of certain applications does not need to be decrypted, you can add the applications to the allowlist.

The device does not decrypt the traffic of the applications in the allowlist.

The preconfigured application allowlist of SSL proxy includes the commonly used applications, the applications
that do not need to be or cannot be accessed by SSL proxy. You can add applications to the predefined

application allowlist.

Procedure

(1) Choose Policy > SSL Proxy > SSL Proxy Allowlist > App Allowlist.
(2) Click Edit to enter the Edit App Allowlist page.

Domain Name Allowlist App Allowlist

[& Edit | G Delete & Refresh

Name Type Operation
HttpGames ENY
IPVoip MEY
OnlineGames =
VideoCategory FREN
SoftwareUpdates Tz
OnlineBankingPayment =S
VideoconFerencing ="

(3) Select the applications or application group to be added to the allowlist, and click Save.
< pack Edit App Allowlist

"APP | To-pe-selected (4328) Select Al Selected (0) Clear

HTTP

IPVoip
OnlineGames
OnlineShopping
P2PSoftWare

InternetFinance

@ Add App Group app is required
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8.10 Port Scan

Application Scenario

The port scan function can help administrators quickly identify the IP address and open port information of the

intranet server, and choose whether to generate security policies based on the scan results. This can help build
a secure enterprise intranet.

Procedure

(1) Choose Policy > Port Scan.

I Port Scan
- Port scan helps you identify ports and services and quickly create corresponding policies.
Configure the part scan range first. You c. n after completing the configuration, ar save the configuration and start the scan later
- It is recommended that Class C addr canne ind a maximum of top 20,000 scan results be exported.
Port Scan Range @ Mot Configured | High-Risk Port Info  Query Common Port Info on Cloud
(@ The default port policy is all permit. Select the ports to be denied.
@ Add Manually | [Delete @ Create Policy  [f) Export | T Refresh

" Port (Only Describing Well-Known Ports) Status Operation

(2) (Optional) If the port scan range is not configured, configure it first.

a Click Start Port Range.

If the system displays "Configure the port scan range first.", click Configure.

Tip ®

Configure the port scan range first.

b  Select or add the IP address to be scanned.

Enter the IP address or range to be scanned in the Add Custom IP Address/Range input box, and click Add
to add it to the IP Address/Range area.

) Note

To quickly add IP addresses, click Quick Import from Traffic Learning or Quick Import from Address
Object.
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Set Address Range and Port Range for Scan ®

@ A larger number of objects will take longer scanning time. Select only necessary ports and addresses.
@ Ensure that the firewall is connected to the device to be scanned and that scan traffic will not be blocked by other security devices such as an IPS.
@ The scan process leads to high CPU consumption. Start the scan when the system is idle to obtain a better user experience.

Select or Add Addresses for Scan

* Add Custom IP Address/Range = Quick Import from Address Object = Quick Import from Traffic Leaming

IP Address/Range

No Data

Select or Add Ports for Scan

UDP Scan Yes 0 No
Ports © AllPorts Custom Ports
QuickScan

¢ Select or add the port to be scanned.

O Note

® |f UDP scan is not enabled, you are advised to select All Ports.

Select or Add Ports for Scan

UDP Scan Yes © No
Ports All Ports © Custom Ports

B Common PortsSelect Common Ports

B Custom Ports

Add Custom Port Range

- Save and Scan Now Cancel

Item Description Remarks

[Example]

UDP Scan Whether to perform UDP scan.
Yes
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Item Description

Remarks

Select

(¢]

Ports o

(¢]

the port to be scanned:

® All Ports: Scan all ports.

If Quick Scan is selected, a timeout period is set.
When the scan starts, all ports other than well-known
ports are scanned first. After the timeout period
expires, only well-known ports are scanned, regardless
of whether the other ports have been scanned.

If Quick Scan is not selected, no timeout period is set
and all ports (including well-known ports) are

scanned.

® Custom Ports: Customize the ports to be scanned.

Select Common Ports to add common service ports.
You can click Select Common Ports to select common

service ports.

Select Custom Ports to add the ports to be scanned.

[Example]

All Ports

d Choose whether to start port scan immediately according to service situation.

o When services are busy, click Save to save the port scan configuration. You can start port scan when

services are idle.

o When services are idle, click Save and Scan Now to save the port scan configuration and start port scan

immediately.

Confirm the system prompt and click Scan Now.

Confirm

®

@ Port scan may take a long time and affect device

performance.

You are advised to select an off-peak period to perform

this operation.

Are you sure you want to scan now?

Scan Now Cancel

(3) (Optional) If port scan policy has been configured:

a Click Start Port Scan.

b  Click Scan Now to start port scan.
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Tip ®

©rort scan range is set. Choose whether
to scan now.

Port scan may take a long time and affect device
performance.
You are advised to select an off-peak period to
perform this operation.

Scan Mow Configure Cancel

(4) When port scan is finished, select the scan result and click Create Policy.

I Port Scan

u (@ Port scan s complete. Create polces based an the s

Port Scan Range  &@Configured High-Risk Port Info Query Commen Port Info on Cloud

I (D The default port policy is all permit. Select the ports to be denied.

@ Add Manually  [Delete [? export O Refresh P

I3 Port (Only Describing Well-Known Ports) Status Operation

1052252 445(Critical),80,5040 / 49 ports in total and no policy has been created for 49 results. Create Policy | View Details |
10.52.25.3 139(Critical}, 445(Critical).135 / 11 ports in total and no policy has been created for 11 results. Create Policy | View Details |
10.52.25.4 139(Critical),135,8848 / 16 ports in total and no policy has been created for 16 results. Create Policy | View Details |

445(Critical), 1024(Critical), 3389(Critical) / 15 ports in

10.52.25.5 and no policy has been created for 15 results. Create Policy | View Details |

total

139(Critical), 445(Critical) 2001 (Critical) / 11 ports in

10.52.25.8 and no policy has been created for 11 results. Create Policy | View Details |

total

Tip ®

© Are you sure you want to add the policy in the
simulation space?
The policy execution process can be simulated before
actual execution.
The simulation helps you identify vulnerabilities and
issues in policies in advance and
avoid risks to services in actual execution.In the
simulation process, address objects are actually
created.

The policies are created only in the simulation space.

Create Add to Simulation Space
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o Click Create to add the generated security policy to the security policy list.
1 Security Policy
Policy Group = @ Create  Batch Operation More~ O Refresh [ Custom Field Type Al
® Add policy Graup Priodty  Nama o s‘x:‘:‘f‘“'n Src. Address  Src. Reglon  o" 5:;':_;::’.1‘""" Dest. Address  Dest. Region  Servi Operation
Detault Policy Group
1 chptest any any any any any any any @D toit M
2 Default Po, any m any any any any any Mo

o

simulation mode and then add it to the security policy list.
Follow-up Procedure

I Port Scan

° Port scan is complete. Create policies based on the result

Rescan

Port Scan Range @Configured High-Risk Port Info y Commeon Port Info on Cloud

(D) The default port policy is all permit. Select the ports to be denied

Click Add to Simulation Space to add the generated policy to the simulation space. Run the policy in

@ Add Manually  WpDelete @ Create Policy  [% Export & Refresh [
P Port (Only Describing Well-Known Ports) Status Operation
10.52.25.2 445(Critical),80,5040 / 49 ports in total and no policy has been created for 49 results. Create Policy | View Details | Delete
10.52.25.3 139(Critical), 445(Critical), 135 / 11 ports in total and no policy has been created for 11 results. Create Policy | View Details
10.52.25.4 39(Critical),135,8848 / 16 ports in total and no policy has been created for 16 results. Create Policy | View Details | Delet
445(Critical),1024(Critical),3389(Critical) / 15 ports in
10.52.25.5 and no palicy has been created for 15 results. Create P View Details | Delete
total
139(Critical),445(Critical), 2001 (Critical) / 11 ports in
10.52.25.8 and no policy has been created for 11 results. Create Policy | View Details | Delete
total
10.52.25.9 3389(Critical), 135,6000 / 10 ports in total and no policy has been created for 10 results. Create Policy | View Details

The device supports query of high-risk ports and common ports for you to check risk details and common
port information. Click High-Risk Port Info to view the port numbers, service names, risk levels, and other
information of all high-risk ports. Click Query Common Port Info on Cloud to view the port numbers, service

names, and protocols of all common service ports on Ruijie Secure Cloud Platform.

Move the cursor to the scanned port number, and the page displays the purpose of commonly used ports
and the risk information of high-risk ports.

Select an IP address and click Create Policy to generate a security policy for the IP address. On the port

scan details page, you can set security policy actions, or edit policies on the security policy page.

Select an IP address and click View Details to view the open port number of the IP address and generate a

security policy for a single port number.
Select an IP address and click Delete to delete the scan result.

Click Export to generate and export a table that contains the contents of the three fields: IP address, port

number, and protocol. A maximum of the top 20,000 scan results can be exported.
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8.11 Traffic Learning

Application Scenario

During device deployment, you can sort out the assets on the network only after analyzing the traffic logs in a
certain period. The ftraffic learning function automatically analyzes traffic logs, and sorts out the assets' IP
addresses, open ports, and access relationships between assets on the network based on the assets' IP
addresses or IP address ranges set by the customer.

Procedure
(1) Choose Policy > Traffic Learning.

I Traffic Learning

- Traffic learning provides policy optimization suggestions based on learning results. Independent computing resources are used for analysis. Therefore, forwarding performance is not affected
\
\ Enable Traffic Learning Traffic Learning Address  ®Not Configured

Traffic Learning Result | Blocking Result

BB Create Permit Policy | B3 Create Deny Policy [ Export | T Delete | Refresh

Dest. IP Port (Only Describing Well-Known Ports) Src. IP Operation

No data

(2) (Optional) If the traffic learning address is not configured, configure it first.

a Click Enable Traffic Learning and click Configure in the prompt box to configure the traffic learning
address.

Tip ®

© configure a traffic learning address
first.

b  Select or add the IP address to be learned.

Enter the IP address or range to be learned in the Add Custom IP Address/Range input box, and click Add
to add it to the IP Address/Range area.
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Set Traffic Learning Address

@ St a destination IP address for traffic leaming to enable the system to discover abnormal ports and provide policy optimization suggestions.Note: A larger

number of addresses will take longer scanning time. Select only necessary addresses.

Select or Add Addresses

* Add Custom IP Address/Range =5 Quick Import from Port Scan Config

= Quiek Import from Address Object
{1 IPAddress/Range [ Delete Selected

No Data

save and Enable NERRSRY

Common Operations

O Note

To quickly add IP addresses, click Quick Import from Port Scan Config or Quick Import from Address

Object.

¢ Choose whether to enable traffic learning immediately according to service situation.

o When services are busy, click Save to save the traffic learning address configuration. You can enable

traffic learning when services are idle.

o When services are idle, click Save and Enable Now to save the traffic learning address configuration

and enable traffic learning immediately.

(3) (Optional) If the traffic learning address has been configured, click Enable Traffic Learning to modify the

traffic learning address or enable traffic learning immediately.

@ Traffic learning address is set.
Choose whether to enable traffic

learning now.

Cancel

Verification

® To view the information about learned IP addresses and ports, click the Traffic Learning Result tab. To view

the detailed access relationship, click View Details.

Traffic Learning Result | Blocking Result

[@ Create Permit Policy | [@ Create Deny Policy | [# Export | | T Delete = & Refresh

Dest. IP Port (Only Describing Well-Known Ports) Src. IP

172.20.37.124 443

172.20.37.124 445(Criticaly

Operation

172.25.22.250 Create Permit Policy Create Deny Policy

172.18.162.108 Create Permit Policy Create Deny Policy

1 View Details Delete

10 v /PageTotal2
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® You can choose to generate a deny policy or a permit policy for a specific traffic learning result.

a  On the traffic learning result page, click Create Deny Policy or Create Permit Policy.

172.20.37.124445) (3]

[@ Create Permit Policy  [@ Create Deny Policy T Delete | O Refresh

Src. IP MR Status Operation
Create Permit Policy
172.18.162.108 TCP Unhandled -
Create Deny Policy | Delete
0 v / Page Total:1 Goto 1 < n >

b  Add this policy to the simulation space or directly to the security policy list according to service

requirements.

Tip ®

© Are you sure you want to add the policy in the
simulation space?
The policy execution process can be simulated before
actual execution.
The simulation helps you identify vulnerabilities and
issues in policies in advance and
avoid risks to services in actual execution.ln the
simulation process, address objects are actually
created.

The policies are created only in the simulation space.

Add to Simulation Space Create
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Insert it to the specified location.

* Palicy Name

Prefix

* Policy Group

Policy

Before/After
the Adjacent

Policy

LnDeny

Default Policy Group

port_scan1_PortScan_policy_172.2C

Before

Common Operations

¢ After confirming that the policy is appropriate in the simulation space, add it to the security policy list.

Dest. Addr Time Rang Content Sec
Priority Name Service App Action N Hit Count
ess e urity
~ Default Policy Group
1 LnDeny 44: TrafficLear... any any any =D 0 Clear
2 port_scan... PortScan_...  service 2... any any [ Per@) 0 Clear
3 test any any any any [ P @) 0 Clear
4 allow_all any any any any [ Per@) 0 Clear

Hit Session

View Details..

View Details..

View Details..

View Details..

Operation

@ cdit

Delete

@ Edit

Delete

@ it

Delete

@ it

Delete

d To view the learned blocked access relationships, click the Blocking Result tab; to view the number of

blocking times, blocking policy, blocked service, and the time of the last block, click View Details.

I Traffic Learning

Traffic learning provides policy optimization suggestions based on learning results. Independent computing resources are used for analysis. Therefore, forwarding performance is not affected.

\
' Enable Traffic Learning Traffic Learning Address  Configured

Traffic Learning Result | Blocking Result

& Refresh

Dest. IP

Port (Only Describing Well-Known Ports)

No data
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8.12 Security Policy

8.12.1 Overview

The firewall verifies the passing traffic based on the security policy. Only the traffic matching the security policy
with the permit action can be forwarded. For example, a firewall can be located at the boundary between an
intranet and the Internet. A security policy is configured to establish a designated channel between the intranet

and the Internet to filter sensitive data access.

With the stateful inspection packet filtering technology, firewalls can decide whether to allow packets to pass
based on parameters such as IP address, service, port, and application type, and filter data at Layer 3 (network
layer) and Layer 4 (transport layer).

Sever 1

192.168.1.101:80 ﬁ
Permit \
Firewall Router
Sever 2
192.168.1.102:21 ﬁ

Deny

As shown in the figure above, the firewall can filter the source and destination IP addresses and ports. For
example, the firewall can be configured to allow or deny some IP addresses on the intranet to access the Internet,
and allow or deny some IP addresses on the Internet to access the intranet.

Z-S series firewalls support multiple address objects:

® Single IP address (for example, 202.1.1.1)

® [P address network segment (for example, 192.168.1.0/255.255.255.0)
® |P address range (for example: 172.16.1.100-172.16.2.200)

For different IP addresses/segments with the same access permission, you can add them to an address group

and reference them uniformly in the firewall policy.

Z-S series firewalls are preconfigured with port information for common network services, such as TCP port 80
used for HTTP and TCP port 21/20 for FTP. You can also customize TCP/UDP/ICMP/IP services and ports.
Similarly, you can add different services and ports into a group for uniform reference by the policy.
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Predefined Service Custom Service Service Group

3 Refresh

Name Protocol
ping ICMP: type 8, code 0
ftp TCP: 21
ssh TCP: 22
telnet TCP: 23
smtp TCP: 25
dns-t TCP: 53
dns-u UDP: 53
sql_net UDP: 66
tftp UDP: 69
http TCP: 80

In addition to the IP address/port-based filtering function that traditional firewalls have, Z-S series firewalls can
enforce different security policies for different time periods. For example, QQ is forbidden during working hours
(such as 9:00-18:00 every day from Monday to Friday), but allowed in other time segments. This policy can be

automatically implemented through the time-based policy of Z-S series firewalls.

< Back Add Cyclic Time Plan

Basic Info
* Name

Description

* Effective Time Range @ Full Year Specific Time Range

* Cycle List

@ Create T Delete

Cycle Time Range Operation

Mon. Tues.,Wen. Thur,Fri. 10:00:00-23:59:59 Edit Delete

Total: 1

Save

In addition, Z-S series firewalls can also enforce different security policies for the type of application of traffic.
For example, to prevent intranet and extranet users from accessing game apps anywhere, anytime, configure a

security policy and associate it with game apps.
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App Custom App App Group
App Type
P e G Refresh
B HTTP i
m = P Reputation o
e rou eterence

BE IPVYoip ame e EE B Level
BE OnlineGames v HTTP Default - Low 0
8 OnlineShopping - WebApplication Defaukt - Low 0
B2 PaPSoftWare HTTP-BROWSE Default - Low 0
& Internetfinance HTTP-PROXY Dotk - Low 0
B InstantMessenger

HTTP-GIF Default - Low 0
B InstantMessaging-APP

MeituxiuxiuorMeiyan Default - Low 0
B VideoCategory

MSN Default Low 0
B VideoStreamingMediaSoftware

Firefox Default - Low 0
EE HttpVideos

Fast Default - Low 0
B Videos-APP
B VideolIVE Wikipedia Default - Low 0
8 MusicRoAudio Google : Low 0
B InternetFileTransfer ~ QQ Application t Low 0
BE ProtocolClass QQ Space Default - Low 0
BE InternetofThings QQ Vedian Default - Low 0

BE RemoteControl

Through the flexible combination of IP address, port, user, device, time and other parameters, a variety of firewall
policies meeting actual network security needs can be configured, so that the user's security policy can be

effectively implemented.
By default, the device is configured with a security policy that blocks all packets, and the default policy cannot
be deleted or modified.
8.12.2 Configuring Security Policy (Using Wizard)
The web Ul of Z-S series firewalls provides the policy configuration wizard for you to complete configuration and
deployment efficiently.
Perform the following operations to enter the security policy configuration wizard:
(1) On the right of icon and panel area, click Policy Wizard.

(2) Click Start to enter the Policy Config Wizard page. Perform the operations according to the wizard.
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Ruijie | =

Policy Config Wizard

Welcome to the Policy Config Wizard.

@ conduct » (@ Execute Policy

[ Create Address » (@ create Policy >
Simulation

Object

mpr

onfiguration

1. Creating an Address Object

Application Scenario
By using the address object, you can classify service-related IP addresses (including intranet or extranet IP

addresses), facilitating management of traffic within the specified IP address range.
Procedure

(1) Address objects include IPv4 address objects and IPv6 address objects. Configure the address objects based
on the actual applications. On the Create Address Object page, select the tab of the address object to be

created, for example, IPv4 Address.

Ruijie | =

Policy Config Wizard

(2 Create Address Object

Create Address Object

ress or IP range.
and create objects to facilitate policy creation and management

An address
Divide addr

No IPv4 address object

Create Address Obj

asset IP addresses, and active port information and allows the system to provide more precise defense policies and policy optimization suggestions

Traffic learning helps you abtain traffic chang

Enable Traffic Learning

(2) Click Create Address Object.
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Create Address Object

Common Operations

(D) An address object can be an IP address or IP range.
Divide addresses related 1o services and create objects to facilitate policy creation and management.

IPv4 Address IPv6 Address

After creating address objects, you can per

eate Address Ob

No IPv4 address object

m port scan and enable traffic learning to facilitate policy creation.

‘ (@ Traffic leaming helps you obtain traffic change, asset IP addresses, and active port information and allows the system to provide more precise defense policies and policy optimization suggestions.

Enable Traffic Leaming

(3) Fill the names and IP addresses/ranges in the Add IPv4 Address Object or Add IPv6 Address Object

page.

Add IPv4 Address Object

* Address Object Name

jof

® Create

Add IPv6 Address Object

* Address Object Name

o

® Create

®

*(D IP Address/Range

# (D IP Address/Range

Item

Description

Remarks

Address Object

Name

Name of the IP

address object.

[Example]
Addr1
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Item Description Remarks

Three configuration methods are supported:

® |P address: One or multiple IP addresses. Input an IP
address per line. Press Enter to separate lines.

o Example 1: 192.168.20.3

o Example 2: 1234:100

® [P address range: A contiguous range of addresses. Connect
IP address or the start IP address and end IP address with a hyphen (-).

range. o Example 1: 192.168.20.1-192.168.20.3

IP Address/Range

o Example 2: 1234::100-2345::100
® Network segment: IP address network segment

o Example 1: 192.168.1.0/24 or
192.168.1.0/255.255.255.0

o Example 2: 1234:100/100

& Note

To add multiple address objects, click Create.

(4) Click Confirm Creation.

(5) Select address objects, and click Next.

Follow-up Procedure

® You can choose Object > Address to view, add, edit, and delete address objects.

® You can only delete the address with reference 0.
2. Configuring a Security Policy

Application Scenario
Configure the security policy according to the configuration wizard.

The security policy verifies the traffic passing the firewall. Only the traffic matching the security policy with the
permit action can be forwarded. The security policy function provides security defense. For example, a firewall
can be located at the boundary between an intranet and the Internet. A security policy is configured to establish

a designated channel between the intranet and the Internet to filter sensitive data access.

Prerequisites

The security zone, service, service group, application group, time plan, intrusion protection policy, virus

protection policy, and other required configurations have been created according to service requirements.
Procedure

(1) On the Create Policy page, click Create.
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Policy Config Wizard

e} @ Create Potiy R

Create Policy

ually create policies or perform port scan to guide policy creation. Next, you can chaose to conduct simulation before executing policies or directly execute policies.

Polcy Group = Batch Operation ~ | More ~ | | Refresh | | ) Custom Fieid Tyee Al

@ Add Policy Group 3 S, Security Zone/l _ Dest Security Zone/l X .
Prioity  Mame e Src. Address  Sre. Region —— Dest. Address  Dest Region  Service

- Default Policy Group

1 Default Po, any any any any

(2) Set parameters related to security policy.

a Configure basic information about security policy.

Create Security Policy

Basic Info
*Name
Enabled State SR )
* Policy Group © Add Group
* Priority

Description

Common Operations

Oparation

b  Set the source and destination security zones, addresses or interfaces, addresses, and regions of the

target data connection.

Src. and Dest.

Src. Security  any

Zone/Interface

*Src. Address  any

Src. Region  any

Dest. Security ~ any

Zone/Interface

* Dest. Address ~ any

Dest. Region any
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Item

Description

Remarks

Src. Security
Zone/Interfac

e

Security zone or interface
initiating the target data

connection.

®  Click the drop-down list, and select a
source security zone or interface in the To-
be-selected area. The selected item is
automatically added to the Selected area.

® Click Add Security Zone to add a security
zone.

[Example]

untrust

Src. Address

Source address that initiates the
target data connection.

®  Click the drop-down list, and select a
source address in the To-be-selected
area. The selected address is
automatically added to the Selected area.

® C(Click Add Address or Add Address
Group to add an address or address group
object.

[Example]
Any

Region initiating the target data

®  Click the drop-down list, and select a
source region in the To-be-selected area.
The selected region is automatically added
to the Selected area.

Zone/Interfac

Src. Region ; i
9 connection. ) Cllgk Add Custom Region to add a
region.
[Example]
any
®  Click the drop-down list, and select a
destination security zone or interface in the
Dest. o ) To-be-selected area. The selected item is
Security Destination security zone or automatically added to the Selected area.

interface of the target data

® Click Add Security Zone to add a security

connection. zone.
€ [Example]
trust
®  Click the drop-down list, and select a
destination address in the To-be-selected
area. The selected address is
automatically added to the Selected area.
Dest. Destination address of the target ® Click Add Address or Add Address
Address data connection. Group to add an address or address group

object.
[Example]

any
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Item Description Remarks

®  Click the drop-down list, and select a
destination region in the To-be-selected
area. The selected region is automatically

Dost. Redi Destination region of the target added to the Selected area.

est. Region ; i
g data connection. ® Click Add Qustom Region to add a
custom region object.

[Example]

any

c (Optional) Select the service, application, and user of the target data connection request.

Service any

App = any

User any

d (Optional) Select the time range in which the policy is effective.

Effective Time | any ® Add One-Off Time Plan

@ Add Cyclic Time Plan

e Configure the action taken by the security policy. Permit or deny the target data connection.

Action Settings

Action Option @ Permit Deny

Action Description

If the action is set to Permit, the device performs check according to whether content

security check is enabled:
Permit Content security check is not enabled: Directly permit the traffic.

Content security check is enabled: Process the traffic according to the content check
policy.

Deny Block the traffic.
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f  Set whether to enable content security checks for the target data connection.

Content Security
Intrusion Prevention
Virus Protection
URL Filtering

Keyword Filtering

g Click Settings in the Advanced area. Configure long-lived connection attributes and click Confirm.

Advanced Option )

Long-Lived Connection

Cancel Confirm

h  Click Save.
3. Simulation Run

Application Scenario

After you create a security policy, you can conduct simulation run to discover vulnerabilities or problems of the

policy in advance to avoid risks to services in actual implementation.
Procedure

(1) On the Create Policy page, select the policy for which simulation run will be performed, and click Start

Simulation.

(2) In the Set Simulation Duration dialog box, set the duration of simulation run.
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Set Simulation Duration ®

Simulation Duration 1 Hour

(3) Click OK.

The system automatically performs simulation run for the selected policies.

Policy Config Wizard

® Conduct Simuation
Simulation Run
(D The policy evecution process can be simulated before actual execution. The simulation helps you identity vulnesabilties and issues in policies n aavance and avoid ks 1o services in actual execution.

*  Conducting simulation.

View Simulation Result

(4) When simulation run is finished, click View Simulation Resulit.
Simulation run results are displayed based on the source IP address:
o The number of times traffic is permitted in the real policy but blocked in the simulated policy.
o The number of times traffic is permitted in the simulated policy but blocked in the real policy.

(5) Analyze whether the simulation results differ from actual execution results.
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Simulation Results That Differ from Actual Execution Results )

(@ Due to capacity limitations, only the details about the first 100,000 simulation results are recorded.

O Refresh | ¢

Hit Count in Actual Exec

Src. Address Actual Execution Result Simulation Result " Hit Count in Simulation Details
ution

The actual execution result is the same as the simulation result.

Go to 1 < n b3

10 ~ / Page Total:0

(6) If the simulation results are as expected, click Apply to Real Network to make the policy effective.
8.12.3 Configuring Security Policy (Manual)

Ap